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Welcome

PRODUCER

And thank you for using CardExchange® Producer for producing your cards! We appreciate
your business!

CardExchange ® Producer offers a multiple card-template interface that allows you to
produce cards in just a couple of clicks. Our CardExchange ® Producer Card Production
application is 10 years+ in the market offering you a solution containing all our experience
and knowledge available for secure production of your cards!

We strive to innovate by offering market leading solutions and with CardExchange ®
Producer, we offer the complete Service Center section.

This section offers you all the tools you need to create, produce, deploy your cards. When
needing support, this is the place to be. Always wondering how to get faster support, in the
Service Center you can find all the information from your CardExchange ® Producer reseller
including their web address. In the Service Center of CardExchange® Producer, your
Reseller, the Manufacture, etc., we all keep you posted with important information about
your software and hardware.

CardExchange ® Producer has support for Biometric devices and ID scanners. We are using
Microsoft's XPS print engine to support the latest printing standards, however not all ID
card printer manufacturers supply drivers that support XPS technology. Therefore
CardExchange ® Producer offers also a GDI+ print engine.

Our CardExchange® Producer GO Edition is the entry level offering, the GO Edition comes
with an internal database which enables better protection and management of your stored
data.

The entire main interface is designed to enhance ease-of-use and improved intuitiveness.
But that is not all...

Get access to our huge collection of "How-To" videos on our YouTube channel. Join our
CardExchange ® Producer community by visiting our online end-users forum where you can

© 2020 CardExchange Solutions, Inc.
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find quickly answers to your questions, post questions, etc. Compare the functionality of
your edition with the functionality of other available editions, etc. Find all you need to know
in the Using Service Center section of this help file and be amazed what is been offered!

It's not just about software; it's about the experience!™

© 2020 CardExchange Solutions, Inc.
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Getting Started

To get started with CardExchange ® Producer, it is important to get familiarized with the
interface. It is important to know that CardExchange ® Producer basically is a combination
of two disciplines:

e The Main Interface offering the multiple card-template interface and data-editing,
etc.
e and the Configuration Interface, the Card Designer.

Most of the time you will be working from the main interface

SR
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i STUDENT ID ”’
- ‘a. ) —_ =
e | '
L e St
~artree Name: Celedle Sarrano
.i_ ; Srudent 10: 1234567 E]
' ) |10 S0 BT T
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>
Tiprrarsy srensi
- A i o
ik - —
[ o
wakE
)

In a very convenient way it offers you the possibility to select your card-templates at the
left side followed by selecting the record that needs to be printed, take a picture or scan a
signature on the right side, followed by the print command.

The configuration of this all is done directly via the Configuration Interface, the Card
Designer
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In the same setup as the main interface, from the left side you see all the available card-
layout(s) and card-pages with all the available tools organized in different sections via the
ribbon bar.

As we recognize that most people are used to working with Microsoft Office products, our
CardExchange ® Producer products are also designed accordingly. Not to make our lives
easier, but yours! Everybody that can work with Microsoft PowerPoint or Word, will have no
problems finding their way in CardExchange ® Producer!

21 Overview

CardExchange® Producer is offered both as a Local Single User License and with
Concurrent Network Licensing.

Our Standard Single License Solutions are available in five different editions:

GO Edition Premium Edition Professional Business Edition Enterprise
Edition Edition
Single User Single User Single User Single User Single User
Network Master Network Master
Network Client Network Client

Card Design Wizard  SQlite, Access, SQL, MysQl, Mifare Classic 1K & Mifare DESFire EV1
Excel, CSV & PostgreSQL, Oracle 4K Encoding Encoding
Paradox DB & DB2 DB
Connectivity Connectivity
Internal SQLite DB  Internal SQLite DB ODBC Connectivity HID Prox Read Mifare SAM AV2
(200 records) (Unlimited records) Support
5 Card Templates Unlimited Card Multiple Biometric Fingerprint  Active Directory
Templates Simultaneous Scanning (LDAP) Data-Source

© 2020 CardExchange Solutions, Inc.
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2.2

Database Plug-in
Connections
CR80 Cards Only No Card Automatic Photo ID Document
Size/Format Limit Cropping Scanning
1D Barcodes 2D Barcodes Automated Printing  Python Scripting

Advanced Mappings
Data Import Wizard Signature Capture  Conditional Card External Plug-in

(Topaz/Wacom/Sign Layouts Support
otec)

Magnetic Stripe  Database Filters (5) Database Filters Paxton Net2
Encoding (Unlimited) (Module)
Photo Capture Basic User Advanced User &  Active Directory

(TWAIN/Direct Permissions Group Permissions (LDAP) Data-Source
Show/Canon EQOS) Plu-in (Module)

Starting with the GO Edition offering an internal database which enables better protection
and management of your stored data. The Professional Edition offers real database power
with connections to multiple database servers, native connections, etc., . All CardExchange ®
Producer Editions offer inline Magnetic Encoding functionality.

Starting from the Business Edition Producer offers you the powerful option to manage your
licenses from a central location of your network. No more local licenses that need to be
activated, no more need of using license dongles on local computers, just one location that
holds your licenses. But it also offers the power of Central Data Management. All your card-
templates, database connections, etc, managed by one administrator, user, computer, etc.
The days of multiplying all your configurations are over!

But that is not all!

In combination with the Dispatcher and Print Server Editions, you will be able to create
complete service bureau print farm solutions including load balancing printing. Send all
your print jobs to the Dispatcher and/or directly to the Print Servers... It is all in your hands
with the CardExchange ® Producer Network License Solutions.

For more information about our CardExchange ® Producer Editions, please visit our website
by CLICKING HERE!

Our Trial Edition

Our CardExchange® Producer Demo Edition offers you unlimited access to all available
functionality within our editions for an unlimited period of time. When you have installed
CardExchange ® Producer for the first time, just check the Evaluate box for CardExchange ®
Producer and select the edition that you want to try out.

© 2020 CardExchange Solutions, Inc.
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N About CardExchange® Gateway

WhCardExchange® .

CATEWAY SUITE

CardExchange® Gateway Machine 1D: 10-21692 Check for updates
Version 1.0:0011

Copyright € CardExchange Solutions 20017 System info
All rights reserved.

*

Prodiicts:

Mamme Status Enabled Activate Evaluate
CardExchange® Producer Activated Disable Upgrade

CardExchange® Visitor Dizabled Enable Upgrade d

Product details:

;,.§ CardExchange® Producer Enterprise 10.1.0.17 Evaluate
\'_\ ! Client code: | GO b

Serial number

Frotected by Sentinel RMS

We offer the possibility to try out all of our editions. You can find more information about
the offered functionality per edition by CLICKING HERE!

Expiaras:
P FRE]

Employes 10 1000 D u

When you have made your selection from the drop down menu, simply click on OK to start
your trial and use all functionality offered. The only limitation of the Trial is that it prints
DEMO on the card. The nice part is, when you have configured, designed, connect to
databases, etc., and you like our CardExchange® Producer application, you simply purchase
a license, activate it, and you keep on working. Nothing needs to be redone!

© 2020 CardExchange Solutions, Inc.
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Activating your Trial or your new installation is explained in our Activation and Registration
section of this Help file.

FAQ

This page contains a selection of our most common and frequently asked questions...

e How can | activate a CardExchange® Producer license?

e What should | do if activation fails?

e How can | move my CardExchange® Producer installation to another computer?

e How can | create a new card with the user-guided wizard?

e How can | create a new card without the user-guided wizard?

e How can | connect to an Excel database?

e How can | show to Photos on my card layout?

e How can | store ID photos in the database?

e How can | use signature pads?

e Which Photo Cameras are supported by CardExchange® Producer?

e Which Signature Pads are supported by CardExchange® Producer?

e Can | use finger-print (Biometric) devices with CardExchange ® Producer?

e How can | show a variable image on the card layout?

e How can | print multiple records on a single card?

e How can | print multiple layouts with a single database connection?

e How can | configure magnetic encoding?

e How can | link to multiple databases?

e How can |l integrate non-standard functionality (plug-ins)?

e How can | protect CardExchange ® Producer with user names and passwords?

e How can | find answers to specific questions about CardExchange ® Producer
(forum)?

e Using GDI+ printing technology when printing results are poor.

e How to use ID scanners with CardExchange® Producer.

© 2020 CardExchange Solutions, Inc.
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3 Installation

WhCardExchange®

CATEWAY SUITE

Local Installation

Network Installation

Install Drivers

forum you ca
it allows you
d the answer(s)

The Ca ange® Sales Tean
Visit our Website
Visit our Forum . ik
i | Visitors | Pe Evenis
Contact Us
Exit and Close

There are two different procedures for CardExchange ® Producer depending on the edition
you have. When you received a CD from your reseller, the Autoplay menu as shown in the
screen shot will show.

CardExchange® Producer Local License Editions

CardExchange ® Producer Network Editions

© 2020 CardExchange Solutions, Inc.
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3.1

The CardExchange® Producer GO Edition, Premium Edition and Professional Edition are
stand-alone (Local) licenses designed for use by a single user, the licenses are locked to the
MachinelD of the PC that they are activated on.

For the CardExchange ® Producer Business Edition and Enterprise Edition you can choose to
have a stand-alone (Local) license or a Network License.

The Network license is designed for multiple concurrent users, the licenses are managed by
a license server on the local network and issued to the CardExchange® Producer clients
when they are run.

Local License Installation

CardExchange ® Producer uses a standard InstallShield Wizard, during the installation the
installer will start checking the system requirements. The important thing that will be
checked by the installer is that the .NET Framework 4.8 is installed. When not available, the
installer will automatically start downloading this. If there is no internet connection
available, it will automatically install it from DVD. If you are using the downloaded trial
version and during the installation no internet connection is available, the installer will stop
the installation process and you will be required to install the application manually.

The .NET Framework is normally available on the computer systems so we will not go
deeper into this.

CardExchange® Producer is part of the CardExchange ® Gateway Suite which also includes
CardExchange® Visitor, so the installation will refer to CardExchange ® Gateway Suite as
both products will be installed,

The installation wizard starts with the welcome page, now click Next to proceed:

© 2020 CardExchange Solutions, Inc.
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ﬁ CardExchange Gateway - InstallShield Wizard >
Welcome to the InstallShield Wizard for
Cardixchange Gateway

The Installshield{R) Wizard will install CardExchanoe Gateway
on your computer. To continue, dids Mext.

WARNING; This program is protected by copyright law and
international treaties,

< Badc Mext = Cancet

In this wizard page, the License Agreement is presented. You can click on the Print button to
print out the complete text of the agreement. If you agree to the terms, please select the "I
accept the terms in the license agreement" option and proceed with Next. If you do not
agree, please select the " | do not accept the terms in the license agreement" and click on
Finish. The installation will be canceled:

© 2020 CardExchange Solutions, Inc.
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ﬁ CardExchange Gateway - InstallShield Wizard >
License Agreement ‘ |
Flease read the following license agreement carefully,
A

CardExchange™ Product End-User License Agreement

NOTICE TO USER: BY USING THI5 SOFTWARE, YOU ACCEPT THESE
TERMS.

This CardExchange™ Product End-User License Agreement ("EULA") is 3 legal

agreement between wyou [(the purchaser andfor user] and CardExchange

Solutions Inc, & California corporation ("EXCHANGE”) for the Software (¥

(®) I accept the terms in the license agreement Print

{11 do not accept the terme in the license agreement

Instzlizhield

< Back Mext = Cancel

In the Customer Information page you can provide specific information like the user name
and the organization. More important is to determine who is allowed to use this
application. Here you can select the option "Anyone who uses this computer (all users)"
which is default and we advice to use for standard installations. Especially important when
multiple users have access and accounts on the target computer. Select "Only for me (user
name)" if you want to make sure only this user has access to the application. Click Next to
proceed:

© 2020 CardExchange Solutions, Inc.
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'ﬁ CardExchange Gateway - InstallShield Wizard

Customer Information

Please enter your information.

User Name:
{DCWADMIN

Organizaton:

1

Install this application for:

(®) Anyone who uses this computer (all Lsers)
() Only for me (DCWADMIN)

Instalishield

Help | <Back || Next> || Cancel

CardExchange ® Producer installations are compliant with Windows standards which means
that by default the application is installed in the Program Files (x86) folder as shown in the
screen shot below. The folder will be automatically created during the installation. Click on
the Change button if you want to install to a different location. Click Next to proceed:

© 2020 CardExchange Solutions, Inc.
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ﬁ] CardExchange Gateway - InstallShield Wizard >
Destination Folder !
5 —
Click Mext to install to this folder, or dick Change to install to a different folder, -
i ' Install CardExchange Gateway to!
C:\Program Files (x88) \CardExchange Solutions\CardExchange Change. .,
Gateway\,
Installshield
Help < Back Mext = Cancel

The Database folder is one of the most powerful and flexible features of the
CardExchange ® Producer applications. It contains all your card templates, database, saved
documents, etc. It is very important to install this database folder on a location that can be
accessed by the user or by more users of the computer. The application reads and writes
information from and to this folder and therefore the user needs to have read and write
permissions to this location. By default it will be installed on Public section of your system,
like as shown in the screenshot below. If you install this Data folder on a location that is not
available for all users of the system, it will result in error messages and not being able to
start up!

Make sure that you make regular backups of this Data folder. In case of a computer crash,
this backup will save you a lot of work. You only have to install CardExchange® Producer as
normal and after the installation you replace the new Data folder with the backup and your
system is up and running again! We advice to make a backup of the Data folder, every time
you change something to your configuration. Click Next to proceed with the installation:
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'ﬁ CardExchange Gateway - InstallShield Wizard

Database Folder
Click Mext to install to this folder, or dick Change to install to & different folder,

[ Install CardExchange Gateway database to:
lllj C:\Users\Public\Documents\CardExchange\Data)l | Change...

Instalishield

[ e | | <Back | Next> || Cancel

In the Setup type page you are asked to select the type of installation you want to proceed
with. For standard installations, please select the Typical option.

ﬁ CardExchange Gateway - InstallShield Wizard

Setup Type
Choose the sstup type that best suits your needs,

Please select a setup type.

Minimum required features will be installed,

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.,

Installshield

[ teb | | <dak [ Next> | [ Cance

© 2020 CardExchange Solutions, Inc.
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The Custom installation offers additional components that can be installed, these include
the Dispatcher, Printserver and Kiosk.
You will require licenses for each of these additional components.

ﬂ CardExchange Gateway - InstallShield Wizard

Custom Setup
Select the program features yvou want installed.

Click on ani icon in the list below to change how a feature is installed.

Feature Descript
CardExchange Gateway eature Description

CardExchange Dispatcher
CardExchange Print Server
CardExchanae Inside Demo

I CardExchanoekiosk

This. feature requires 1300KE on

your hard drive,
Install to:
C:\Program Files {x86)\CardExchange Solutions\CardExchanges Gateway, | Change...

Installshield

o | we || <o cocl

Now the installer has all the information to start installing CardExchange ® Producer on
your system. Click Install to proceed:
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rﬁ CardExchange Gateway - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Tnstall to begin the installation,

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield -

[ tep | o o<gak [ sl Ganl

ﬁ CardExchange Gateway - InstallShield Wizard l = =

Installing CardExchange Gateway
The program features you selected are being installed.

Please wait while the Installshield Wizard installs CardExchange Gateway.
This may take several minutes,

Status:

Instalichield

< Back Next >

When the installation has succeeded, you can click on Finish to close the installer. Any
temporary files will be removed from your system.
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You can run CardExchange® Producer by double clicking on the Desktop icon or selecting
the application from the Windows Start menu.

ﬁ CardExchange Gateway - InstallShield Wizard >

InstaliShield Wizard Completed

The Installshield Wizard has successfully installed
CardExchange Gateway. Click Finish to exit the wizard.

< Badt Finish Cance]

3.1.1  Activation & Registration

Activating CardExchange® Producer is very simple to do and only requires an internet
connection.

When the application is installed on your system and you are running it for the first time,
you will see the about window. Here you can select enable and then click on activate.
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b

A About CardExchange® Gateway BETA

WhCardExchange® e
License terms
CATEWAY
CardExchange® Gateway BETA Machine ID: 10-2210C
Version 1.0.0.1
Copynght © CardExchange Solutians 2017

All rights reserved.,

Products:
Name Status Enabled Activate
CardExchange® Preducer 42 tnal days l=ft  Disable Activate
CardExchange ® Visitor No license Disable Activate

Product details:

_% CardExchange® Producer GO 10.1.0.1 Evaluate
R\ S —— GO

Serial number: 31000

Protected by Sentinsl RMS

Even if you are using a trial version, you can directly activate it without any loss of data or
configurations. This wizard is also used when you are upgrading from an edition to a higher
edition.

You can always open the activation wizard by selecting "CardExchange® Producer
Activation" from the Windows Start Menu or via the Assist tab in the main window and click
on Activation window.
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% CardExchange® Producer License Activation Wizard i & O *

Welcome to the CardExchange® Producer License Activation
Wizard. In this wizard you will be able to activate and register your
CardExchange ® Producer license. By registering your license you
make sure that you are being informed about updates and new
releases,

Pleaze provide your serial number and activation code in the fields
below. If you have received an activation file (*AUT) or an activated
license file (*.LIC}, click on the advanced button and select your file.
Serial number;
12345
Activation code:
- [12345-12345-12345-12345-12345-12345-1224
== Machine |D:

£ [10-210¢

Advanced = >

IMPORTANT! Your license can only be activaied ona single

y computer. Do not activate your license on a computer that is only
used for testing. The demo version offers all CardExchange®
Praducer functionality free for 42 days,

| [ [ o

When you purchased your software, you received a serial number and activation code via
email or printed on a label on the back of a DVD box or CD wallet. In this page of the
wizard you need to enter this information. You can also find the Machine ID of your
computer. The Machine ID is the digital fingerprint of your computer and is used to activate
the license. You do not need to do anything with this Machine ID except if you are
activating on a system without internet access.

You reseller or CardExchange Solutions can activate your license for you. You can also
activate the license via our website using a computer that has internet access. Click HERE to
visit the activation page of our website. To do so, you will have to send your license
information and the Machine ID.

When the license is activated, you will receive a so called LIC file. You need to copy this LIC
file to a location on the target system:
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% CardExchange® Producer License Activation Wizard i & O *

Welcome to the CardExchange® Producer License Activation
Wizard. In this wizard you will be able to activate and register your
CardExchange ® Producer license. By registering your license you
make sure that you are being informed about updates and new
releases,

Pleaze provide your serial number and activation code in the fields
below. If you have received an activation file (*AUT) or an activated
license file (*.LIC}, click on the advanced button and select your file.

Senal numben

Activation code!

Machine |0

10-221DC

-_.': | m.{{ ]

Plzase type or select your license or activation file name:

IMPORTANT! Your license can only be activated on a single

y computer. Do not activate your license on a computer that is only
" used for testing. The demo version offers all CardExchange®
Praducer functionality free for 42 days,

| i i f M |

| Cancel <Back | | Activate | | Finish

Click on the Advanced button and select the three dots button on the right to browse to the
LIC file location. When you click on Activate the license will be installed on your computer.
The only difference is that in situations where internet connection is available, contact is
made with our license server to verify the license information and activate the license based
on the same Machine ID.
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% CardExchange® Producer License Activation Wizard i & O >

It is recommended that you register your CardExchange ® Producer
license, By registering your license you make sure that you will be
informed about new functionality and upcoming releases,

[ ] Yes, | want to register my CardExchange® Producer ficense

Company name:
Contact person:
2 Email address
Address:

City:

: State (optional):
= ZIP code;
Country;

Phone numben
Printer brand:
Company type:

B Ala< for forum:

| Cancel || < Back || Mext = |i_ﬁn|5h

The registration is a part of the Activation Wizard. In this section you simply provide all the
requested information. The fax number is optional. When all is entered, proceed to the next

page:
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%% CardBExchange® Producer License Activation Wizard - — O >

After activating your license, CardExchange® Producer gives you
the opportunity to have a 30-day trial of our Enterprise edition for
free. This allows you to discover the functionality included in cur
higher editions. If you do not want to have this option, please
uncheck the box below, Tnal functionality can be disabled at any
time via the main CardExchange® Producer window.

Yes, | want to have 30 days Enterprise Trial Functionality

Would you like to be contacted?

| Please contact me by e-mail

| Please contact me by phone

When would you hike to be contacted?

|+f| Subscribe to our Newsletter to be notified of any updates and
| important information regarding your software

Cancel

_h| < Back || MNext = |

We offer you the possibility to try out the functionality of higher editions so you can see if
there is functionality that you can use and test before purchasing the edition. You can get
max 30 days of the higher edition functionality without limitations. If you want to check out
other functionality, check this check box. You can also request to be contacted, by email or
phone, with a preferred date. Don't forget to subscribe to our newsletter and keep up to
date with the latest news. Click next to proceed to the final page:
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3.2

N9 CardBExchange® Producer License Activation Wizard — O =

Your activation process is complete. Please click Finish to close the
activation wizard and launch CardExchange® Producer.

As you are getting familiar with CardExchange® Producer, you may
have some questions, Please feel free to visit our website at https://
cardexchangesolutions.com/ to access online help files, support
options; contact information, and more,

- Thank you for choosing CardExchange® Producer.

Cancel [ <Badc | Mext > | Finish

LIC file activations have no need for internet connection. During the activation, a progress
bar will indicated the time left before activated. When the activation is succeeded, you can
click on Finish to close the activation process. When you activate for the first time, it will
directly start after you click on Finish. If you are activating an upgrade, after clicking on
Finish you will have to restart to make the license change effective.

Network License Installation

With the Business Edition or Enterprise Edition of CardExchange® Producer, you can also
choose to purchase a Network License (this allows for concurrent licensing and the ability
to run a client on a server based operating system.
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This would typically have the license manager installed on a server along with the database
and configuration. The network client is then installed on the workstations that will be using
the software.

Here are the steps for a complete SBS installation:

Create the environmental variable for the license file location
Install the license manager

Open the license manager (WImAdmin.exe)

Activate your Network license

Add them to the license manager (WImadmin.exe)

Configure clients to point to the license manager

ok wn =

For installing CardExchange ® Producer Network License editions, the following operating
systems are supported:

Windows 7, Windows 8, Windows 10
Windows Server 2008 R2, 2012

Citrix and Terminal Systems

Virtual Machines

All operating systems are supported as 32 and 64 bit systems and need to run the latest
available service packs of Microsoft.

For running CardExchange® Producer License Editions editions on servers or workstations
we advice the following minimum specifications:

400 MB free disk space for Workstations
Dual core processor

2048 MB internal memory (32bit)

4096 MB internal memory (64bit)
Microsoft .NET Framework 4.8

Specific Firewall information:

Firewall issues are usually solved by adding the Sentinel RMS License Manager to your the
firewall exceptions. The provider of the licensing system SafeNet states that:

"The Sentinel RMS License Manager only uses the UDP port 5093 at Server end by default.
And at client end the ports are used dynamically and controlled by Operating System i.e.
for communication only UDP port 5093 is used at server end and at client end it is used
dynamically on the basis of available port."
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We recommend installing CardExchange ® Producer on the machine hosting the license
manager and test locally before you continue configuring other clients.

3.21 License File Location

The network license manager stores it's license codes in a plain text file. This file can be
located anywhere on the system but the Windows user that manages the license manager
service process needs to have read and write access to this location. To make sure this is
guaranteed, we need to create a specific Environment Variable to set the location.

To create this variable right mouse click on My Computer and select Properties. If you are
running Windows 7, or 8, click on Properties and then select Advanced System Settings. If
you are using Windows 10, please enter "System" in the search box and click on System as
shown below:
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D @ More
Best match
System

Control panel
Settings ¥
(@ About your PC
Y0 Reset this PC
& Taskbar notification area
Apps b
& System Information
4 Control Panel

B System Configuration

B2 Windows Defender

Web

In the System window, click on Advanced system settings:

33
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&2 system
A B » Conteol Panel 3 System and Security » System -

Control Panel Home ; : ;
View basic information about your computer

& Device Manager Windows edition
& Remote settings Windows 10 Enterprize

& Advanced rystem settings

System
Installed mamony (RAM)E 160 GE

Pen and Touch: Touch Suppert with 10 Teuch Points

Computer name, domein, and workgroup settings
Computer namse:
Full eomputer name:
Computer descniption
Waorkgroup:

Windows activation
Windows it activaled Resd the Microsolt Software Licenis Tesms

Product 10: 00326-10458-48345- 8420

Sew absz

Secunty and Maintenance

& System pretection iﬂ‘:ﬂm Corporation. All nghts == Wi n d OWS 1 O

Processon Inted(R) Cone{TM] iT-6500U CPU & 2.50GH: 259 GH:

System type: &d-bat Opersting System, xbd-based proceszor m

- [m] X

& Seasch Contral Pans o

Support Information

W Changa settings

W Change product key

This will open System Properties window with the Advanced tab

selected.
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System Properties *

Computer Name. Hardware  Advanced  System Protection  Femote

You must be logged on as an Administrator to make most of these changes.

Pefamance

Visual effects, processor scheduling, memony usage, and virtual memony

User Profiles
Desktop settings related to your signdn

.Sett.ings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...
Environment Yarables... |
oK Cancel Apphy

Now click on Environment Variables to open the this window:

35
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Environment Variables >
Uservanables for Marcel Oaosterhof
Variable Value
HLSERPROFLESS AppData\LocalMicroseft\ WindowsApps;
TEMP %USERPROFILESS\ AppDatat\Local\ Ternp
TMP FUSERPROFILES:\AppDatatLocalh Ternp
Mew.. ||  Edit. | Delete |
System variables
Variable Value £
MUMBER_OF PROCESSORS 4
05 Windows_MNT
Path Ch\Program Files (x86)\Lenovol\FusionEnging CAWINDOWS\ system...
PATHEXT JOM,.EXE.BAT;.CMD; VBS; VBE; .J5;.J5E; W5F, W5H: MSC
PROCESSOR_ARCHITECTURE AMD&4
PROCESSOR_IDEMTIFIER Inteled Family & Model 78 Stepping 3, Genuinelntel
PROCESSOR_LEVEL B
PROCESSOR_REVISION 4e03 v
New.. | | Edit. | . Delete
| 0K | ! Cancel
And click on New to create a new variable:
Mew System Yariable x
Variable name: | LsERvR] |
Vanable value: | ChUsers\PublichDocuments\CardExchange 5B5 Licenses\CardExchange Licenses |

Browse Directory... | | Browse File.., | | 0K | Cancel
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Enter LSERVRC as the variable name. For the Variable value, you would enter the path of
where a license file will be created and stored. This will be its location path for future
reference. You can use "C:\Users\Public\Documents\CardExchange Network
Licenses\CardExchange.Licenses"

Important

Please note that you should enter a directory of the path, all folders should exist in the path,
but the "CardExchange.Licenses" file itself will not and should not exist yet.

The name of the file is arbitrary, for example, CardExchange.Licenses.
Also, make sure that the path is accessible and has all the rights otherwise it will result in
access errors!

Click on OK to store the newly created Environment Variable.
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Environment Variables

Uservanables for Marcel Oosterhof

Variable
Path
TEMP
TP

Value
SUSERPROFILESS\ AppDatatLocal\Microsoft\WindowsApps;

%LUSERPROFILER\ AppDatatLocal\ Temp
FUSERPROFILES:\AppDatatLocal\ Temp

LSERVRL

MUMBER_OF PROCESSORS
s

Path

PATHEXT
PROCESSOR_ARCHITECTURE

Value

CHANWINDOWS\system3cmd.exe

CAWINDOWS\ Config5SetRoot

Civllsers\Publich Documents\CardExchange SB5 Licenses\CardExcha...
4

Windows_NT

C:\Program Files (x86)\Lenove\FusionEnging CAWINDOWS system...
COM; EXE,.BAT;.CMD: VES; VBE; J5; .J5E; WSF, W5H: M5C

AMDB4

New... || Edit... |: Delete

| Ok | | Cancel
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3.2.2 Install License Manager

WhCardExchange®

CATEWAY SUITE

Installation Manual

Install License Manager

Install My SGL Server

Install Gateway Client

Browse CD

Retrieve Machine [D

License Activation

Back to Main Page II | I I‘ I‘

Startin :
editio can also choose to usk
[SBS) ip, this alfow for canc

abili run CardExchange® Visite

operating systemi.

This would typically have t

e |nstallation B
a successful i
Visitor on you

The Ca nge® Sales Team.

Pro | Visitors | Pgj Evenisi

Download the License Manager here:

You can find all of our latest downloads for the License Manager and License manager
tools on our Network Utility Downloads page

We need to install the license manager on the system, to do so click on the Install License
Manager button to start the installation:
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[ 23 |

Welcome to the InstaliShield Wizard for
Sentinel RMS License Manager 8.3.0

The InstallShield(R) Wizard will install Sentinel RMS License
Manager 3.3.0 on your computer. To continue, dick Mext. Itis
recommended that before continuing the installation, the
previous version{s) are uninstalled, incase they are not used.

WARNIMG: This program is protected by copyright law and
international treaties.

Sentinel F\ S

Development Kit

< Back |i MNext = I [ Cancel

When the installation is started, click Next to proceed:

Instafhieid Wizard =)
e Sentinel RIS

Flease read the following ficense agreement carefully. Development Kit

‘ﬂ Sentine| RMS License Manager 8.3.0'- Ins

| License Grant\Warranty for Software

I

This License describes limited rights granted by SafeMet, Inc. andfor one of its
subsidiaries (such grantor, “Seller”) to the Buyer.

A.  The term “Software®, as used herein, shall mean a program or programs
consisting of machine readable logical instruction and tables of information
designed as libraries or drivers to work in conjunction with Seller's Sentinel
Keys (Products™). Title to all Software furnished to Buyer hereunder shall

remnmim G Dallar Dollae aramts 4o Do

B L T T N R LT 1

@) T accept the terms in the license agreement

(7 I do not accept the terms in the license agreement

InstallShield

= Back ]E Mext = i [ Cancel
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If you agree to the terms of this agreement, select accordingly and proceed by clicking
Next:

ﬁl Sentinel RMS License Mana

aliShield Wizard | = |
Sentinel RIS

Development Kic

Customer Information

Flease enter your information.

User Name:
iCardExchange SBS User

Oroanization:
iCardEKd'lange Solutions

Install this application for:

@ Anyone who uses this computer {all users)
(7 Onty for me { i

Instalishield

Enter the user and company information. We advice to install this application so that
anyone can use it:
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ﬁ! Sentinel RMS License Manat

aliShield Wizard |
PEsp— Sentinel RIS

Click Next to continue installing to the following folder, Development Kit
| ordick Change to install to a different folder.

Install Sentinel RMS License Manager 8.3.0 to:

C:\Program Files (x86)\Commaon Fles\safeiet Sentinel\Sentingl
RMS License Manager,

InstallShield

[ <Bak |[ Wext> | [ cancel |

If applicable, change the destination folder of the application by clicking the Change
button. However, we do advice to install it into the default installation folder:

§ Sentinel RMS License Manager 8.3.

Setup Type
Choose the setup type that best suits your needs.

Development Kit

[ Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

<Back || MNet> | [ caneel
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Choose Complete installation and proceed with Next:

‘_ﬁl Sentinel RMS License Manai . -

‘ System Firewall Settings Need To Be Modified

The setup program will install the Sentinel RMS License
Manager {icense server) on this system. To allow
communication between the RMS License Manager and the
dients running licensed applications, the system firewall
settings need to be modified. The Sentinel RMS License
Manager will be added to the firewall blocking exceptions
fist,

kKeep the checkbox below selected to unblodk the
firewall. Clearing this checkbox will let the firewall
blodk the communication between the dients and the
RMS License Manager.

Uinblock the system firewall for the Sentinel RMS
License Manaaer

Tip: For instructions on unbloddng the firewall later,
refer to the Sentinel RMS SDK System Administrator's

Sentinel NS Help.

Development Kit

[ < Back ][ Mext = ] [ Cancel ]

License assignment by the license manager goes via UDP protocol over your network (Port
5093). It is important that all the clients can freely communicate with the license manager
therefore the license manager needs to address some ports for it's communications. When
installing, per default the installer can make the firewall modifications for your, as we
advice to have the installer do so. If you want to do this manually, please uncheck the check
box before proceeding:
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ager 8.3.0 - InstaliShield Wizard [ = |
Ready to Install the Program Sentinel RF\IS

The wizard is ready to perform selected operation. Development Kit

ﬁ‘ Sentinel RMS License Mal

Click Install to begin the installation.

If you want to review or change any of your installation settngs, dick Back, Click Cancel to
exit the wizard.

InstallShield

| <Back || sl || cancel |

Now you are ready to install the license manager on your system and you can click Install to
start the installation. Click on Finish when the installation is done to close the installer.
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3.2.3 License Manager Tools (WImAdmin)

WhCardExchange®

CATEWAY SUITE

the CardExchange® Visitar Busingss

Installation Manual U can also choose to uselliR Network Lic

Install License Manager abilityterun Cardexchange® Visite

Install My SGL Server

Install Gateway Client on a server along with the datak
The 5BS cligghis then ingtall_ f

Browse CD

e |nstallation B
a successful i
Visitor on yours

Retrieve Machine [D

License Activation

The Ca nge® Sales Team.

Prod | Visitors | Pl

Back to Main Page | II | I I‘ |‘

The license manager we just installed is running as a service on your system and has no
interface of it's own. As we need to be able to install the licenses and manager the license
manager, we need to use additional tools to configure the license manager. These so called
tools can be simply copied to a location on the server or workstation the license manager is
running on.

Evenisi

To do so just simple click on the Browse CD button and make a copy of the tools folder on
the CD.
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&l = | Visitor 8BS
Hama Shzra Yizw
s Z /'l oo Eut =) x |_—I Ta-
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Pimte Ok Gopy Fosle = 77 0 o Meve Copy Delete Rename ey
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Clipboard Srganize e
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{ License Marager
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Setup Infarmation

And copy this folder to a location on your server or workstation, for example to the folder
C:\Program Files (x86)\Common Files\SafeNet Sentinel\Tools

Now browse the Tools folder and create a shortcut for the WImAdmin.exe application as

shown below, to any location that is convenient for you.
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Bl = e e R - O x
Hama Shara Vizw Mansge o
s W < _EI x IiI 0 L [m]@pan~ [ Setectall '
A COpy At e | Seiedd rone
coag. Pons d Parte (koo Htgtt Ctr.;p:,- Dt|_t|_: Fesiki FnNE:r Frnpfrht £ Histary E‘F,'Irw:r: cajeetion
Cliphoard Jrganice Mew apen Jelect |
“— = 4 i Program Files 35 + CommonFiles = Sefeilet Sertinel + Teols w | 0 Search Tools =
~ [ Name - Dotz miodhfied Type i
o Quick access [ [ == =T = B =l MM TR R IR Rl ]
1 Isusegr.exe O2YZ0084:30FM  Apalication
T] [swinsre sce 1023720084 30FM  Applicasion
(5] reomnowte ens 1023/ 3000 420 P Apnlication
|_‘ reom mube e manifest 157232000 435 P MLANIFEST File
El" FepetD3 mdk 192) IO FM Microseft Acce
Toel riftool.ene 9 4:30PM Applicarion
|é entipaeswcgenutiLdll ABEMN Aoohication e
] ulsdead.e 12000 430 PM . Spplization
B ThizP¢ EWCDmmut:.nc: 10202008 433 P Agghcation
B Decitop | WCommute.exeamanif 107232009430 FM  MANIFEST File
= m wechoicl e 73 Analication
8 eielveirs [ wechoicese. 10/23/2000 £23EM  LANIFEST Fife
& Doanloads P WhnAdmin.oee LS 423FM  Aeslicaian
b Music 1 Wi Adminowe manifost WPM  MANITEST File
& Ficrures &1 wisGmgr.sce Applicasian
m Videos @ WRCommiute.see Anolication
L Windows () [ | WRCommute.sxe manifest 1 30 MAMNIFEST Fle
R 1 WA Toclere 10723/2009433FM  Agplication v |
B
5 items | iten selected 672 KB

When you execute the WImAdmin.exe application, an interface for the license manager will

start.
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& Wimadmin = *
File Edit View Tools Help

Eﬁ Defined Servers U e

R OCALHOST _
% Sobrst SEriass Name: I DESKTOP-DGEDHDO Version; | 8.3.0.900

% Standalone IP address: |LOCALHOST
- Feature irformation

Mame: | Version:

— Statistics

In use: Total: Queued:

Total users:

|
Reserved: |
Commuter: | |
Capacity: |

Redundant: | Number of servers: Majority: MNo

- Detailed information
Feature Info | License info | Client Info |
License type: Start date: |

Commuter license: | End date: |

Critera | Value |

Ready

This interface will inform you about the status of all your licenses, servers, and is needed to
install your network licenses as explained in later steps of this help file.
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3.24 Activating Network License

WhCardExchange®

CATEWAY SUITE

Installation Manual

Install License Manager

Install My SGL Server

Install Gateway Client

Browse CD

Retrieve Machine [D

License Activation

Back to Main Page | II | I I‘ I‘ |‘

\gith the CardExchan
editiof, ‘tan also chooseto u

e |nstallation B
a successful i
Visitor on yours

The Ca nge® Sales Team.

Prod | Visitors | Pel Everils l

Just like with the standard CardExchange ® Producer licenses, the license manager needs to
be activated to the Machine ID of the server or computer too. The only difference is that
the Network License cannot be activated with a CardExchange ® Producer client, but has to
be done online via our website.

For activating the license we need to have the serial number, activation code, and the
machine ID. The serial number and activation code are printed on the DVD box or you may
have received them digitally via email. The machine ID needs to retrieved with a simple
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application that is available on this DVD. It is important that you run this application on the
server or computer that is going to contain the license manager.

Now click on the Retrieve Machine ID button to start the MachinelDExchange application:
MachinelDExchange Tool Downloads:

If you don't have the MachinelDExchange tool on hand, you can download it from our
Network Utilities Downloads page.

We offer two types, 10- for MAC address-based activations, and 4- for Hard disk-based
activations. We recommend using 4- based activations for server installations.

we MachinelDExchange >

10-3F

If you are using an external license dongle, the machine ID will start with 80. For using an
external license dongle, please install the dongle driver first. For instructions, please see the
Using License Dongle section of this manual.

If you have retrieved the Machine ID and written it down, you can now open the activation
page on our website.
Or click the License activation button in the menu.

Now enter all the information like serial number, activation code, and the machine ID into
the fields like shown below:
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Activate a license
Sarial number; ||:| |

Activation code: | il

Machine ID; |10-454CC x|

When pressing the Activate button, the license will be activated by the
License Server. This process can take up to 45 seconds. Please do not
close this page during the activation of the license, When the activation
succeeds, you will be prompted to download the file containing the
activated license.

| Activate |
And click on Activate to start the activation process of the license. Activating a Network
license can take up to 45 seconds. do not close the web page during the activation!

When the license has been activated you will be prompted to download the activated
license file with the extension *.LIC. This file needs to be saved to a location that can be
accessed by the computer that is running the license manager

3.2.5 Configuring License Manager

When the license has been activated, you can now configure the License Manager. To do so
you have to start the WImAdmin.exe application as explained in the License Manager Tools
section of this manual.

Set Preferences

When the application is started we first need to set the Preferences of the license manager.
To do so, select Preferences from the Edit menu as shown below:

© 2020 CardExchange Solutions, Inc.



52

CardExchange® Producer Help

K1

This will open the Preferences window:

Preferences ot

Timeout interval:  [EN]
Broadcast interval: {EI' Cancel

[ Discover subnet servers on startup
W Discover defined servers on starttup
[™ Hide dliert library emor handler messages

¥ Save these preferences to afile

E Wimadmin
File | Edit Wiew Tools Help
E %;‘Ii D'Efl-rl Ed SEr'l"Er L|5t WEer in‘fnmaﬁnn
: & Rezervation File
’g"g ime:; DESKTOP-DGEDHDO
E:‘%Lg Redundant License File address: LOCALHOST
Préflté‘en::ﬁ sture information

Make sure that you set all the options as shown in the screenshot; Check "Discover defined
servers on startup” and "Save these preferences to a file". Click on OK to set the preferences

and close the Preferences window.

Create the LOCALHOST server

We need to define the server that is going to hold the licenses. To do so, select Defined

Server List from the Edit menu as shown below:
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l:a WimAdmin n . W
| Eile [Edit| View Tools Help
| B Defined Server List

Reservation File

H.

Redundant License File

Preferences

This will open the Defined Server List window. Type "LOCALHOST" (without the qoutes) and
click on Add to add the server name and OK to close the Defined Server List window. You
will be asked to add the server to the defined list:

‘Defined Server List [

Server:

|LOCALHOST OK |

| Add l Flemowe
‘WimAdmin —

‘ @ Would you like the server LOCALHOST added to the defined list?

| Yes Mo

Click Yes to confirm. Your LOCALHOST server will then appear under your Defined Servers
list. If you do not see it right away, it may updating and checking for other servers. This
process can take up to a minute.
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= B8 Defined Servers

8] LOCALHOST
i+ % Subnet Servers
®5 Standalone

Server information
Name: |  DESKTOP-MN/
IP address: LOCALHOST

If you do not see your server in the Defined Servers list, check your Preferences and select

View — Refresh All

Adding Licenses to the LOCALHOST server

Add the license file to the license manager by right click on the LOCALHOST node in the
Defined Servers tree and select Add Feature -> From File -> To Server and its File as shown

below:

| File Edit View Tools Help

Twwen T T

= |

E% Defined Servers

| [~ Server information

=8 EET :
% P m— Add Feature P_ From a File 4 To Server B
% Standalor Remove all Features From a String L To Server and its File
Rermnove from Defined List
Version:
Change Log Filename
Shutdown Server intise Total Queu

Refresh

Commuter: |

Capacity: |

R ke S

e S e ST Aoz T |

Browse to the location of the downloaded license file with the extension LIC, as shown

below:
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& Open X
Lookin: | Activated ~ - meE-
Mame B Date moedified Type
] 86191 - Visitor Business (10-3FC... 9/13/201612:56 PM  LIC File
| ] 86143 - Visitor Business KIOSK (... 9/13/2016 1:01 PM LIC File
¢ >
File mame: IE~E1 91 - Wisitor Business Hic
Files of type: 1"P-.II files {"7) L] Cancel I
[ Open as read-only :

And click on Open. The licenses will now be installed and if the installation succeeds, the

window below will be shown:

f 3 b Mumber of licenze(s) read = 3
L | Murmnber of licensels) successfully installed = 1

Wimadmin -

This message box indicates the number of licenses that it was able to read from the license
file and the number of licenses that was successfully installed. This number is depending on
the amount of client licenses purchased. Click on OK to confirm the installation.

The LOCALHOST node should now have one sub node for each license code as shown

below:
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@Wlmﬁ\dmin
File Edit View Tools Help

Elg'g,lI Defined Servers

-3 LOCALHOST
@[] CE9Designer
@ CF9Go
-1 CE9Premium
{_ﬂ CESProfessional
il | CEV 1 Business.
- CEV1Enter
- CEVIKiosk
@ CEVistandard

E]--% Subnet Servers

E]--% Standalone

Ready

- Server irformation

i~ Detailed information -

Feature Info | License Info | Cliert Info ]

Name: |  DESKTOP-DGEDHDO Version: [ 8.3.0.900
IP address: LOCALHOST
: Feature information
Mame: | CEV1Business Version:
i Statistics
L s e In use: _Tat_a!: Queued:

Total users: (HNNNNRNNN | A |2 0
Reserved: [1] 0
Commuter: 1] 1
Capacity: 0 1]
Redundant: | Mo Number of servers: 7 Maijority: | Mo

License type: | Nomal license Start date: | Mon Sep 01 00:00:00 2014
Commuter license: | No End date:  [License has no expiration date.
Critena | Value ] ~
Additive license Yes
Check time tamper Yes
Grace allowed No
Hold tims Dzacs
Holding criteria Vendor specified
Key lfetime 3 secs
License Wersion 02000000
Locking type Server locked
Log encryption level 1 -
L e e e aa] n

By selecting the license, you can see in the license manager GUI how many licenses are
available and how many licenses are in use.

Don't forget, the License Manager is a Windows service and this GUI does not need to be
started to have the system working. After you are done with the configuration, you can

close this window.

This concludes the installation and configuration of the License Manager and Procedure
One. Now we start installing the CardExchange ® Producer clients on Desktop computers or

on the server.
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3.2.6

Configure Client Installation

After you have installed the CardExchange ® Producer Client on your system(s), each client
needs to be configured to get access to the license server. The location of the license
manager is set in the CardExchange ® Producer configuration file.

This CardExchange.ini file is located in the installation directory you selected during the
installation, typically this would by default be C:\Program Files (x86)\CardExchange
Solutions\CardExchange Gateway\ for CardExchange ® Producer.

» This PC » Windows (C:) » Program Files (x86) » CardExchange Solutions » CardExchange Gateway

.n.
Mame

W] 24.ico

4] acr120.dil

] AMS.Profile.dll

] borindmm.dll

J Bytescout.BarCode.dll

E‘Q CardExchange.chm

%y CardExchange.Encrypt.exe
%% CardExchange.Gateway. exe

_] CardExchange. Gateway.exe.aservrc

J CardExchange.Gateway.exe.config

/| CardExchange.lmaging.dl

_| CardExchange.ini

J CardExchange.Licensing.dll
_| CardExchange.Producer.dll
_I CardExchange. Wpf.Generic.dll
_i CardExchangeDesigner.dll

Date modified

Q/2r2013 2:06 PM
2/8/2012 7:48 AM
G/21,2005 724 AM

1042272013 10:57

12/5/2013 6

o
(=]
(X

AM
432017 11:11 AM
7245 FPM
40142017 11:41 AM

45572017 ;50 AM

4300

4/1442

/372017 5:39 AM
472472017 10:45 AM

471472017

4714/2017 2:34 PM

T0:25 AM

A4/3720017 %37 AM
372007 646 PM

Type

ICO File

Apphcation extens...

Application extens...

Application extens...

Application extens...

Compiled HTML ..,

Application
Application

ASERVRC File

Embarcaderc RAL...

Application extens...

Configuration sett..

Application extens

Application extens...

Application extens...

Application extens...

You can open and edit this file using Notepad or Notepad++

da
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| CardExchange.ini - Notepad = — O >
File Edit Format View Help

ﬂlnﬁtallaﬁnn] A
InstallTime=10:45:01,9:31:20,10:45:45
InstallDate=4/4/2017,4/5/2017, 472472017
[PrintServer]
AcceptPrintlobs=True
Dispatcher=tcp://localhost:4748/CardExchangeDispatcher
Port=4747
SeparatorCharacters=;
PollFrequency=1000
AcceptPreviews=True
HandlePreviewsFirst=True
HaltOnError=True
HaltClientOnError=True
[BasicSettings]
1 LanguageCode=EN
| DataDirectory=C:\Users\Public\Documents\CardExchange\Data),
{ Distributor=0
RightTolLeft=False
AllowDemoMode=True
| LicenseServer=no-net
¥ LicenseDirectory=C:\Users\Public\Documents\CardExchange\License\,
UpgradeNotifications=True
[AutomatedPrinting]
AutoStart=False

The location of the license server is set as the named entry LicenseServer. by default this
entry is set to "no-net" and CardExchange® Producer will use the LicenseDirectory during
the start up.

Now replace the "no-net" with the name or the IP address of the server or computer that is
running the license server.

© 2020 CardExchange Solutions, Inc.



Installation 59

| CardExchange.ini - Notepad = — O s
File Edit Format View Help

[Installation] A
InstallTime=10:45:01,9:31:20,10:45:45 i
InstallDate=4/4/2017.4/5/2017,4/2472017 {
[PrintServer]
i AcceptPrintlobs=True 1
Dispatcher=tcp://localhost:4748/CardExchangeDispatcher -
i Port=4747

i SeparatorCharacters=; ln
{ PollFrequency=1000 [
| AcceptPreviews=True

| HandlePreviewsFirst=True
HaltOnError=True ,
HaltClientOnError=True

| [BasicSettings]

LanguageCode=EN
DataDirectory=C:\Users\Public\Documents\CardExchange\Data',
Distributor=0

| RightTolLeft=False

AllowDemoMode=True

i

[ LicenseDirectory=C:\Users\Public\Documents\CardExchange\License),
| UpgradeNotifications=True

| [AutomatedPrinting] |
| AutoStart=False ‘

Now save the configuration file and start CardExchange ® Producer. When starting the
application will request a license from the license manager.

If available it will start directly, if all licenses are in use it will inform the user that all
licenses are in use. As soon as another client is closed, the license will become available
again.

3.2.7 Configure Shared Folders

CardExchange® Producer Business Edition and Enterprise Edition licenses allow multiple
installations to share the same configuration, which in that case will likely be located on a
network drive. Therefore all clients need to point to the same folder locations.

© 2020 CardExchange Solutions, Inc.



60

CardExchange® Producer Help

Usually you would just have the Data folder in a central location which would be shared
with all users, this can be set by editing the CardExchange.ini file and editing the Data

Directory line with the correct path.

| CardExchange.ini - MNotaaad
File Edit Format  Wiew Help
[installarian}
InstallTinme=4-45:50
Installlate=572/ 017
[Erintservar]
AcceptPrintlobs=True
Dizpatcher=tepy/ localhosnd A0/ CardExchangaDizpatcher
Por=4747
SeparatarCharecters=:
FollFregue ney= 1000
AcceptFreniews=Tue
HandigPrevigwsFirst=Trug
HaltOnErar=Trus
HalientOnErmo=True
[BasleSe tings]
Lansuap eCode=CN

Ratalirectory=C\Users\Pullic\Documents\ CardExchanga\Data
Dismibato=0

RightTolafr=False

AllouwDemafiode=True

Llcensederme=na-nel

UpgradeNotifications=True
[AntomatedPrinting]
A aSear=False

LicenseDirectany= C\Users\ Pubilic\DocamentshCard Bschange\Licensely

Now save the configuration file and start CardExchange ® Producer. When starting, it will

now use the folder location as defined in this file.

The login and permissions information is stored in the SQLite database within the Data
folder, if you are planning on moving the Data folder location or you plan on sharing it
among multiple users then you will need to change the path to this in the

CardExchange.Gateway.exe.config file.

The database file is called cegateway.sqlite.

You can open these files using the CardExchange.Config utilitie in the install folder.
If you drag the config file onto the config utility it will automatically openin it.
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indows (C:) * Program Files (x86) » CardExchange Solutions » CardExchange Gateway v
2} MName B Date modified Type Size
nl 8/29/2017 114 AM File folder
no 8/2%/2017 1014 AM File folder
pt 82972007 1014 &AM File folder
ro 8/29/2017 114 AM  File folder
ru 8/29/2007 1014 AM  File falder
s 2920071014 M Filefalder
th 8/25/20N7 1x14 AM  File folder
tr BF29/20017 10:14 AMY  File folder
zh-CHT 87292007 114 AM File folder
zh-CH 8/25/2017 1014 AM  File folder
zh-5G 8/29/2017 10:14 &M File folder
zh-TW 8/29/2017 114 AM  File folder
ns Wl 24.ico 6/2/2007 %08 PM |CC File 15:KB
7 acr120.dIl 47472014 B44 PM Application extens... 108 KB
U AMS.Profile.dll 3972012 248 PM Application extens... 44 KB
D borlndmm.dll 3721/2005 2:24 PM Application extens.., 22.KB
E] Bytescout.BarCode.dll i;[J_JE".-_,-'EEﬂE X3TPM  Applicstion extens.. 4094 KB
@ CardExchange.chm ir'l-'EL"'IT %:00.Pm Comprled HTML ... 18,647 KB
Ny CardExchange. Config.exe _ WINTIEITPM  Application 814 KB
|4] CardExchange.Core.dll |+ Open with CardExchange.Config |0, extens. 105 KB
g CardExchange.Encrypt.exe 202017 231 PM Application 0 KB
N9 CardExchange.Gateway.exe 81472017 %13 PM Application 3,517 KH
|:] CardExchange Gateway exe.asenvrc 8427 1014 PM ASERVRC File 1 KB
|:] CardExchange.Gateway.exe.cenfig 8252007 1014 AN Embarcadero RAD.,, 8KB
D Caru:iExchange.Imaging.dll 2072017 02 PM Application extens.., .'-_‘._QQE KB

Here you can set the path to the new location under the connection strings tab.

(Sl

m
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N4 CondExchonge.Goteway.ciconfig - CardEbccho nge ® Gotewsy Corfigurabon Tonl i = O ||

HomE
— i alg
H. \at jo9?

Save Encrypt  Mew  Advenced

mocs

CosMmECTinm Sowing o

Apslication Setings dpplcstonMSeins Datcbeie | piovder  sGLite ||
| Conpection Stfingc ]

Dietabiase fle -E AL e Pubie D oicuerse nfs CardEarch mng et e on gat ewasysqlite | Browse |

sl jem o T Gl (P e Gty ComDigur=tion: Tool|

3.3 Data Folder

During the installation you are asked to select a location for your Data folder. By default
this folder is installed in your Public Documents folder (C:
\Users\Public\Documents\CardExchange\Data).
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' - v | CardExchange o = O %
Home Sharg \iew [ 7]
| o 1 >< 1y Mew item = i) pen = o Seled all |
= | B Cop) path ¥ | Easy access = : Select none |
P 16 Dk i f i Delete Mewm Properties |
access L i ; . . foldar ” & History Invert selection |
|
= i Wsers » Public » Public Documents » CardExchange » B Search CandExchange p
- L&D Jate modified (e
W Cuick access Mar L micdifi Typ
m Decklop ¥ Data 53172016 %41 AN Eile fnlder
Dacuments < License SrAS2016 1 fle folder
4 Downloads <
& Music o«
i SharePoint «
& Videas o
= Pictures +

CardExchange PFroducer

g CardBxchange™ Visitor

o |Images
Mew falder
| W L 4 ¥
| 2 items -

The Data folder is very powerful and unique at the same time. Everything that you design
like templates, database connections, encoding files, etc., all these files are stored in the
Data folder.
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v [ata o - o
Fila Foame Share a
. o Mew item = | N L cefact-all
b4 v
¢ Eagy acrecs = Selact none
Pin to Quick Dielete Mew Properties
\  caccess | - . = folder - a History Irwert sslaction 1
| 5. o T Users * Public * Public Documents * CardExchange * Data L earch Datn P |
|
- o Ly N 1ate mindified TuE (|
| & Cineliive ‘ ate ! I
Akt
& OneDrive - CardExchange Solut fHpphata
Backgrounde
| @ sharepoint Connecticns 2T FA0T64:39 PN
. & This £ Database Connections ' 16 550 |
i Databases 212016 4:45 PR
| m Desktop : :
Mitare Defintiods PR S P
Documents

Wy Progedts 22016 T M
& Downloads

)

|

| Phatos

i b husic RID ME01E 342 B

|: < Pictures Lales LA 436 PN

| B Videos Templates 11372016 10:26 AM el

| & Windows(C) oy v

s b e A R LT o % d

134 ttemis =

When you open the Data folder you see the sub folders for Backgrounds, Clipart, Database,
Database Connections, Photos, and Templates. Even if you store your designs somewhere
else, a local copy of of the original is always made in this Data folder.

The Data folder also contains all the configuration from all the different templates. We
therefore strongly advice to make regular backups from this Data folder especially when
you have made changes in your configuration.

If your computer crashes and you need to reinstall the software, or if you need to move to a
new PC, you can simply install the software and activate it as you did originally. You can
then restore the backup of the Data folder, start the software and all your card templates
and configurations are restored allowing you to continue working.

The Data folder can be located on any location, also on a network server. The Data folder
can however not be shared between different installations when using the GO Edition,
Premium Edition or Professional Edition of CardExchange® Producer. Each license needs to
have it's own unique Data folder.

If you want shared Data folders, you will have to use the Business Edition or Enterprise
Edition of CardExchange® Producer.
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3.4 Transfer To New PC

If you are looking to transfer your installation to a new PC, then you can follow the below
steps:

1. Install CardExchange ® Producer on the new PC
2. Copy the Data directory from the old PC, by default this is located in the following
location depending on the application:
C:\Users\Public\Documents\CardExchange\Data

= | CavdExchange

“ L = -:‘:.h.:: ”II:“.

— 4 » Thes PC 3 Windows (O] » Usors » Pubbc * Public Documents 3 CardExchange

A
1 rmclin

# Cuick access

Dats
m Deskiop v

Lscense féfa A P
Documents

3. Delete the Data directory from the same location on the new PC and copy in the
backup from the old PC

4. Run CardExchange® Producer and check that everything is ok

5. Enter your original serial number and activation code in the activation wizard to
activate to the new PC

Note

If you are asked for an unlock when running the software, it is likely because
Windows tried to merge the copied data folder with the existing one.

Please make sure that you either rename or delete the existing data folder before
copying over the data folder from the old PC.

In some cases the data folder may not be in the default location, for example it may be on
a network share so that it is always backed up.

If this is the case you can check the current path being used for the data folder, to do this
you will need to open the CardExchange.ini configuration file from the old PC which is
located in the installation directory.

Depending on the original version that was installed this could be one of the below
locations:
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For CardExchange® Producer:

C:\Program Files (x86)\CardExchange Solutions\CardExchange Gateway\
C\Program Files (x86)\CardExchange Solutions\CardExchange Producer\
C\Program Files (x86)\ExchangelT\CardExchange\

| 2 CardEsichanigeini - Motepad

{ File Edit Format Wiew Help

[Installation]

InstallTime=19:32-57 20:58:27 18:35:02,20:20:16,20:29:23 20:40:25,20:42:33 30,43:42 20:48:29 20:47:37,18:25:31 14:17.01 10:51:13
InstallDate=2/10/2016,2/10/2016,4/5/2016 4/7/2016,4/7/2016 4/7/2016,4,/7/ 20164,/ 7/2016,4/7 /2016 4/7/ 2015 4/ 15,/2016,6/1/ 2016 7420/ 2016
[PrintServer]

AcceptPrintiobs=Trus

Dispatcher=tcp://localnost:4748/ CardExchangelispatcher

Port=4747

SeparatorCharacters=;

PollFrequancy=1000

AccaptPraviews=Trug

HandlePreviewsFirst=Trua

HaltOnError=True

HaltClientOnE rror=Trua

[BasicSettings]

LanguageCade=EN

e e | Ussrs\ Public) Documents\ CardExchange) Data\
Distributor=0

RightToleft=False

AllowDemoMaode=True

Licenselerver=no-net
LicenseDirectory=C:\Usersh Publich Documents' Card Exchange' Licensa',
UpgradaMotifications=Trua

[AutomatedPrinting]

AutoStart=False

If you open the ini file in notepad you will see an entry for DataDirectory which will show
you the current path. If it is a network share then you can simply point the new installation
to the same network share, otherwise you can just copy the folder and change the path
following the same steps above.

Note: This Data folder is automatically backed up when an upgrade is installed,
however we recommend making regular backups of this folder as it contains all of the
configuration files/templates/logins etc... for your installation.
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4 Using the Main Interface

The CardExchange® Producer Main Interface is known as the most easiest to use interface
in this market. After the system is configured, you only have to make a card-template
selection from Loaded cards menu on the left, select a record or records that needs to be
printed from the data-grid, take a picture or capture a signature via the buttons on the
right, and produce the card(s) by simply clicking on the Print button.

T

4.1 Menu Overview

Open the menu by clicking on the Application button on the left upper corner. In this menu
you can select to logout if you are using User Authorizations.

You can also click on About to show you information like your serial number and installed
version. Last but not least, the Exit button that closes CardExchange® Producer.
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4.2

421

%% TEST 2017 - CardEechange ® Producer Enterprise (Small Business Server)
W=
| @ About CardEschange® Gateway

O

Ribbon Overview

CardExchange® Producer offers a lot of functionality for printing, producing, and creating
cards. The Main Interface of CardExchange® Producer is especially designed to create a
very user-friendly production environment.

% Photo Test Card - CardExchange® Producer Enterprise (Small Business Server)
g
___,.. - Print Data Photos Signatures Biometric |0 scan Configuration View HAussist
1 I | Printer properties | = | I
ol | | Export preview k| e > Bl
Printer Print e Select f Edit Start Show
ophions card | Print report printers | trigger printing print log

All the functionality is organized within each separate tab of the Main Interface ribbon.

TAB DESCRIPTION

Print All functionality related to printing

Data All functionality related to data editing

Photos All functionality related to using photos

Signatures All functionality related to using signatures
Biometric All functionality related to using Biometric features
ID scan All functionality related to using ID scanner features
Configuration All available configuration functionality

View All available settings regarding the current view
Assist All functionality related to service and support of CardExchange® Producer
Print

The Print tab is organized in different groups with specific functionality.
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A% Photo Test Card - CardExchange® Producer Enterprise (Small Business Server)

E Print Data Photos Signatures Biometric I scan Configuration View fssist

1 ' | Printer proparties | " | I

al | | Export preview k| = > al
Frinter Frint M Select f Edit Start Show
options card | Print report printers trigger printing print log
Group Function(s) Description
Options Printer Configure your printer(s), contactless encoding
Options
Standard Print card Opens the print dialog
printer
Printer Opens the printer properties dialog of the selected printer
properties
Export Exports a preview of the card as a file
preview
Print report  Opens the Print report dialog
Windows Select Select printer(s) that can be directly accessed via Print to and
printers printers the Explorer Menu
Print to Print directly to the selected Printer from the drop down
menu
Automatic Edit trigger Edit and activate the printing trigger
printing

Start printing Start automatic printing if configured
Show print ~ Show the print log

log

For more detailed information about printing, please visit the "Printing Cards" section of
this Help file...

4.2.1.1 Printer Options

When the printer options window is opened, it will present all the installed Windows
Printers on the system CardExchange ® Producer is running on. Just select the printer you
want to use from the list view and click on OK to confirm.
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k. Printer options - [Go Edition Examples\Employee Examp... 3

Printer  Contactless

(®) Windows printers Refresh

Send To OneMote 2013

%P8 Card Printer

Microsoft ¥PS Document Writer
Microsoft Print to POF

Fax

Brother HL-22700W series

Apply these =ettings to all loaded cards

If you want to use the selected printer for all loaded card-templates, make sure you check
"Apply these settings to all loaded cards" otherwise each card-template will have it's own
specific printer connected.

4.2.1.1.1 Contactless

In the Contactless tab you are able to test your hardware configuration for encoding
contactless cards.
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! Printer options - [Go Edition Examples\Employee Examp... >
P 3 ploy P
Printer Contactess

Reader info
Reader type: Pro-Active w
Serial port: “w
Baud rate: 33400 2

PC/SC version:

Reader pin code: Qoo000o0000o0n00

Test reader with card movemenis: [

Refresh Test
Time delays
Time delay before encoding: | 2000 ms
Time delay after printing: ilI:IEI | ms

Apply these =ettings to all loaded cards

The Reader Info Section

¢ Reader type - Select the reader being used inside your printer or external

Serial port - Select the serial port the reader communicates with (not applicable for
PC/SQ)

Baud rate - Select the baud rate (speed) of the used reader

PC/SC version - When PC/SC readers are used, select the version 1 or 2

Reader pin code - If reader requires a pin for access, you have to enter it here

Test reader with card movements - Set to True or False

In the Reader Info Section you can also find two buttons. The button Refresh refreshes the
list of readers available in the Reader type drop down menu. When a new PC/SC reader is
added to the system, this button needs to be pressed to make it available. The second
button is the Test button. Depending on card movements setting, clicking this button will
move the card to the encoding position of the printer that is selected in the Printer Options
section and will test the reader.
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Mifare Reader Test =
. Mo reader detected
Test
. Mo card detected
Chip senal number:
Message: |Could not reset the reader.
Could not reset the reader
The port CTOMT does not exdst,
oK Cancel

In the reader test window it will indicate if CardExchange® Producer is able to
communicate with the reader, and if a card is presented, can read the CSN (Chip Serial
Number). These test are clearly marked with Red and Green lights.

When using older printers that works with so called escape commands to move the card in
the encoding position, there is no information shared about the exact position of the card
in the printer. For these printers we need to set the Time delays in the Time delays section.

There are basically two settings that can be entered; Time delay before encoding and Time
delay after printing. The average time delay after printing is round 30 seconds (30.000 ms).
On the the moment that the card is electronically processed, it will be set to print position.
On that moment CardExchange ® Producer will prepare the next card for encoding, when
printing multiple cards of course. After 30 seconds, independently of the state the printer is
in, CardExchange ® Producer will instruct the reader to access the card. With these older
printers you will have to play a little with these time delays to get the best results. Don't
forget to make sure to check the Configuration settings in the Advanced options for using
Factory or non-factory build in readers.

Factory build in readers normally work via SDK's (Software Development Kits) that give
CardExchange® Producer full control of the printer and time delays are normally never
needed and can stay in the default settings of 2000 ms.

1 sec = 1.000 ms

Of course, all these setting made can apply for all cards or the selected card only.
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For more information about Contactless encoding, please see our Using Contactless
Encoding section of this Help file.

4.2.1.1.2 Magnetic

In the Magnetic tab you can set the start and stop commands for the printers to encode the
magnetic stripe. Most common start and stop commands can be found on our

CardExchange® Producer End-Users Forum. Of course, these settings can apply to all cards

or the selected card only.

M. Printer options - [Go Edition Examples\Employee Examp.., 3

Frinter Contactless Magnetic

Start of data End of data
Track 1: |~1% ?
Track 2: |~2; ?
Track 3: |~3: | |?

Convert all data to upper case

Apply these settings to all loaded cards

IMPORTANT! These Start and Stop commands only apply when using the old version 6 Designer! Magnetic
encoding via CardExchange® Producer 7 and higher is explained in the "Using Magnetic Encoding" section
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4.21.2

of this Help File! This Magnetic tab is hidden by default, to show it you need to enable the show advanced
mappings option under Advanced Options.

Select Windows Printers

Besides the fact that each card-template can have it's own unique printer connected, via the
Windows Printers functionality, you can make specific Windows printers available to
overrule the default card-template printer which you configure in the Printer Options
section.

ﬂ Windows Printer Manager X |
Microsoft XPS Document Wiriter Move up
Fax
®4| %P5 Card Printen Move down
[] Send To OneMote 2013
[ ] Microsoft Print to PDF Eeid
[[] Brather HL-22700' series
it
Rename

HNEMOiR

Cancel

When the Windows Printer Manager window is opened, you can make the printer available
by checking the check box in the list view. You can also move printers up and down and
rename them so they have more user friendly names.

The selected printers will become available in Windows Printers tab under the explorer
menu.
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422 Data

The Data tab is organized in different groups with specific functionality.

i_I BH Sort order
= OFind ! Refresh data
Edit > b

options =~ A Findnext  [] Select all

Group Function(s)

Options Edit Options
Find Text box
Find
Find next

sort order
Refresh data
Select all

Edit Database record

Manual entries
Import/exportimport records
Export records
Filters Level one filter
Level two filter
Level three filter
Filters

% Photo Test Card - CardExchange® Producer Enterprise (Small Business Server]

E Print Data Photos Signatures Biometric ID scan Configuration View Assist

— i i
= = moE -QB
Database Manual Import Export Level- Level-two  level-

record  entries recards . records ane filter  filters  three filter

Description
Opens the Edit options window

Enter a value to search for in this text box

Opens the Find dialog

Finds the next result matching with the value in the Find
name dialog

Change the sort order

Refreshes the data in the data grid (name list)

Selects all the available records in the data grid (name list)

Opens the Database record window in the main interface
Opens the Manual data entries window in the main interface
Import records from a csv file into the current database
Export records from the current database

Opens the Edit level one filter dialog

Opens the Edit level two filter dialog

Enables the level three filter for live search on the database
Shows all the created level two filters in a drop down menu

For more detailed information about using data, please visit the "Using Data" section of

this Help file...

4.2.2.1 Edit Options

The Edit Options window offers you two different sections to automate your processes. You
can set specific actions after inserting a record into the database or after entering data

manually.
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423

trh Edit aptions

Action after inserting a database record
OAcquire photo
Cllmper phate
ClAcquire signature
D Import sigrature
CIPrint card
Cnsen naw racord
Action zfter entering data manusily
[0 Aeguire phata
Clmport photo
[ Acquire signatura
[ Import signature
CIPrint card

[« Apply these settings to all loaded cards

oK .

=

In both situations, after clicking Apply in the Data Edit window or Manual Data Entry
window, CardExchange® Producer can automatically acquire a photo, import a photo, print

the card, etc.

Simply select the functionality via the check box and click on OK to apply.

If you want to use these settings for all loaded card-templates, make sure you check "Apply

these settings to all loaded cards"

Photos

The Photos tab is organized in different groups with specific functionality.

Print Data Photos Signatures

Use image editor

0 o S S W24

= Ask for confirmation
Photo ) Take Import
options Use FaceFind photo photo

Biometric

Edit photo
il Export photo
« Remove photo

%% Photeo Test Card - CardExchange® Producer Enterprise (Small Business Server)

ID scan Configuration View Assist

« Copy photo
» Paste photo

Crop to face
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Group  Function(s)

Options Photo options
Use image editor

Ask for
confirmation
Use FaceFind

Actions Take photo
Import photo
Edit photo
Export photo
Remove photo
Copy photo
Paste photo
Crop to Face

4.2.3.1 Camera

Description

Opens the Photo options window

Select to automatically open the image editor after acquiring
a photo

Select to ask for confirmation before storing the photo

Select to enable automatic face recognition (Professional and
higher editions)

Opens the photo capture window

Opens the file dialog to select a photo image

Opens the Image editor showing the selected photo
Export the selected photo to a file

Remove photo from file or database

Copy the selected photo to clipboard

Paste photo from clipboard

Use auto face recognition on the photo (Professional and
higher editions)

CardExchange ® Producer supports all different types of cameras, supported via Twain,
DirectShow, but also Canon EOS Cameras via the Canon SDK's. In the Camera tab you can
select the device that you want to use for capturing photos with CardExchange ® Producer.
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& Photo options - [Test Cards\Photo Test Card] b4
Camera Qptions FaceFind

D Twain sources

(") PhotoExchange (Canon sources)
(®) DirectShow

Integrated Camera
Tenvis Mimi3 19w

Apply these =ettings to all loaded cards

[ o ][ conce

4.2.3.2 Options

By default, CardExchange ® Producer does not print records if an image/photo is not

available when batch printing. If you have a Premium Edition of higher of CardExchange ®
Producer you can change this behavior as well other actions.
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E#& Photo options - [Go Edition Examples\Employee Exa..
Camera Options FaceFind

Print action when image is available
© Mo action
1 Acguire image
T importimage
2 Show image editor
2 Perform automatic face crop

Print action when image is not available
O Skip printing
) Print without image
i Print daefault image
@ Acquire image
J Import image

Ctther options
[l Show image aditor after acquiring
O Show image editor after importing
¥ Crep image to face after acquiring
= Crop image to face after importing
[l Ask for confirmation befora staring
I Import instead of acguire

[« Apply these settings to all loaced cards

OK Cancel

You can set print actions when image is available or not available like acquire image, skip
printing, print without an image, etc.

It is also possible to set other actions like Ask for confirmation, show image editor, etc. One
important and useful one is the Import instead of acquire. This changes the behavior of the
Take photo button in the ribbon, but more important, the Take photo button in the Actions
pane. So if you are not taking photos with a camera but always import them, select this
option and have easier access to your photo files.

If you want to use these settings for all loaded card-templates, make sure you check "Apply
these settings to all loaded cards"
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4.2.3.3 Face Find

424

If you are using a CardExchange ® Producer Professional Edition, Business Edition or

Enterprise Edition, you will have access to the automatic face recognition functionality, Face
Find.

& Photo options - [Go Edition Examples\Employee Exa.. X
Camera Options FaceFind

[+] Run in silent mode

[ ] Keep original image

3

Image default zoom: L1 I
Image vertical position: 0 I %
Image horizental position: 50 Z %

[+] Apply these settings to all loaded cards

oK Cancel

This functionality allows you to automatically crop the face to the correct size based on
elements analyzed from the face on the photo. In this Application tab set all the
parameters for this functionality like the size, the horizontal- and vertical offset, etc.

Signatures

The Signature tab is organized in different groups with specific functionality.
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%% Phota Test Card - CardExchange® Producer Enterprize (Smal Busness Server)

E Print Diata Photes Sgnatur=s Biometnc 1D scan Configuration Wiew Ausist
Use image editor r e Edit sigrotire 4 Copy signature
¥ sk for confemation = & | Export signature , Paste signature
Signatisre Capiura  |mport -
optonz signature signature Remave signature
Group Function(s) Description

Options Signature options Opens the Signature options window
Use image editor Select to automatically open the image editor after acquiring a
signature
Ask for Check to ask for confirmation before storing the signature
confirmation
Actions Capture signature Opens the signature capture window
Import signature Opens the file dialog to select a signature image
Edit signature ~ Opens the Image editor showing the selected signature
Export signature Export the selected signature to a file
Remove signatureRemove signature from file or database
Copy signature  Copy the selected signature to clipboard
Paste signature  Paste signature from clipboard

IMPORTANT! Signatures are supported starting from the Premium Edition and higher!

4.2.4.1 Device

When the Signature options window opens, the first selected tab available is the Device
tab. CardExchange ® Producer supports a large range of Signature Pads from Topaz,
Wacom, and Signotec. Also standard Wintab is supported. You can find a complete
overview of all supported Signature Pads on our website by CLICKING HERE!
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4.2.4.2

+ Signature Options - [Go Edition Fxamples\Employee ... X
Device Options

() Wintab compatible devices

®) Topaz devices

(_) Wacom STU devices

() Signotec devices

Line settings

Line Colpp: | Color [Black]

Line Width: 1 =

[+| Apply these settings to all loaded cards

oK Cancel

In the Device window you simply select the brand you are using, line colors if applicable,
and the line width.

If you want to use these settings for all loaded card-templates, make sure you check "Apply
these settings to all loaded cards"

Options

By default, CardExchange ® Producer does not print records if a signature is not available
when batch printing. If you have a Premium of higher edition of CardExchange® Producer
you can change this behavior as well other actions.
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Device Options

Print action when image is available
& No-action
L Acquire image
& Importimage
2 Show image editor

Print action when image is not available
0 Skip printing
2 Print without image
2 Print default image
© Aequire image
2 Impartimage

Other options
[ Show image editor after acquiring
L Show image editor after importing
[l Ask for confirmation bafore staring
Climport instead of acquire

|+ Apply these settings to all loaded cards

oK

. Signature Options - [Ga Edition Examples\Employee _.

Cancel

83

You can set print actions when image is available or not available like acquire image, skip

printing, print without an image, etc.

It is also possible to set other actions like Ask for confirmation, show image editor, etc. One
important and useful one is the Import instead of acquire. This changes the behavior of the

Capture Signature button in the ribbon, but more important, the Capture Signature button
in the Actions pane. So if you are not capturing signatures with a signature pad but always
import them, select this option and have easier access to your signature files.

If you want to use these settings for all loaded card-templates, make sure you check "Apply

these settings to all loaded cards"
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425 Biometric

The Biometric tab is organized in different groups with specific functionality.

%% Photo Test Card - CardExchange® Producer Enterprise (Small Business Server)

E Print Data Photos Signatures Biometric ID scan Configuration View Assist

== Ack for confirmation .;ﬁ::*'i\ /;5-‘\ {2 Remove biometric
7o I+ ®
Biometric Enroll Verify
aptions biometric biometric
Group Function(s) Description

Options  Biometric options  Opens the Biometric options window
Ask for confirmation Check to ask for confirmation before storing the biometric
data
Actions  Enroll biometric Opens the biometric enrollment window
Verify biometric Opens the verify biometric window
Remove biometric  Removes the biometric data from the database

IMPORTANT! Biometric is supported in our BusinessBusiness Edition and Enterprise Edition!

4.2.5.1 Device

When the Biometric option window opens, the first selected tab available is the Device tab.
CardExchange ® Producer supports a large range of Biometric devices from Topaz and
Digital Persona. You can find a complete overview of all supported Biometric devices on
our website by CLICKING HERE!
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-h Biometric options - [Go Edition Examples\Employee E..

Device QOptions

(® Digital Persona devices

) Topaz devices

[v*| Apply these sattings to all loaded cards

oK Cancel

In the Device window you simply select the brand you are using. If you want to use these
settings for all loaded card-templates, make sure you check "Apply these settings to all
loaded cards"

4.2.5.2 Options

By default, CardExchange ® Producer does not print records if an biometric image is added
to the page design and is not available when batch printing. If you have the Business or
Enterprise editions of CardExchange ® Producer you can change this behavior as well other
actions.
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4.2.6

Device Dptions

Print action when image is available
-® No action
) Acguire image
Print action when image is not available
% Bkip printing
73 Print without image
1 Print default image
' Acquirs image
Other options
[ Ask for confirmation before storing

[+] Apply thess settings to all loaded cards

OK

3 Riometric options - [Go Fdition Examples\Employee E...

Cancel

You can set print actions when image is available or not available like acquire image, skip

printing, print without an image, etc.

If you want to use these settings for all loaded card-templates, make sure you check "Apply

these settings to all loaded cards"

ID scan

The ID scan tab is organized in different groups with specific functionality.
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4.2.6.1

%% Photo Test Card - CardExchange® Producer Enterprise (Small Business Server)

E Print Data

v Ask for confirmation

Photos Signatures Biometric ID scan Configuration

« Remowe document

ID-scan Scan

options document
Group Function(s) Description
Options  [D-scan options Opens the ID scan options window

View Assist

Ask for confirmation Check to ask for confirmation before storing the ID scanner

data
Scan document Opens the ID scanner window

Remove document

Actions

Removes the document from the database

IMPORTANT! ID scanning is supported in our Business Edition and Enterprise Edition!

Device

When the IDscan option window opens, the first selected tab available is the Device tab.
CardExchange ® Producer at this moment only supports ScanShell devices. More devices
are planned to be supported. You can always find a complete overview of all supported ID

scan devices on our website by CLICKING HERE!
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4.2.6.2

+ |D-scan options - [Go Edition Examples\Employee BEx..
Device Options

() Do not use ID =can

8 ScanShell devices

[+] Apply these settings to all loaded cards |

(84 Cancel

To use the ScanShell scanner you will have to install the driver and the runtime. You can
download this from our download section on our website by CLICKING HERE. The driver
can be found in the CardExchange® Producer Driver section.

In the Device window you simply select the brand you are using. If you want to use these
settings for all loaded card-templates, make sure you check "Apply these settings to all
loaded cards"

Options

There is only one option that applies to using ID scanners and that is to ask for
confirmation before storing the data into the database. This can also be selected directly
from the ID scan tab in the main window of CardExchange® Producer.
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427

o, |D-scan options - [Go Edition Examples\Employee Ex... X
Device Options

Other options
[ Ask for confirmation before storing

|+ Apply these settings to all loaded cards |

oK . Cancel |

Configuration

89

The Configuration tab is organized in different groups with specific functionality.

W Photo Test Card - CardFrchange® Producer Enterprise (Small Business Senver)

ﬁ Prirt Data Photos Signatures Biametric ID scan Canfiguration WView

alL , -4 L. Export tampiatas : i =
u{_,‘{__ 3 = ih A P ol [ l -
i Import templaies = ;
Advanced Card Cards  MNew i Card  [Datzhase Tata folder
aptians manager v card ¢ Duplicate template | gecigner  cstup sharing
Group Function(s) Description

Bzzist

Enakie lagins feature

Options Advanced Options Opens the Advanced options window
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4.2.71

Loaded Card manager
cards

Cards
New card

Export templates

Import templates
Duplicate template

Selected Card designer
Card

Database setup

Authorizatio Data folder sharing

ns

Account setup

Opens the Card Manager Window

Select available cards from the drop down menu
Select to create a new card-template

Exports a complete template including database
connections, etc.

Imports templates including database connections, etc.
Duplicates an existing template

Opens the Designer in configuration mode to edit the
template

Opens the existing Database connection to make
changes

Configure data folder sharing for Business and Enterprise
editions

Opens the wizard to create groups and users

Enable logins featureEnables functionality to use log in's

Advanced Options

In the Advanced options window you can set some specific settings for the CardExchange ®

Producer application:

© 2020 CardExchange Solutions, Inc.



Using the Main Interface

&y Advanced options

Contactlessencoding

PC/SC-protocolversion:| 2 W

~-[] Reject duplicate UIDs
Databaseconnections

“ [#] Quote table and column names
Designer

Use'.'ersinn?des'lgner

[] show Migrate button or menu
[ 1show advanced mappings
"~ Maximum resnlutinn{DPI}:iﬁﬂﬂ |
Evolis printers

- Contactless pnsitinn:ﬁ?_ﬂa |

=
Move command: | Sic |

Fargo printers

Encnderpnsitinni Mifare V|

Imaging

' Transpnrtfurmat:|]peg V|
OLE-header length: | 78 |
Maximum image size (kB): !4096| |

Layout

. Detail-editor width: 150 |
Manual-entry width:iiﬁﬂ |

Misca printers

.. [#] right side reader

Service center

- [w] Show errormessages

Zzhra printers

i+ Contactless p-:usitiu:un:i 800 |

... [¥] Factory built-in contactless encoder

L[] Multi USE printers

" Number of retri&s|ﬁ |

Record list

. [] show item check boxes

| >

(1|

Apply these settings to all loaded cards

[ ]

Cancel

Contactless encoding

PC/SC-protocol: Select the PC/SC protocol 1 or 2

Card disconnect Select Leave card, Reset card, Unpower card, Eject card

dispositions:

91
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Reject duplicate UIDs:  Reject cards where successive cards have the same UID

Database connections
Quote table and column Select if quotes needs to be used (default). Not used with Cache

names:

Designer

DB

User version 7 designer: If unchecked, the old version 6 designer will be used for creating

and editing cards

Show Migrate button or Shows the Migrate version 6 layout button in the Configuration

menu:
Show advanced
mappings:

tab
Shows the Edit card-definition and Edit mappings button in the

Configuration tab for using old version 6 templates

Maximum resolution DPI:Set the maximum resolution (Default 600DPI)

Evolis printers

Contactless position:
Move command:

Fargo printers

Encoder position:

Imaging
Transport format:

OLE-header length:

Maximum image size
(kB):

Layout
Detail-editor width:

Manual-entry width:

Nisca printers

Right side reader:

Tune the offset for the card under the contactless reader
Set the specific move command to be used. Differs for printers
with contact

Set the position for the contactless reader

This is the format that is used internally. Default is Jpeg because
this is small and fast. You can also select bitmap (slower
performance), and Handle (unsecured)

This is the amount of bytes to remove from the OLE header for
MS Access databases. Default 78 is when using an English MS
Access version

Set the maximum image size for images on the card design
(Default 4096 kB)

Set the size of the detail-editor text boxes that in the database
record pane (Default 150)
Set the size of the manual-entry text boxes (Default 150)

Check this option if the contactless reader is located on the right
side instead of at the top location
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Service center

Show error messages:

Zebra printers

Contactless position:
Factory built-in
contactless encoder:

Multi USB Printer:

Number of retries:

Record list

Show item check boxes

Check this option to show error messages when content is not
loaded in the publishing portal under the Assist tab

Tune the offset for the card under the contactless reader

Select if the printer has a factory built-in encoder so
CardExchange ® Producer will use the internal SDK in stead of
escape commands

Check this option if you have multiple ZXP printers being used on
the same PC, if any of the printers are busy CardExchange ®
Producer will wait and then retry to communicate with the printer
When using multiple printers as above you can specify the
number of retry attempts

Show check boxes next to each record in the names list to allow
them to be selected easily

If you want to use these settings for all loaded card-templates, make sure you check "Apply
these settings to all loaded cards"

4.2.7.2 Migrate Layout

When you have selected to show the Migrate button or menu, you know see an extra button

in the ribbon:
% 30 - CardExchange™ Producer Enterprise (3mall Business 5erver)
Print Dama Photas Signatures Biometric 10 scan Caonfiguration Wiew ASEIST
AT W i i L= Export templates 35 'r'_'_: F
Al — iz Import templates £ g Enzbl= loging feanure
Lebvanced Cand Cards  Mew Card Wigrate Dista folder
options manager cand Duplicates template clecignier version 6 layout sharing
Group Function(s) Description
Migration ~ Migrate version 6 Migrates the selected version 6 layout to the current

layout version, this will create a copy of the card template
with the same name appended by the word

"Migrated".
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4.2.7.3

428

Advanced Mappings

When you have selected to Use Advanced Mappings in the Advanced Options window, in
the Select Card Group you know see two extra buttons appearing:

W1 uf - CardBvchange® Producer Erterprise (Smafl Business Sereer)

Priotos Bacamatric

. 1 ?-‘
Advanced Card
aglons manager

L gnatuTes

2 Lo Eport templates

mport tempiates
(VERT
card

Cards -
Duplcsts tampiabe

Function(s)

Card-definition
wizard
Mappings window

Group

Selected
Card

[ scam Wiewy Ammee

Configuration

[]
! H B
By Il Eralia logins festore
Mappirgs Datafolder

WO snanng

Carg-
stion wizerd

Cardd
desigries  defin

Description

Opens the Card-definition wizard to make advanced
changes

Opens the Card-definition wizard on the mappings
section

Users with version 6 card-templates will work with the Card-definition wizard.

Most features are now included in the Card designer, so if you are using the latest version

then you are unlikely to need either of these options.

The exceptions that need to be configured here are:

e External Plugins
e .net functions

e Storage items where either the card preview or an environment variable need to be

stored back to the database.

View

Under the view tab it is possible to set the language for CardExchange® Producer, you can
also restore views and hide different panes.

9w - CardExchange® Producer Enterprise (Small Business Server)
E e —
Print Data Photos Signatures Biometrnic I scan Configuration View Assist
3 A = 3l 5 fﬂS‘} _‘?] v Cardspane v Records pane = _
BN Iz E Filters pane Actions pane —
Zoom Zoom 100 Language Restors Database Manual
in out % - view = Printers pane Print-log pane  record  entries
Group Function(s) Description
Zoom  Zoomin Zoom in the card preview
Zoom out Zoom out the card preview
100% Set the card preview to 100%
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429

Options Language Set the language of the CardExchange® Producer
Restore view Restore the default view
Show Cards pane Show or hide the cards pane
Filters pane Show or hide the Filters pane
Printers pane Show or hide the Printers pane
Records pane Show or hide the records pane
Actions pane Show or hide the Actions pane
Print-log pane Show or hide the Print-log pane
Database record  Show or hide the Database record section to edit database
records
Manual entries Show or hide the manual entries window section to edit

manual entries

Assist

The Assist tab is organized in different groups with specific functionality.

% Einploy e Examale - CardExchange® Producer GO (42 tria! daye lefty
BB i« 0sts  Phows  Configumtion  View | Assst(]
=y | ey (G B i
S 0kE b O O WCadexchange
it | e seftions CardiEechange ® Gataway SOLUTIONS
Group Function(s) Description
Refresh Refresh Refreshes the available news items
Help Help Opens this online help file
Forum Opens our FREE End-User Support Forum
Video Tutorials Opens our website at the How-To Video section
Licensing Activation Window Opens the Activation Wizard window
Register license Opens the Registration Wizard Window
Support contract Here you can activate a support contract if you have
purchased one
About  Compare editions Opens the website at the compare editions section
About CardExchange® Opens the About dialog containing license and
Gateway MachinelD information
[Vendor] Vendor Opens the vendor's website
Vendor store Opens the vendor's web store (if applicable)

For more detailed information about the Assist tab, please visit the "Assist" section of this
Help file...
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4.3

Exporer Menu

The CardExchange® Producer Explorer Menu offers three tab selections:

e Cards - This tab shows all the available card-templates
e Filters - This tab shows all available Level Two filters
e Printers - This tab shows all selected printers

[ ]
| 0 v g TR tungat Pochas! DIRGE (S0 BN S o a \\
L i " f
L —_ [ S - o
| X p= 1! T Gt g re Matan
dewwel | Cod  Cwn P S wsd S Dafwiwrs Vapprgs | Dain e
WD emiepe ¢ Gl o Deplotiuiis  gegae e eoind MU weske i
[T B T | = Riiww 8
iR . T 24l
i £ Frrirees i vere | Daparrees =
— srgre |
T i~ vt =
j - O3 e Tormr mepoes O P 04
[Dd Bhredn ko Boborsd Moksiy Eeil
et e {2 i e s
[ . I B Mebw  WReaw S
HELE Saar
2 rmrrreni
I
i ekl Ei;-reshe Serrano {_\I |
| JEREE i Pt
el
vl jpyoc =4
T m vie ot Caiana Burprpiecan
[SITh L& iz iy
THe [’ Bk £ b =1 fre- T L
" [ Frea |
Fiil iase e [P ———
[TEERENS iy,
Lt s 5= M phaiss L gbE P e
Addmsi R R et okl e s b ER
=% Wk Tacmaliar (ol
1 WTTS
b o g *
N Iryisyem 12 =) Fratuce
L e I i e f e £

© 2020 CardExchange Solutions, Inc.



Using the Main Interface 97

431 Cards
cx 7 \When the Cards tab is selected, all the available and selected card-templates
l%'a re shown. By clicking on the button, the template with all the settings and

i samee CONfigurations will be loaded in the Main interface.

r

nacae ol 1 he available card-templates can be divided by groups which can be selected
from the drop down menu directly under the tab.

.

Student Eample

.

Card-templates, the availability, the position in the menu, etc., is defined via
the Card manager.

For more information, please see our "Using the Card Manager" section of this
Help file

Levalty Exarmphe
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43.2 Filters

Firerr - #/CardExchange® Producer offers almost unlimited functionality to find

LT
o Filksrl
7

Helpdesk

Camds Filtmrs [ Prin. |

information in the connected database and make it available for your card
'production.

Our lever two filters are known as one of the most powerful filter options in
this industry because of the customization they offer and the fact that filters
can be defined for specific use by operators to have maximum error
prevention.

All these defined Level Two filters are available in the Filter section of this
Explorer menu and can simply be selected by the user by clicking on the
button.

The filters can also be divided by groups which, if applicable, can be
selected from the drop down menu directly under the Filter tab.

For more information about using and configuring Level Two filters, please
visit our "Level Two Filters" section of this Help file.

Overall information of using filters with CardExchange ® Producer can be
found in our "Using Filters" section of this Help file.
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4.3.3 Printers

Printers =1 Each card-template in CardExchange® Producer can have it's own printer
ml assigned. That means that every time you click the print button, that selected

cerm o seres SUE printer takes care of the job.

In some situations it can be very handy to overrule this standard printer by
selecting another printer without changing the whole card-template
configuration.

In the section "Select printers" we have explained how to set these printers
and make them available. All selected printers are presented in this Printer

tab of the Explorer Menu.

Simply click on the corresponding button to send the job to that printer.
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44 Actions Pane

!-ﬁciion&
P g, N
Take
photo
2
o
Capture
signature
.
=

4=

Enroll
biometric

Scan
document
|

Print
card

‘7‘

Plugin

*ulln the Actions Pane, located at the right side of the main interface, six

different buttons can be shown. Starting with the GO Edition, the Actions
Pane will show the Take photo and the Print card buttons.

When clicking on the Take photo button, the camera that is selected will
be previewed in the photo window. Configuration of the Photo
functionality is explained in the "Using Photos" section of this Help file.

If you have an Premium Edition or higher, also the Capture signature
button is shown. When clicking it will start the signature pad connected. In
the "Use Signatures” section of this Help file you can find out how to
configure this functionality.

In the Business Edition, CardExchange ® Producer supports Biometric
readers, ID Card Scanners and External Plug-Ins.

Clicking on Enroll biometric will open the window to capture a persons
scanned fingerprint, the "Using Biometrics" section of this manual explains
how to set this up.

And in the same way clicking on Scan document will open the window to
capture details from a scanned document or ID. This is explained in the
"Using ID scanners"” section of this manual.

External Plug-Ins contain custom functionality or embedded SDK's. For
example an embedded Fingerprint Scanner. When clicking on the External
Plug-In button, the fingerprint scanner will be started. More information

about External Plug-Ins can be found in the "Using External Plug-In's

section of this Help file.

4.5 Records Pane

In the Records Pane in the main interface of CardExchange® Producer you see all the
records presented that are available in your database. When you make a database
connection, in the name list page you select the columns that are shown in the Records
Pane. You can find everything about making database connections in the "Using Databases"
section of this Help file.
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_Rli:cu‘rds' *

ID First name Last name Department

1 Celeste  Serrano  Sales
(12 Alisa Keller Sales and Marketing
(12 Tad Torres Helpdesk

[ 14 Rhonda Mcleod Sales and Marketing
[]5 fssac Bryan Customer Service
[16 Nadine  Wiliams Payroll

6 records loaded

Record Sorting

Records g
| =
ID Number J|Lastname Firstname
i errano Celeste
2 Keller Alisa
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4.6

The Records Pane is a so called data grid showing all your available database records
divided by columns. Sorting the records is just as simple as clicking on the column.

Record Look Up

Records "_11‘
w g ‘

Lastname 1D Nt;mber irstname
~SETTEN0 . Celeste |
Keller 2 Alisa ‘
Torres 3 Tad !

It is very simple to search for records inside the Records Pane. Enter the text that you want
to search for in the text box directly above the columns. The text you enter always applies
to the first column,if you want to look up records from the Lastname column, you have to

drag the column to the front.

Loaded Record Information

b records loaded |

In the footer of the Records Pane the total amount of loaded records is shown.
Data Edit Window

The Database Edit window offers the possibility to manage your connected database data.
The window can be shown/hidden via the View tab in the main window by clicking on the
Database record button.

m Prire Dtz Photos Signatures. Bicemetric iiscan Confguration Wiew Fazist

4L P as ] = ¥iCadpene ¥ Recosds pane =
et —1 =
e L T} Flver Gae: - ATl pie -
Zoom Zoom 100 langusge Restore : Databass Menual
| im ot = = iew = ¥ | Printers pane Frint-log pane Cepeard . erries

On the left side it offers buttons for adding a New record, Insert the record, Update a
record, Delete a record, and Cancel your entries.

Starting from the Premium Edition, this window can be customized and configured with
available columns but also drop down menu's.
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More about the configuration of this window can be found in the "Using Data" section of
this Help file. More information about database configuration, please see the "Using
Databases" section of this Help file.

IMPORTANT! CardExchange® Producer does not support deleting for MS Excel files. MS Excel can only be
inserted and updated.

4.7 Manual Entry Window

The Manual Entry window offers the possibility to enter information into the created
manual entries. The window can be shown/hidden via the View tab in the main window by
clicking on the Manual entries button.

| % Employee Example - CardExchange® Produces Enterprise (Small Business Server)

Frint Cats Photos Signatures Becrrmetric D zcan Configurston Wiew Azzict
— 4Lk v Lardspane ¥ Rocordspane =
10 hasrz = ¥ Filters paret ¥ Actions pane —
Zoam Foom 100 tancuane Rastore o gl Database  Mamal
in st % - viewy = v Primcr pane Prnt-logpane  rweord  entnies

Simply enter the information and click on Apply to make the entered information available.
On the left side it offers buttons to Clear the entries, Apply the entries, and Cancel your

entries.
Bammal enfries
Cleas Diopartment Sales
o Dete TH Bath a1
Apoly
Canrcsl

For more information about manual entries, please see our "Using Manual Entries" section
of this Help file.
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Using the Designer

CardExchange ® Producer Designer follows the latest Windows technology and is
completely developed under the Windows Presentation Foundation (WPF) platform. For
printing graphically, XPS printing technology is used.

......

Name: Celeste Serrano
Student ID: 1234567

! A ) 1L v

A w2
T —

The interface look and feel follows the latest Windows and Office look and feel. For the
setup of the functionality we have chosen to follow flow of Microsoft PowerPoint which will
make it very easy to find your way inside of CardExchange® Producer Designer.

The CardExchange ® Producer Designer is also sold as a separate edition of the
CardExchange® Producer family and is fully integrated in all higher editions.
CardExchange ® Producer Designer is not only a separate sold edition which can be used to
print cards, it is also used for all the configuration of higher editions of CardExchange ®
Producer. When running the GO Edition or higher, the Designer will open mentioning the
edition used, showing in Configuration Mode.

All configuration is done in the Designer, even database connections are made here. Via
easy drag and drop functionality (click functionality and drag it to the card design, the need
for creating variables is limited to only very specific functionality like scripting.

Talking about scripting, this Designer contains full Python scripting language. General
information about Python can be found by CLICKING HERE. For more detailed information
about Python please CLICK HERE.

© 2020 CardExchange Solutions, Inc.
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5.1 Explorer Menu

Pages  Outline | Dala

Layoutl

1  Defoult template

G

511 Pages

Pages  Outline | Data

Layout1

1 Oefouit template

|
i

|
i

Just like in the Main Interface, CardExchange® Producer
Designer also contains an Explorer menu. Also here the Explorer
Menu is based on the Explorer Menu as it is available in
Microsoft® PowerPoint.

This Explorer Menu contains three tabs which are described in
sub sections of this Help file.

The Explorer Menu gives an overview of all your created layouts,
pages, connected data, etc.

As we informed you in the Using the Designer section of this
Help file, the Designer can be used as a separate edition or as
the configuration tool for your GO and higher editions. You
always open the actual Template selected in the Main Interface
or the standalone edition template.

When selecting the Page tab (default) all available and created
Layouts and the available pages per layout are shown.

Simply click on the page or the layout header to select. Specific
settings for the available Layouts can found in the Page Setup
section of this Help file.

How to Add Layouts and Pages can be found in these specific
sections.
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5.1.2 Outline
Pages Outline | Data When the Outline tab is selected you find a quick overview of all
o the available objects on the pages, in the Layouts, in the
Aol
g Template.
4  Pagel
e It is presented as a tree view and by hovering over each
th.m available object, a preview of the object is shown like in the
Marf

screen shot, hovering over the Photo object shows the preview
of the Photo.

Han

\"EI‘J
Bar
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5.1.3 Data
| Pages | Guttine| Data | The Data tab is offering, depending on the edition used, eight
Internal Database sub tabs:
Address
Business Phone e Database columns
City e Manual entries
Country e Variables
Patesot Hirk e Storage items
E_:’:S:;::ecs e MIFARE® Classic read items
R e MIFARE ® Classic Write items
s DI RS e MIFARE® DESFire read items

MIFARE ® DESFire write items

Extra Image Field 1

Extra Image Field 2 . . .. . -
Exira Image Fiekd 3 Not all tabs are available in every edition. In the Designer edition

SR you have no option to connect to databases and therefore the
Exitia Towt Ficld 2 Database columns tab will not be available for example.
Extra Text Field 2
Extra Text Field 4
Extra Text Fiald 5
: Data.i:.lase m.il.:mns
Manual entries
' Variables
Storage items
MIFARE® Classic read items
MIFARE® Classic write items
MIFARE® DESFire read items
: MIFARE® DESFire write items
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5.1.3.1

Database Columns

| Pages | Qutline | Data |

Students
Aceesslevel

Address
Application
CardProfile
Card5tatus
Class
Comment
Country
DatePhoto
Department
DOoB

Email
EmployeelD
Fax
FirstMame
GlobalCounter
Initials

Lastname

Database colul

Manual entries

Variables

Storage items

When using the GO Edition or higher and you are connected to a

* | database or MS Excel file, this tab contains all the available

columns of the connected database/file.

Simply select the item and drag and drop it on your card design.
Specific Properties can be set in the Properties window.

How to configure databases is explained in the "Using

Databases" section of this Help file.

In the Designer edition this option is not available.
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5.1.3.2 Manual Entries

|. Pages | Outline| Data

Manual entries
Departrment

DoB

Database columns

_;-'-'ariahles

Storage items

All defined Manual entries are available in the Manual entries tab.
You can drag and drop these fields onto your Page layout.

Please visit the Manual Entries section of this Help file for more
information about creating and configuring Manual Entries.
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5.1.3.3 Variables

Pages I DutJine| Data |

Variables
Aecesslevel

Barcode

Class
CotorChange
CSN
DateOfBirth
DBarcode
Layout
Magneticl
Major
MNameStudent
MNamin

Photo
StudentName
StudentNumber
UniversityMName

Year

Database columns
Manual entries

Variables

Storage items

The variables in the CardExchange ® Producer Designer can be
used as input for Python scripts and their value can be mapped to
for example a database column or a manual entry. Mappings are
made via the Content tab in the Properties window.

Please visit the Variables section of this Help file for more
information about using Variables.

Variables are available in the Ultimate edition.

© 2020 CardExchange Solutions, Inc.



Using the Designer| 111

5.1.3.4 Storage Items

| Pages | MI- Data |
Print Report
Date Printed
Employeell
Cperator
Printed Mame
Time Printed
Students
Global Counter

Photo

Database columns
Manual entries
Variables

Stnra_g'é items

If you want to store data into the connected databases, you need
to define storage items. Storage items contain the information of
the column name in which you want to save your information like
photos or print dates. These Storage Items mappings are made
via the Content tab in the Properties window.

Please visit the Storage Items section of this Help file for more
information about using Storage Items.

Storage Items are available in the Premium Edition and higher.
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5.1.3.5 MIFARE Classic read items

Pages | Outline | Dsta When using the Business Edition or Enterprise Edition, this tab
MIFARE® Classic read items contains all of the Mifare® Classic read items that have been
Sector1Read defl ned‘

Simply select the item and drag and drop it on your card design.

You can also select Mifare® Classic read items as sources for
other objects such as Storage items by selecting them from the
drop down of available sources in the properties window.

How to configure Mifare® Classic read items is explained in the
"Mifare® Classic" section of this Help file.

Database columns

Manual entries

Storage items

MIFARE® Classic read items
MIFARE® Classic write items
MIFARE® DESFire read items
MIFARE® DESFire write items
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5.1.3.6 MIFARE Classic write items

Pages | Qutline | Data
MIFARE® Classic write items
SectorTWrite

Database columns
Manual entries
Storage items
MIFARE® Classic read items

| MIFARE® Classic write items
MIFARE® DESFire read items
MIFARE® DESFire write items

When using the Business Edition or Enterprise Edition, this tab
contains all of the Mifare® Classic write items that have been
defined.

Simply select the item and then set the source for the data to be
encoded using the properties window.

How to configure Mifare® Classic write items is explained in the
"Mifare® Classic" section of this Help file.
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5.1.3.7 MIFARE DESFire read items

Pages | Outline | Data When using the Enterprise Edition, this tab contains all of the
MIFARES DESFire read items Mifare® DESFire read items that have been defined.
Myltem

Simply select the item and drag and drop it on your card design.

You can also select Mifare® DESFire read items as sources for
other objects such as Storage items by selecting them from the
drop down of available sources in the properties window.

How to configure Mifare® DESFire read items is explained in the
"Mifare ® DESFire" section of this Help file.

Database columns

Manual entries

Storage items

MIFARE® Classic read items
MIFARE® Classic write items
MIFARE® DESFire read items
MIFARE® DESFire write itens
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5.1.3.8 MIFARE DESFire write items

Pages | Outline | Data When using the Enterprise Edition, this tab contains all of the
MIFARE® DESFire write items | Mifare ® DESFire write items that have been defined.
Myltem

Simply select the item and then set the source for the data to be
encoded using the properties window.

How to configure Mifare® DESFire write items is explained in the
"Mifare ® DESFire" section of this Help file.

Database columns

Manual entries

Storage items

MIFARE® Classic read items
MIFARE® Classic write items
MIFARE® DESFire read items
MIFARE® DESFire write items

5.2 Ribbon Overview

¥ Basic Brarpfecceds - Cand Excharige™ Produces Ultirnate (Contiguration Mosda)

Home Iresert Fage tayout Daia IIFARE ® Wiz Senace cealsr

& Cirt - - - o Tout

D . segae Ll . . G L_-. P
A Copy - ¥ - g

Paste Bl Lot Propertes
= . oace L Qb =

Following the structure of Microsoft® Office, the Home tab reflects all the most common
functionality needed most.

Clipboard functionality for easy Copy, Cut, and Pasting. In the Font group you can easily set
the font type, size, color, and outline the text.

CardExchange® Producer offers almost unlimited possibilities to outline your text and
objects. Also borders can be easily set and colors can chosen.
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The main objects for inserting are also available from the Home tab in the Insert group.
Last but not least, the Properties window is called from the Home tab too.

It is also possible to minimize the ribbon if you need more space on your design because
you are using a smaller screen.

: -
| W Dasic Exarniple.cod: CardExchange™ Preducar Ultimate {Configuration Mode)
|

Hew Wl Sestidpe T
E e Bl Oiilek Becezs Toalbiar below the Ribkon i ol

| " = = £
D iy Minmizs the Ribhon L“. . e /"'
| EEFs ALopy = = - rmage =
| Pade Layoaust roperies
; B flU = 1 . pags I Dther~ i

Right mouse click on one of the available tabs to open the context menu and select
Minimize the Ribbon.

y —
| %% Basic Erarmple cad - CardEsshange™ Producer Uitimals {Configuration Mode]

ﬁ Haorme Ingert Pape fayout Data MIFARE @ Viaw Service cermer
|
| Pages | Ouftlne | Data

| layouti

= The Building Company
| &

Now you only see the headers of the tabs and more space is offered. Clicking on the tab
will have the Ribbon information expand. After selecting the functionality it will close
again.

To restore the Ribbon, simple right mouse click on one of the tabs and deselect Minimize
the Ribbon from the context menu.

521 Insert

-
W Basic Baample.ceds - CaredExchange™ Producer Utimate (Configeration Maoda)

Home et Pagelavoul  DEla  MIFARES View  Senvics centes

g ' e -_ il Rectangle
B L’ - !—\‘ : e aE Ellipsm
Layout  Layoul Tent Irmage Lir=ar bar 20 bar F
) code T L2
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Just like in the Home tab, objects can be selected here. In the Home tab, the Layout button
is not available. When running a Professional or higher edition, adding a extra Layout needs
to be selected here.

Via the Insert tab you can insert the following objects:

o Text
e I[mages
e 1D Barcodes

e 2D Barcodes

e Rectangles

e Ellipses
e lines

IMPORTANT! The Layout button is not available in the GO Edition, and Premium Edition. Multiple Layouts
are supported from the Professional Edition and higher.

5.2.2 Page Layout

N Basic Example cedy - CardExchange™ Prodicer Utimate (Jonfiguration Maods)

ﬁ Home Insarn Page layout Diata MIFARE ® Wiew Sarvice center

— o | Printabde
L~ &

Backside ==

Margins  Orientation Backaround

hagnetic sirkpe

The Page Layout tab reflects the first tab (Page) of the Page Setup window. If you want to
add a Background color or Background Image, you can add this via the Background button.
More information about the Page Setup can be found in the "Page Setup” section from this
Help file. More information about how to use Backgrounds, please refer to our "Using
Backgrounds" section of our Help file.

5.2.3 Data

W Dasic Exormple.ceds - CardExchange™ Produces tirmate (Configumtion Modis]

“ Home fnsert  Page Sayout Data  MIFARE® Miaw Servica center
R 0000
: =1 -.E.S:I:-:'.

Edit First  Prasdois  Med Las1
| *F‘.arr-.'r.n = :

When the Data tab is selected, you find two different groups:

Group Function(s) Description
Connection Edit Opens the Database wizard to edit the existing database
connection
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524

New Opens the Database wizard to create a new database
connection
Select Opens the file dialog window to select an existing database
connection
Remove Disconnects and removes the existing database connection
Record First Navigates to the first available record in the database
Navigation
Previous Navigates to the previous database record in the database
Next Navigates to the next record in the database
Last Navigates to the last record in the database

For more information about creating and editing database connections, please see our
"Using Databases" section of this Help file.

Mifare

%% Rasir Fxample redy - CardFechange™ Praducer Ultimate [Configuration Maods)

“ Home Insef Fégye bavoul Diata MIFARE® Wiew Service cenles

- L Yoy - A New = =) Maw
—* " R Esed = SElec o Select
Edit

w Bemove

When the MIFARE ® tab is selected, you will find three different groups:

Read MIFARE® Classic

Function Option Description
Edit Opens the selected MIFARE ®wizard to edit the
settings

New New MIFARE® Classic 1K Opens the MIFARE ®definition wizard to create a
read definition new MIFARE® read definition
New MIFARE® Classic TK Opens the MIFARE ®definition wizard to create a
write definition new MIFARE® write definition
New HID Proximity read Opens the MIFARE ®definition wizard to create a
definition new xxx read definition

Select

Remove

For more information about creating and editing MIFARE ® definitions, please see our
"Using Contactless Encoding"” section of this Help file.

IMPORTANT! This MIFARE® tab is only available in the Business Edition and Enterprise Edition.
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5.2.5 View
.- N Bosic lf-wmp'#-:x*rlx : IT-}rx'IEx-:"n-'-n-v'" F‘r;:u:l=|-:-?f Litimata {Cenfiguration Moda
m Home Insart Paga layout Data MIRGRE® Viaw Servica contar
o 8, ri—. -
| P T vl | [
When the View tab is selected, you find two different groups:
Group Function(s) Description
Zoom Zoom in Zoom in on the current page
Zoom out Zoom out on the current page
100% Zoom to 100%
Fit template Zooms the page that it fits the window
Fit width Zooms the page that the width of the page fits the width of
the window
Fit height Zooms the page that height of the page fits the height of
the window
Options Language Change the display language of the Designer (Designer
edition only)
Inches Change the display units to inches
Centimeters Change the display units to centimeters
Pixel Change the display units to pixels
5.2.6 Assist

¥ Basic Exarvgsdecedy - CandExchange™ Praducer Ultimate (Configurstion Mode)

OO @ = = o

Relresh Help Forem  Video Actwation R,qglsl:r_!l Compare Aban
fuiorials window  Foenze editions Cardbsrhange

MIFARES iew Service Cent

WhCardExchange

SOLUTIONS

Page layolit Data

The Assist tab is organized in different groups with specific functionality.

Group Function(s) Description
Refresh  Refresh Refreshes the available news items
Help Help Opens this online help file
Forum Opens our FREE End-User Support Forum

Video Tutorials
Licensing Activation Window
Register License

Opens our website at the How-To Video section
Opens the Activation Wizard window
Opens the Registration Wizard Window
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About Compare editions  Opens the website at the compare editions section
About CardExchange Opens the About dialog containing license and machinelD
info
[Vendor] Vendor Opens the vendor's website (Default is CardExchange
Solutions)
Vendor store Opens the vendor's web store (if applicable)
For more detailed information about the Assist Tab, please visit the "Assist" section of this
Help file...
5.3 Page Setup
% Basic Examplecedy - CardExchange™ Producer Utimate (Configuration Maode)

Recent documents

2 W 113 Storage.ce
A‘ Print F (B _
2rint Mtare L o
Fage setup '

&2 Export ] i

ﬂ About CardExchange =

D Exit

To start the Page Setup window, click on the Page Setup button in the Main Menu.
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A Page sefup = — [ .t

Page ?Ternplate | Expressions | Variables Functions

Margins

Leftt |0 | Right ]

Top; 0 | Bottom; i}
Orientation

® Landscape ) Landscape {rotated)
) Portrait (1 Partrait {rotated)

Frint aptions
! Printable
Backside

[ ] Magnatic stripe

oK | Canecel |
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5.3.1

Page

N Page setup - — [ x

| | Page |Template | Expressions | Variables | Functions

| Margins
i 5
Lett 0 Right: ]
Top; 0 Bottom; i}
Oriantation
® Landscape ) Landscape (rotated)
) Partrait I Portrait (ratated)
Frint options
[+ Printable
Backside

| Magnetic stripe

I CK | Cancel

For each selected page in your layout, specific settings can be made. For example, if you
are having a double sided print with two pages, the front page can be set to Landscape
and the backside can be set to Portrait.

Margins

e Enter the page margins

Orientation

e Change the orientation for landscape or portrait

Print options
e Set the print options for the layout;
o Select printable for graphical printing the page

o Select or deselect Backside to print or not print the backside
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o Select magnetic stripe if magnetic encoding is used

5.3.2 Template

% Page setup " . d *

Page Template | Exprossions | Varigbles | Functions

I Card size

I Printer, XF5 Card Printer ¥
Card size: Custom size =
Width: 331

‘ Height: 212

Rows and columns
‘ Number of columns; |1

Number of rows: 1

Print options

[ Print backside first

[ Print fast card first

|| Brint using the GDI+ print engine O
|} Enabled pre-rendering of objecis into the background image 0

[] Send to printer as hitmap opr: 300

| 5] !| Can-;_ol |

Every Card (Template) designed with CardExchange® Producer can contain multiple
layouts and multiple pages. Each Layout and Page can have it specific settings but the
template itself holds some specific information like the connected printer being used to
print the different pages.

In this section you can define all the specific template settings like selecting the printer
being used, card size, etc,

Card size
e Printer - Select the printer to be used
e Card size - Select the specific card size

e Width, Height - Enter custom card sizes
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Rows and columns

e In this section you can define how many columns and rows need to be printed on
one page. If you set the Number of rows to 3, 3 records will be printed on, for
example, the front page of the card. This technology can be used to print multiple
records for, for example, the use of breakable cards. See more information about
how to use Rows and Columns.

Print options

e Print backside first - Select this option if the backside of the card needs to be
printed first

e Print last card first - Select this option if you want to print the last card from the
batch first

e Print using the GDI+ print engine - Select this option for non-compatible XPS
printers to ensure highest print quality. For more information CLICK HERE.

e Enabled pre-rendering of objects into the background image - For more
information CLICK HERE.

e Send to printer as bitmap - Select this option if you want to have CardExchange ®
Producer create a bitmap image first and send it to the printer in stead of sending
all objects separately
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5.3.2.1 Using GDI+ Printing

% Page setup - = [ -,

Page Template | Expressions | Variables | Functions

I Card size

I Printer; XBS Card Printer ot
Card size Custam size -
Width: 237

‘ Height: 212

Fows and columns
‘ Number of columns; 1

MNumvber of nows:

Print options
[ 1 Print backside first

[ Print last card first

o] Print using the GOI+ print engina ©

[ Eriabled pre-rendering of objects into the background image @

Send to printer as bitmap oPE 300

OK Cance! |

CardExchange ® Producer is developed using the latest Microsoft technology and uses their
XPS printing engine for printing. XPS is the technology that is going to replace the printer
driver technology as it has been used since the beginning of Windows.

Unfortunately not all ID card printer manufacturers supply drivers that support XPS
technology. Therefore CardExchange® Producer offers also a GDI+ print engine. At this
moment we know that Evolis and Datacard are supporting XPS printing.

When ID card printers do not support XPS printing, this can result in poor quality of images
and problems with resin printing. When this occurs you can set the system to print via GDI+
printing.

As CardExchange® Producer uses advanced graphical objects that sometimes are not
supported by GDI+, you can use this technology in combination with Pre-rendering of
objects.
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5.3.2.2 Pre-rendering of Objects

N Page setup i e | *

Page Template Bwpressions | Variables | Functions |

i Card size

I Printer: XP5 Card Printer
Card size Custom size
Width: 331
Helght: 212

Rows and columns
‘ Number of columns:

Number of rows:

Print options
| Print backside first
| Print last card first

| Print using the GE+- print engine 0

1 Enabled pre-rendering of objects into the background image 0

| Sand to printer as bitmap D 00

QK [ Cancel |

This option enables pre-rendering of objects into the background image of the layout
page. When selected, all objects that have been flagged for pre-rendering, together with
the background image or brush of the layout page, will be rendered to a bitmap image
and sent as such to the printer.

By default, only image objects are flagged for pre-rendering, but on the Visibility tab of the
Properties window, pre-rendering can be enabled or disabled for any individual object.
Pre-rendering is needed when printing via the GDI+ if your design uses graphics that are
not supported by the GDI+.

Pre-rendered objects will always show behind any other objects in the printed result, even if
that is not the case on the preview.
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5.3.3 Expressions

N Page setup i = (| 5.

Page | Template  Expressions  Variables | Functions
Layout properties

Layout condition; Layout == 1

Layoui-page properties

Background:

Padding:

Page arientation

Macro commands

Track 1 |

Add macro command

0K | l Canoel

The CardExchange ® Producer Designer integrates a powerful script language that offers
users a high level of flexibility when it comes to personalizing their card layouts. Instead of
assigning fixed values to layout or layout-page properties, it is possible to control their
values through expressions that yield different results in different circumstances. For
example, CardExchange® Producer can inspect a field in the database and then decide to
set a different background color, or even show a completely different card layout.

The Expressions tab of the page-setup window allows for specifying expressions for the
layout condition, a number of layout-page properties and any number macro commands.
The layout condition is available for the Professional and Ultimate editions. The layout-
page properties and the macro commands are only available in the Ultimate edition.

Expressions are written in IronPython (see http://ironpython.net), which is the .NET
implementation of Python, (see http://www.python.org). Since the documentation of Python
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is publicly available on these websites, this help file will limit itself to explaining how
Python can be used within CardExchange® Producer and giving some practical examples.

Layout condition

When a card template consists of multiple layouts, the layout-condition property can be
used to determine whether a layout applies or not. Imagine, for example, that the template
has two layouts and that we type

layout =="A'

for the layout condition of the first layout. When pressing the Enter or Tab key or clicking
OK, CardExchange® Producer will detect that a new variable called 'layout’ was introduced
and prompt for a default value. You could set the default value to 'A’, as shown in the
screen shot below.

Now close the page-setup window, select the second layout and open the page-setup
window again. Type in the Expressions tab the layout condition

layout == 'B'

CardExchange ® Producer will not prompt for a default value anymore, because the
variable 'layout’ is already part of the variables collection. Now when you look under the
data tab of the explorer menu, you will see a sub tab for variables which contains a variable
called layout. You can select this and from the properties window and map it to the field in
the database that contains the layout condition.

The first layout will be shown for records that have the value ‘A" in that field, while the
second layout will only show if that field contains 'B".

Layout conditions can be controlled by expressions that are much more complex than this.
The expressions can contain functions and they can use multiple variables. It is possible to
define the layout conditions in such a way, that for some records multiple layouts apply and
for others no layout at all. CardExchange ® Producer will print multiple cards for the same
record if multiple layouts apply. If no layouts apply, CardExchange® Producer will skip the
record when executing a print batch.

Background

Three layout-page properties can be controlled by expressions: the background color, the
margins and the page orientation. Background colors are specified using HTML color
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names (‘AliceBlue’, 'AntiqueWhite', 'Aqua’, etcetera) or using HTML color tags, for example,
‘#FFCD853F, specifying the alpha, red, green and blue channels respectively. The simplest
way of getting a flexible background color is by just typing a variable name in the
expressions box, like

backgroundcolor

CardExchange ® Producer will prompt again for a default value, where you can type, for
example, 'AliceBlue’. In the mappings window, the variable name will appear among the
visible items and can be mapped to a database column that contains the desired color
name for each record.

If the color is determined by a flag that does not reflect the color name directly, it is
necessary to define a function in the Functions tab, like for example

def getcolor(flag):
if flag =="A"
return 'Red’
elif flag == 'B"
return 'Green'
else:
return 'Blue'

This function can be used in the expression for the background color by typing
getcolor(flag)

where the variable 'flag' should be mapped to a database column that can contain the
values 'A" or 'B'. As a result, CardExchange will show a red or green background if that
column contains the value 'A’ or 'B' respectively. he background will be blue for all other
values.

Padding

The padding is the space between the edge of the card and the printed area, more
commonly designated as margin when talking about pages. It is not commonly controlled
by expressions. The result of the expressions should be either an integer value that specifies
the width of the margin in pixels, or a string containing two or four numbers, optionally
separated by a comma. The string '10 20" or '10,20' would set a margin of 10 pixels on the
left and right sides and a margin of 20 pixels to the top and bottom sides. The string '1 2 3
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4'or '1,2,3,4' would set a left margin of 1, a top margin of 2, a right margin of 3 and a
bottom margin of 4.

Page orientation

For the page orientation, it is still more unlikely that you want to control it with an
expression. The value that the expression should return are 'Landscape’, 'Portrait’,
'ReverseLandscape’ or 'ReversePortrait', where the last two refer to an orientation that has
been rotated 180 degrees.

Macro commands

Macro commands are text strings that are sent to the printer as printable characters, but
that are interpreted by the printer as special commands. The most common application of
macro commands is using them for magnetic encoding. The printer recognizes text strings
as macro commands by inspecting the first and sometimes the last characters. For example,
on certain printer brands, the string '~1%XXXXX?" is interpreted as a command to encode
the characters 'XXXXX' on track 1 of the magnetic stripe.

Although you could define macro commands for magnetic encoding in the Expressions tab
of the page-setup window, you normally will not do that, because it is much more user
friendly to enable the magnetic-stripe object in the Page-layout ribbon and configure it in
the properties window. However, some printers support other types of macro commands,
for example for defining holographic overlays, in which case you can manually add those
commands in the page-setup window.
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5.3.4 Variables

| ‘8™ Page setup

Page | Template Exprocsions  Variables  Functions

StudentMame:
StudentMumbear
Class:

Yaar:

‘ C5N:
DazeDfBirth:

‘ Phato:

valual A ﬂ
waluel j IE|
valuel | ﬂ ﬂ

witlued _| .‘|
valuel _| I|
vahiel w| .‘|

CardExchange™ Producer Logo Tﬂb.png i_| I|

WiCardexchange

[ Paint to image file Selact Hmage.,

Add variable |

414 | I -Ca ncel

When expressions are used to determine property values, CardExchange ® Producer detects
whether any variables were used in the expression. If so, it prompts for default values and
adds the variables to the template's variable collection. Under the data tab in the explorer
menu, the template's variables will appear under the variables sub tab and their values can
be mapped to external data, like database columns or manual entries by selecting them
and changing the drop down in the properties window.

The Variables tab in the page-setup window, lists the complete variable collection and
allows for following actions:

= Changing a variable name by clicking on it in the list and typing a new name. If you
rename a variable, be sure that you also adapt any expressions that are using that

variable.

» Changing the default value of a variable by typing in the value box.
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= Removing a variable by clicking on the button with the red cross. You should only do
this if you are sure that the variable is not being used by any expressions.

= Adding a new variable by clicking on the Add-variable button.

If you want the default value of a variable to represent an image, you can click in the image
button to show some additional controls that helps you defining the image.

The select-image button allows you to select an image file from the computer. The point-
to-file check box allows you to set the default value to the file path instead of the image
data.

When you hover over the image, you see two additional buttons that are for editing and
removing the image respectively. Please, note that edited images cannot be of the point-
to-file type. When you edit a point-to-file image, the point-to-file box will be unchecked
automatically. On the other hand, if you check the box for an edited image, the image will
revert to the original one.

© 2020 CardExchange Solutions, Inc.



Using the Designer

5.3.5 Functions

» = l % |

N Properties

Content Fr}sitior_n Text B{]Fd_f‘l' Colors Vb‘lhliiw Database columng

Manual entries MIFARE & Expressions | Variables Functians

-

§ *rT inports
lmport datetime

§ =% designer Functions ¥=*

Now = datetime.datecime.now()

Date = How.dsts({)

pluslyear = datetime.timedelta{days=30)

f datetosty (Dat=] :
return str{Dat=a}

def explirydate{expiry):
=xpiry = How + pluzlysar
reburn str{dacetime.date strftime{eapiry, "Hd/%m/5y")

Close
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The Functions tab in the expressions window shows a single text box where you can type
any global definitions you want to use in your Python scripts. When typing here, you need

to follow the Python syntax (see http://www.python.org). Normally, you will use this space
to define custom functions to be used in expressions. An example shown before was the

function we defined to determine the background color

def getcolor(flag):
if flag =="A"
return 'Red’
elif flag == 'B"
return 'Green'
else:
return 'Blue'
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It is also possible to define global variables, that is, variables that can be used in
expressions or functions, but that will not be listed under the visible items. For example, we
could change the above function definition to

colorA = 'Red'
colorB = 'Green'
colorC = 'Blue'

def getcolor(flag):
if flag =="A"
return colorA
elif flag == 'B"
return colorB
else:
return colorC

To get a taste of the level of complexity you can achieve with custom functions, see the
below definition of a function that converts a string to name casing. It uses the regular-
expressions module of Python (see http://www.python.org for more information).

import re

def namecase(s):
return re.sub(\w+', capitalizematch, s)

def capitalizematch(m):
return capitalize(m.group(0))

def capitalize(s):
if len(s) > 1:
return s[:1].upper() + s[1:].lower()
elif len(s) ==
return s.upper()
else:
returns

With the name-case function, you can convert a string like JOHn SMith' into 'John Smith'.
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5.4 Magnetic Encoding

N Basic Erampla.cedy - CardEvchange™ Producer Ultimate (Configuration Moda)

m Homo Insert Paga fayout Crata MIFARES Wicews Eorvica contar
: = == o Frintalde i
5 ~

o | Backside e

ME':.QIIIE ':Jl.-_"l‘;allu:'. Backg:aund

Magnetic encoding with CardExchange ® Producer is very easy to configure. Just check the
Magnetic stripe check box in the Page layout tab or select Page Setup from the Menu.

A% Page setup v [ *
Page | Template | Expressions | Varables | Functions

Margins

Left: ooo” | Right: | Duon”

Top:  0.00° Bottom:  |0.00"

Cirientation

® Landscape ) Landscape (rotated)

i) Portrait i) Portrait {rotated)

Print options

i« Printable

|+ Backside

[z Magnetic stripe ]

oK || cancel |

Select the Page and check the Magnetic stripe check box.
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In the Page design you now see a red magnetic stripe rectangle appearing as indicated
with the red rectangle. Now make sure that you have the Properties window open and
make sure the Content tab is selected and that the magnetic area on your page design is
selected.
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N Properties — [ X

Ianual entries . MIFARE® . Expressions . Variablaes Functions
Contert | Position | Text | Border | Colors | Visibility | Database collimns

Magnstic encoding
[¥] Track 1: | 1SAAC
[ Track 2§

[w! Track 3: 123456789

@ Track ¥
@ Track &
@ Track 3:

Start and stop sentinels

Printer ¥PS Card Printer » | Apply defaults |
Track 1@ |~1% ?
Track 2: -2} ] !

Track 3:  |~3; :'

| Close l

In the Properties window you now see three sections:

e Magnetic encoding
e Track 1, Track 2, and Track 3
e Start and stop sentinels

Magnetic encoding

In this group, indicated with the red rectangle, you select which track you want to write to.
Just select the check box for each track to make it available. In the text box next to the
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Track 1, Track 2, and Track 3

N Properties

Manuzl entries MIFARE @

Content  Position | Text | Border

Magnetic encoding
1 Track 11 ISAAC
W] Track 2: 5

W Track 3: 123456789

= O #

Wariables Functions

Calors | Misibility | Database columns

@ Track 1:

_Firstnalne

Formatting options

Letter case: Maintain original
Prefix:

Suffi

Format Maorie

[1 Raverse byte ardes

LS
[] Ahways visibla

] Ahways visible

Concatenate £

@ Track: 2:

@ Track 3
Start and stop sentinels

Printar: | XPS Card Printar “ | | Apply defauits
Track 1:  [~1%

Tracke 2 (~&

Track3: (3

Close

Track you can directly enter information (fixed value) or drag a database column into it. For
each selected track the track object, indicated in the orange rectangle, will become
available.

In this group, indicated with the orange rectangle you can set or change the information

that is being coded to the magnetic stripe. Click on the "' to expand the Track info.
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Just like with normal objects, with the Magnetic Encoding you can also use the Standard
Object Types to connect.

Start and stop sentinels

A% Properties = | pos

Manual entries !'.-'I!FAR_E'E' Expressions \_«'ﬂriables . Functions .
Content  Pesition Text_Bae‘der Colors | Wisibility | Database columns

Maghetic encoding
] Track 1 [ISAAC
] Track 2; |5

| Track 3: 123456789

@ Track 1:
@ Track 2:
@ Track 3:

Start and stop sentinels
Printer: KPS Card Prifter = !_.ﬁggl_}:'_ggfggly
Track 1: ~1% ¢
Tratk 2 | ~2; £
Trackd: |~3 7
| Close

All'ID Card Printers are using start and stop sentinels for moving the card into encoding

position. Although encoding of magnetic cards is based on an ISO standard, the commands
used are mostly different per manufacturers brand.
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5.5

To make sure you are using the correct start and stop commands, the most common
commands are available via CardExchange ® Producer directly. Just select the printer you
are using from the printer drop down menu and click on Apply defaults.

If you are using specific start and stop sentinels, you can directly enter them into the text
boxes.

Rows and Columns

BN e smobymn Daie MRS viw  Sonio e o
e LI =y = : el

LOOL9SkECL

CardExchange ® Producer offers the possibility to print multiple records on a your card. This
can be very handy when printing, for example, breakable cards for key chains.

Select the Layout, open the Page Setup window, and select the Template tab. Here you can
find the Rows and Columns section. Enter the amount of columns and rows you want to use.
For example, using 3 columns and 1 row will have the following print result:
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LOOLOSFECL
LOOLOSFEZL
LOOLOSFECL

Of course, because CardExchange® Producer supports Windows printers, you can also use
this to create face books for your A4 or Letter printers.
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5.6 Templates

Pages  Outline | Data

Student

1 student

_.. i d

A

Expiry Dabe: 24/08/2016

TOR e - EA e
Celeste Serrano ﬁ

Staff

| N
T i}
Celeste Serrana

As you have read in the Designer Interface section of this Help
file, all your configuration is done in the Designer. Therefore
the CardExchange® Producer Designer works based on
templates.

To understand how CardExchange ® Producer works, it is
important to take special note of this section of the Help file.

Basically every time you create a new card with
CardExchange ® Producer you are creating a new Template.

In the Main Interface of CardExchange® Producer you always
switch between the different available Templates (see the
"Loaded Cards" section).

With the Designer you always create a new or open the
selected Template. But it is always ONE Template!

Each Template has always one ID Card Printer connected, one
Database connection, one MIFARE® Classic or DESFire
connection, one External Plug In, etc.

Each Template can have have Multiple Layouts. In the screen
shot you see "Student" and "Staff". These are the layouts inside
the template. Each layout can have it's own unique conditions
like Magnetic Encoding settings. By selecting the layout, you
can simply call the Page Setup window from the Main Menu to
set the specific conditions.

This offers very powerful functionality. Using Multiple Layouts
inside one Template makes if for example, possible to
automatic switch between the different available Layouts
within the Template. More information how to create this type
of functionality can be found in the Expressions section of this
Help file.

More information about Layouts can be found in the "Adding
Layout(s)" section of this Help file.

Each Layout can have Multiple Pages. You can have a Page for the Front Side, a Page for the
Back Side, but also a Page for a UV panel on the Front and/or a UV panel on the Back. Each
Page holds all the objects like text, image, barcode, etc., objects.
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In the Main menu of the Designer you can find all common functionality needed to load,
save, print, etc., your card. It is very important to be aware that are basically two versions of
this menu. The version for the Designer as shown below:

._d. MNew
E@ COpen
H Save
H Save as
,Q_ Print

Page satup

L N
ﬁ Abaut CardFxchange

'_'} Exit

And the version for the Go and higher editions as shown below:

Recent documents

1 Conditicnal Layouts.cedx
2 Kay Tags (Single).cedx

3 Basic Example.cedsx

4 Print Mifare WHD.cadx

5 CONFIAR cedx

& HID Prox Read.cedx

T LicensaExchangedss.cody
g Mifare_UID Storage.ceds
9 Party Ticket Photo.cedx

A0 Conditional Layouts.cedy -

Save

Print

i I

Page cetup

A= eqpon

ﬁ About CardExchange

Y et

CardExchange™ Producer Ultimate (Configuration Mode)

Recent documents
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In the Designer menu you can create a new template, open an existing template, and
save an existing template under a different name.
When you are using a Go or higher edition, this functionality is not available because the
creation of new templates is managed via the Card Manager. More information about the
Card Manager can be found in our "Using the Card Manager" section of this Help file.
Available functionality
Create a new template (Only available in the Designer edition.
« New * In all other editions adding goes via the Step-by-Step wizard).
For more information about Adding cards, please see our "Add a
Card" section of this Help file.

e Open * Open an existing template (Designer Edition only)

e Save Save the template and/or the modifications you made

e Save as * Save the template as (Designer Edition only)

e Print This menu has three sub items:

e Print (Select the printer, the amount of copies, etc.)
¢ Quick Print (Send the template directly to the default
printer without making any changes)
¢ Print preview (Preview and make changes to pages
before printing)
For more information about printing, please see the "Printing
Cards" section of this Help file.
« Page setup Opens the Page Setup window. More information about Page
Setup can be found in the "Page Setup" section of this Help file
« Export This menu has five sub items and allows you to export the card
layout as an image. You can export different formats like BMP,
JPG, PNG, etc.

e About . . . N .
CardExchange® This opens the about window with version information of
Producer CardExchange® Producer

* Exit This will quit the Designer or close the Configuration mode

5.8 Properties
Home Insert Page layout Data View Sennce ceanter () 3
& Cut P die v oo - - o Text _'
Paste <A Copy s \‘ 4 . Layout P'U!:'ﬂ
B oI A ] - ¥ pige 1 by - o
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All objects used with the CardExchange ® Producer Designer have more properties than

shown in the Add Object window. All these properties are available in the Properties
Windows. Click on the Properties button in the Home tab to open. In the Properties
Window you can find specific properties for:

e Content

e Position

o Text

e Border

e Colors
Visibility
Database Columns
Manual Entries
e Mifare

e Expressions

e Variables

e Functions
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N Praperties = — O *

Manual enﬂies MIFARE® | Expressi.ans | Variables | Functions

Content | Position | Text | Border | Colors | visibifity | Database columns |

Fhoto Ll
Select database column

Column: Phota N

' Point-to-file options

Letter case: Maintain original

Image folder; Fhotos

File extansion: Jpg (Joint Photographic Experts Group)

Farmat MNarie ¢
Crop ratio

[+ Specify the desired crop ratio
Width:  |3.00 Height 400

[ Do net store any photos in the database

Close
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5.8.1 Content

N Properties

Manual entries MIFARE® Expressions
Content. | Pasition | Text | Border | Colars
Fhoto

Select databace column

Column: Photo

| Point-to-file options

Maintain onginal

Letter case:
Image folder Photos\

File extension;

Mare

Crop ratio
[+ Specify the desired crop ratio
Width:  |3.00 Height

[ Do not store any photos in the database

Wariables
Visibifity | Database columns

Jpg (eint Phetographic Experts Group)

4.00

4

O

Functions

| Close |

In the content tab you can enter information when you are using a Fixed Value object. This
information will then be presented on the Page design in the Text object. Of course when
connected to a database, this Content tab will show the data from the connected column.
The box around the text area will be GREEN when it contains information coming from a
connected database, ORANGE when it contains Manual Entry information, and RED when it
contains information from Scripts. When using fixed text, it will have no color and look like

the screen shot.
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You can change the information by selecting a different Standard Object Type. But can also
be set for using photos, signatures, etc. More information can be found in the "Using
Images" section of this Help file.

In stead of selecting a Standard Object, the information can also simply be changed by
selecting a database column from the Data Menu in the Explorer Menu and drag and drop
this field directly into the Content text area.

Formatting Options

N Properties “ s 0 %

Manual entries MIFARE ® Expressions Variables Functions
Content  Position | Text | Border | Colors Vlﬁiljalliy Database columns

VISITOR-10003-2016

|0 Mumber ¥

Farmatting opticns

Letter case Maintain onginal
Prefoc VISITOR-1 __| Always visible
Suffix: -2016 __| Always visible

|| Reverse byte order

|

:

|

I

[

|

L)

I

i Format: Integer *| |dd 0
] -

|

|

L)

] —
: Concatenate €

1 -_—
|

I

Ciose |

The Content tab also offers the possibility to do some advanced formatting. In the
Formatting Options group you can set the Letter case for the content. You have four options
for the Letter case:

¢ Maintain Original - No changes to the original
e Lowercase - Makes the content Lowercase
e Uppercase - Makes the content Uppercase
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¢ Namecase - Makes all the first letters Uppercase

You can add a prefix and a suffix to your content and make it always visible. By default it is
unchecked which means that if there is no content available, for example from the
database, the prefix or suffix information will not shown.

You can also set the Format of the content. This can be handy if you want to make sure that
it is always a integer, date, text, etc.,, content. You can select the following Formats:

Date/Time
Decimal
Floating Point
Integer

None

String

You can also format the content based on kinda script. For example in the screen shot we
entered 'd4'. That means that the content will be representing four digits. So if the value
from the database is 1, setting it to d4 will show 0001.

Now bringing it all together, the screen shot with the specific settings will represent the
follow information on the card to be printed:
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00LEO000SC

!

I
| VISITOR-10003-2016

IR DD EEE I PR R e e

4 Properties = (] x

Manual entries | MIFARE® Expressions | Varables: | Functions
Content | Position | Text | Border | Colors | Visibility | Databass columns

VISITOR-10003-2016

1D Number =

Formatting options

Letter case: Maintain original ¥
Prefix: WISITOR-1 [] Always visible
Suffix: -2016 [ ] Always visible
Format: Integer v [dd 0

[ Reverse byte arder 7

Concatenate £

Close |
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5.8.2 Position

N Properties " - (] H

Manual entries MIFARE® Expressions Variables Functions
Content | Position  Text | Border | Colors | Visibility | Database columns

Position and size

[+] Lef: 451 ¢m Left margin: 0.00 cm
v Top; 417 cm Top margin 0.00 cm
] Width: A0 cm Right margin: 0.00 cm
] Helght:  053¢m Bottom margin: | 0.00 cm
Alignment
Horzontal alignment: Stretch »
Vertical alignment: Stretch i
Stretch: Mane i
Rotation
Rotation angle:  |0°

| Close |

In the Position tab you can set the specific position, sizes, and margins. Of course this
reflects the position on the Page as you dragged and dropped it so you may not need to
change them. However in some situations you will have to set the positions, sizes, and
margins based on specs provided by the customer. Instead of trying to accomplish this with
a very stable hand, you can here directly enter the values.

Also the Horizontal and Vertical alignment can be set. Set the preferred stretch setting and,
if applicable, enter the rotation angle in degrees.
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5.8.3 Text
% Properties — O

Manual entries MIFARE & Variables Functions

Content | Position | Text | Border | Colors | Visibility = Database columns

Expressions

Font

Segoe U ” 9 ¥
BT =
Font stretch Narmal -
Font weight: MNormal o

Text layout

@ Default
i) Word wrap
(" Shrink to fit

) Customized text layout

Customized text layout

Maximum number of lines

Stretch Mone
Stretch direction Down anly
Text tnimming None

Line height: Aulo

| Close

In the Text tab you can set the Font Type and the Font Size in the Font Group. Besides the
alignment options, you can set the Font Stretch. The Font Stretch is not the same as the text
stretch because it determines the intense of the font when stretching while the standard
stretch just make sure the text fits in the text box. With the Font Stretch you can choose

from:

e Normal (Default)
¢ Ultra Condensed
¢ Extra Condensed
e Condensed

¢ Semi Condensed
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¢ Semi Expand
e Expand

e Extra Expand
¢ Ultra Expand

In the Text Layout you can set the Maximum number of lines for the text object. That means
if you set, for example, the value to 2, it does not matter how large the text object on the
page is, it will only use maximum two lines for the text. If you do not use stretch
functionality, it will not fit the box if it over exceeds 2 lines.

Bringing it to the Stretch option. Stretching and Stretch Direction combines the perfect
functionality to get good results in your text object on the Page. In the Stretch Drop Down
Menu you can select:

e None (default)
e Fill

e Uniform

e Uniform Fill

In the Stretch Direction you can select:

e Up Only
e Down Only
e Both

Now, for example, when selecting the option Fill in the Stretch Drop Down Menuy, in
combination with the Down Only option from the Stretch Direction Menu, the Font will be
re-sized horizontally only.

Class: CL-DOS‘

Student Number: -:-TUD1UU-1{]D‘

Text Object without Stretch

Class: CL-003*

Student Number: :-STUD1{J{]-1 0016-13

Text Object with Stretch set to Fill, Stretch Direction to Down Only

Instead of using Stretch functionality, you can also trim the text. There are basically three
options for text trimming:
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!

E’I’his IS an exampl:e using Text TrimE

Text Object without Text Trimming

;
E[his is an example using Text Tri... E

Text Object with Character Ellipsis Text Trimming

i

this Is an examplé using Text... E

Text Object without Text Trimming

The last option in this Text property is setting the Line Height. By default this is not disabled
and it uses the standard line heights for the Font Type. In some situations it can be that the
standard will eat up to much space you have available on Page Design. When you select
the check box, the text box right next to it becomes available and you can enter a value for
the line height. The value used is depending on the settings you made in the Options
section in the View tab, centimeters, inches, or pixels. See example below:

Text Object without using Line Height

Text Object using 0.10" Line Height
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5.8.4 Border

% Properties

Manual entries
Content
Border thickness
Left  |000'cm

Top: 0.00 cm

Comer radius

Top-left:

Bottom-left.

Padding
Left: 000 cm

Top: 000 cm

MIFARE®

Position | Text

0.00 cm

Q.00 cm

Barder

Expressions

- = O .

Variables Functions

Colars | Visibility | Database columns

Right: 0.00 cm
Bottom: 0,00 cm
Top-right: 0,00 cm
Bottom-right: 0.00 cm
Right: 0.00 cm
Bottom: 0,00 cm

| Close

155

In this section of the Properties Window you can set the properties for the borders of the

objects. In the first group you can define all the values for the Border thickness. For

example, when adding a rectangle object to your Page Design, you can select the border
thickness from the Home menu in the Border section:

Home Inzert

o Cut
43 Copy
ste

Page laysut Dara

Wiew Sarnce center ()
“gf B Bring farvard =
- 'EMSend backward -

antent =
shigrment = []Fit to page 2}y Rotate

B EE B

DL -

You can also enter this directly in the Border Thickness section of the Border tab. This is
handy if you need to set specific values provided by your customer.
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For example, we add a photo object on the Page Design and set the values for entering to
pixels in the Options section of the View tab. This object looks like below:

Now we set the Border Thickness to 5 pixels for the Right and Bottom:
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% Properties i = O *

Manual entries MIFARE = Expressions Variables Functions
Content | Position | Text Border Colors | Visibility | Database columns

Border thickness
Leftt 0 Right; 5
Top: 0 Bottom: 5

Carner radius

Top-left: 0 Top-right: a
Bottom-left ] Bottom-right: 0
Padding

aft: Right:

Close

Now the photo object will look as below:
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Now you get totally fancy by combining this with the Corner Radius. For example, we set
the Corner Radius for the Top-Left and the Bottom-Right to 25 pixels and see the result
below:

This can be done with all existing objects available with CardExchange ® Producer. It even
can become more advanced if we are combining the objects borders with colors and
backgrounds. More about this in the Colors section of this Help file.

Last but not least, when using Text Objects you can use padding. Padding is the space
inside the object and is therefore not the same as Margin as that is the space outside of the
object.

iThis Is an example using Padding

Text Object without Padding

Text Object with Left and Top Padding
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5.8.5 Colors
% Properties " —= O *
.N'E“anuaﬂl en;ﬁ:iés [ 'Mi'mns-m | Expressions . 'u’an;ai:!es . .F.untt.ions

Content | Position | Text | Border | Colors | Visibility | Database columns

Foreground brush

[ ] 1=
R £y 255
Mo —— & 255
8 ¢y 255
[l A 6)255
white  +|@
Background
vl 1l als
L o 255
F ¢ ——— ¢y 255
B 0255
J A °

Transparent Lﬂ

Border brush

L

E=Chke

Depending on the object used on the Page design, different color options are available
divided in three different groups:

¢ Foreground brush - sets the foreground color of the object
e Background - sets the background color for the object
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e Border brush - sets the border color for the object
Each group offers four different style options:

e |/ Transparent
« B Solid color
o Il Gradient

o [=/ Image

Colors can be selected directly from the drop down menu as indicated with the red arrow:

Foreground brush

s

RRr 7y 255
¢ MEE—— ¢y 255
B £y 255
El A 7 255
White hd h

Picked from the color selection area as indicated with the blue rectangle:

Foreground brush

wl s

A 255
O 255
A 255
A 255

White hd

Created by moving the color sliders to the preferred position as indicated with the orange
rectangle:
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Foreground brush

e =

White

Or directly entered into the text boxes right from the color sliders as indicated with the
purple rectangle:

Fareground brush

A E =

mR

UG —

:

White

There are so many possibilities to combine that it is impossible to explain them all. We

have created a couple of examples which are explained in the sub sections of this Color
subject.

5.8.5.1 Text Object Example

For this example we added a text object to the Page design and set the colors as shown
below:

© 2020 CardExchange Solutions, Inc.



162 CardExchange® Producer Help

N Properties - - O =

Manual entriés l M.IFﬂ;lﬁE'D [ Expres.siuns | VaﬁaEles . Funclt.ions |

Content | Position | Tewt | Border Colors | Visibility | Database columns

Foreground brush

| TR —— ]
UG — U
iﬂ_,ESS

A LT, 255
. 'Elue b I__ﬂ
Background
ll =

b (7 R I, 255

UG SR A 165
I ”
A 2 255
| | Orange « |
Barder brush
LRE =

Close

The foreground color is set to blue and for the background color we used orange with a
gradient style which creates the result below:
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5.8.5.2 Image Object Example

For this Image Object example we added a Image of a photo to the Page design and
created a border via the Border tab. We have set the system to use pixels and we have the

set the properties as following:

N Properties " = O =

Manual entries | MIFARE® _!_E_xpressiuns ' Variables | Functions
Content [ Position : Text Border | Colars | Visibility Databasa columns

Border thickness

left: 10 | Right 10

Top: 10 | Bottom: 10

Corner radius

Top-left: 120 | Top-right: 20 _
Bottom-left |20 | Bottom-right: :l_.i_'G
Padding

Left Raght:

Top: Bottom:

Close

Now the Image object on the Page design looks like below:
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. X ‘ h i

ﬁ Home-  Inet Page lopout Dt MIFARES View SEnicE center 0
e a8 Fittemplate 3 (nches
™ b Fit widih % Centimeters

Zoom  Iosm 100
n aut W L it 14 Poisls

iPag:.-\ Cutline | Data

Tad Torres
Helpdesk

00LE0000S¢E

VISITOR-10003-2016

Thers are no unnead news #ems 2AFl -2 I -

What we will do now is replace the Solid Color Border with an Image that we will load.

Barder brush

| —
 DiE)
Siretch;
Fill v
Tile:
MNone “

|| Point ta image file Select image..

_ Cloze

In the Border brush group we select the Image style as indicated with the
and we select an image by clicking on the Select image... button as indicated with the red
arrow. When the image is loaded, the Page design will show the following result:
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W | 3| I i I I Tin A -
E Home insent Page layout Ciata MIFARES i Service penter °
| @\ 6 l:lﬂ:!rq:ln.- ¥ inches
e Fit widhth %, Contimaters
Zoem Zoom 1

in aut o Fit hiright i{ﬂE:

| Pages Cutline | Catn

& Tad Torres
Helpdesk

-

00LE0000SE

Thare are e unread s fdems 2pm(E 0 C
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5.8.6

Visibility

% Properties L — O 2

Manual entries MIFARE® Expressions Variables Functions

Content | Position | Text | Border | Colors | Visibility | Database columns

Wisibility

Opacity: 505

Visibility: Visible X
Printability: Visible ¥

Opacity mask

vl | s
"r 2 255
NG —— 2y 255
[l B A 255
A A 255
White IF|

Background removal

|| Remove background

Tolerance (R A — .00
Tolerance (G} A (.00
Tolerance (B} A—— (.00

Close

The Visibility tab contains three separate group sections:

e Visibility
e Opacity mask
e Background removal

Visibility

In the visibility group you can set the opacity of the image on the Page design. This can be
used to create ghosting images. For example, as shown in the screenshot, see the
differences in the images shown below:
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No Opacity Opacity 50%

Besides setting the opacity for the image, you can also select the visibility of the image as
well the printability. Each drop down menu offers three selections:

e Visible
e Hidden
e Collapsed

Opacity Mask

With the Opacity mask you can do some great and advanced stuff. For example, we have
created an opacity mask using the gradient tool and the background color orange.

Cpacity mask
/aE=
' (7 R I, 255

O EEE—— 165
B A — 0
A N, 155

m Orange .
R0 5= A

Now take a look at the photo images below. On the left you have the original and on the
right the photo with the opacity mask.
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No Opacity Using Opacity Mask
But you can also load images or use solid colors.
Background Removal

CardExchange® Producer offers advanced background removal. Use the sliders to define
the correct removal. You can also enter the values directly into the text boxes right from
each color slider. For example, we removed the background based on the slider
configuration below.

Background removal

Remove background

Tolerance (F); P —— (.10
Tolerance (G): WA 0.10
Tolerance (B): I y— (.1

Now take a look at the photo images below. On the left you have the original and on the
right the photo with the background removed.

_

No Removal Background Removed
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It is important to realize that the result of the background removal depends on the quality
of the image and the used background. Always try to use real blue or green backgrounds
when taking photos as this offers the best removal result.

5.8.7 Database Columns

ok |
Visibility Database columns Manual entries
Content Position Text Border Colors
Photo v

Select database column

Column: Fhoto

Paint-to-file optians

Letter case: Maintain crnginal
mage folder.
Filz extension Jpa [Joint Photographic Experts Group)
Formiat Mane
Crop ratio

/] Specify the desired crop ratio

Width: 3.00 Height: 4,00

Close |
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When you are connected to a Database, all the available database columns become
available in the Database columns tab of the Properties window. See our Database section
of this Help file for more information about connecting to and using Databases.

Sanvice center (3) w

First Previous: Mest  Last

Via the Record navigation section in the Data tab, you can easily navigate between the
different available records and the selected record will be shown in the Database columns
tab.

Just like with the Manual entries, these database columns can be directly drag and dropped
to the Page design via the Data tab of the Explorer menu as explained in the Add Database
section of this Help file.
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- N9 Properties b = ] "
o Manual entries MIFARE® Expressions | Variables Functions
Content | Fosiion | Text | Barder | Cokors | Visibilty  Databass columns

Extra image Field 3:

Extra Text Field 1: IT Support
Extras Text Field 2 Photocopying
| Eutra Text Field 3: Printers
—_— Extrn Text Fleld 4; VIR
= Extrn Text Field 5:
—
I Fax Number:
s L
~ — Firstmamie: Tad
- — Homea Phons
5 I
— 10 Mumber: 3
] —e Initiats: T
un
(& = Lastname Torres
= ] o ] biddle Mame!
S ==
— Baabille Phone
() I
i —
e B ——
] |
ol g O | Phote |
I |
—
I
— S Male
I
| State/Prownce. HEB
Titde: Mr.
| Web Page:

TIF/Postal Code
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5.8.8 Manual Entries

N Properties i = B *

Content Posihon_ Text Eord_er Colors | Visibility DataLj:ase columns
Manual entries MIFARE® Expressions Variables Functions

Department: Salesi E

Add manual entry |

Closze

The Manually Entry Window gives you the possibility to enter data that should appear on
the card without the intervention of a database. To be able to manually enter data, you first
have to define Manual Entries. To add a manual entry, select the Manual entries tab of the
Properties window.

N4 Proparties = | = ‘

Contert | Pasition | Text  Border | Colors | Visibility | Database columns ‘
Manual entries MIFARE S Evpressions: | Mariahles | Functions ‘

Add manual entry '
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And click the Add manual entry button indicated in red.

W Properties = O X

Content | Position | Text | Border | Colors | Visibility | Database columns
Manual entries MIFARE® Expressions Variables Functions

labait valuel ‘|

Add manual entry |

When the Entry is added, you start with entering a name for the label, indicated with label1.
For example, DOB (Date of Birth). Next you enter a value or a informing text in the value1
field. This can be, for example, Enter the Date of Birth or you can also put a value like 100
if you are using the entry to always store the same value.

Kool diban

Chean A '

The label of the manual entry reflects the label of the Manually Entry Window indicated
with the red rectangle and the value reflects the text box indicated with the black
rectangle.

You can add unlimited Manual entries to your Page design.

Now when you are done adding your Manual entries, they will become available for adding
them to you Page design in the Data tab of the Explorer menu.
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When you select the Data tab of the Explorer menu, you will see the Manual entries tab as
indicated. When you select this tab, the added Manual entries become available as shown

in the blue rectangle. Now you can simply drag and drop them to your Page design.

| W B Baanpbocods - CadFedhange™ Produce LHimees (T corfigurstion bodal
Bl o e frarinme
¥ Prinishis

:'-“' Harknics !

Mrgim Crentathon Basiground

e MiTALE & Virw Lo cerrey

Mayrmlic singe
T | Chitlirm. Dol

Marasl eniries

€55

o f
FEnter the Date of Birth

o—iE

Database colimss

Fitmrroal wrrerie

Nariables

Starage wemy

MEFARL® Clascks wead ihewm
| MUPARES: Elanai wribe Teama
| MARES: DESFire sead iters
| MIFARE® DESFire wiite: Itens

| Thrirarw re wprmid e fte

TN

This can also be done from the Manual entries tab in the Properties window.

© 2020 CardExchange Solutions, Inc.




Using the Designer 175

5.8.8.1 Options

| % B oo - Casdfemanps™ Producer L irvems (Configursnan Moda)
- [T —r—

e

B kite p

Pargm Crensiion Faskground

B MIAES  Vew  Serecsomme

Magpmtic sinpe
T | Custlrm [ale

Ml anbries

o T
Enter the Date of Birth

}

Denabare coljsars
Pibmroal wriirien
far ikl

Storage ibami

; PMIFARE® DESFirs dadd ilemm
| MEFARE & DIESFire wiise |bams

| Trreare reo urrmad v g

When you added a Manual Entry to you Page design, specific properties become available
in the Content tab of the Properties window.
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A% Properties — [ P

Manwial entries MIFARE & Expressians Varlables Funetions

Content | Position: | Text | Border | Colors | Visibility | Database columns

Enter the Date of Birth

paB ¥

Formatting ophions

|.etter case: | Malntain original v
Prefic [ Always visible
Sutfis [7] Ahways visible
Format: N.U_ﬂ_c_- ¥

["] Reverse byte arder

Manual-entry options
[+] Prompt for value before printing
[+] Value cannat be empty

[+] Show previous value

Concatenate £

In the Content tab you now see a group named Manual Entry Options. Here you can set
the options Prompt value before printing which will prompt the dialog below:

w Eriter values | b3

Dog [Erier ihe Date of Bl

| O Cangel
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Besides prompting for a value, you can also indicate that a value needs to be entered by
selecting Value cannot be empty and you can show the previous value by selecting Show

previous value.

5.8.9 Mifare

) Properties = ] b4
Content | Position | Text | Border | Caolors | Visibility | Database columns
Marual entries MIFARE® Expressions Variables Functions
MIFARE® Classic read items
RaadSection: 0
Execute |
MIFARE® DESFire read items
{rvew DESFire ftem): o |
Exscute
(Close

If you have MIFARE® Classic read items or MIFARE® DESFire read items defined they will
show under the MIFARE® tab in the properties window.
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Here you can manually execute the read definitions to obtain sa
MIFARE® card.

5.8.10 Expressions

N Properties - il W

Content | Position | Text | Border | Colors | Visibility | Database columns
Manual entries MIFARE® Expressions Variables Functions

Background: ColorChange==FF0022

| Border brush: ||

Border thickness:
Comer radius:

Flow direction:

Font family:

Font size:

Fant stretch:

Fant style:

Font weight:
Foreground:

Height:

Horizontal alignment:
Left

Line height:

Margin:

Maximum number of lines:

Opacity mask:

. Close

mple values from a

IMPORTANT! Expressions are supported in our Ultimate edition only!

The Expression tab of the Properties window makes it possible to control any property of a

Page object by means of a Python script, a Database column or

a Manual Entry.
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To control an object property with a script, select the object and enter the Python script in
the text box next to the property name. For example, select a text object on the card layout
and enter the following script for the Background property of that text object (in this case
the script is just a single variable name):

vColor

After pressing Enter, the designer will prompt for a default value for the script variable
vColor. Here you can type, for example:

Red

After closing the pop-up window, the background of the text object will be red. The text
box where the script was entered will show a red glow to indicate that this value is now
controlled by a script. Changing the value of the script variable in the Variables tab of the
Properties window, will make the background color of the text object change accordingly.

For any script defined in the Expressions tab, it is important that the result value can be
converted to the correct data type. CardExchange ® Producer recognizes many text
representations, like ‘Red’ in the above example. Please, note that CardExchange ®
Producer recognizes the standard color names as well as the HTML representation of a 32-
bits ARGB color, for example:

#FFFFO000

Scripts can only contain a single line of code. For that reason, it will generally be necessary
to define functions in order to program more complex functionality. For the Background
property, one can, for example, define the following function in the Functions tab (For more

information about Functions, please see the Functions section in this Help file).

def IsValid(s):
if s =="OK":
return ‘Transparent’
else:
return ‘Red’

With this function, the script for the Background property can look like

IsValid(vStatus)
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If the variable vStatus has the value 'OK’, the background of the text object will be
transparent, and red otherwise.
It is also possible to control the value of a property directly by a database column or
manual entry, without the intervention of a script. This can be achieved by dragging and
dropping a database column or manual entry from the Data tab of the main window and
drop it on the text box in the Expressions tab. Database-column mappings are
characterized by a glow and Manual Entries by a glow.

5.8.11 Variables
| & Froperties ” = Cl b r

Content | Position | Text Border = Caolors | Wisibility | Database columns

Manual entries MIFARE & Expressions Variables Functions
Department: Helpdesk j E
= |

| Add variable
Close I

IMPORTANT! Variables are supported in our Ultimate edition only!

Whenever a script is typed in the CardExchange ® Producer designer, the variables used in
that script are automatically added to the template. With the Variables tab it is possible to
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see all variables that have currently been defined and manage their properties. The
following actions are possible:

e Rename a variable by clicking on its name and typing a new name.

e Change variable’s value by typing in the text box next to its name.

e Set the variable’s value to an image by clicking on its image button and selecting
animage.

e Remove a variable by clicking on its remove button.

¢ Add a new variable by clicking on the Add-variable button.

e Connect a variable to a database column by dragging the column from the Data
tab and dropping it in the text box

e Connect a variable to a manual entry by dragging the column from the Data tab
and dropping it in the text box

e Create a text object on the card layout content is mapped to the variable by
dragging the variable name from the Variables tab and dropping it on the card
layout.

Please, note that any variable that has not been connected to variable data in the designer
will be available in the Advanced Mappings window in the configuration section of the
main interface. This provides a way to use the advanced data mappings instead of the
integrated mapping functionality in the designer.

Please visit the Advanced Mappings section of this Help file for more information.
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5.8.12 Functions

i Properties =
Content | Position | Text | Border | Colors
Manual entries | MIFARE® Expressions | Variables
§ %+ amports e
1
import datetime
§ *** dosigner fundtions *+*
MNow = datetime.datstims.now()
Dakte = How.date()
pluslyear = datetime.timedelta (days=30)
def datetostr(Date):

return atr{Date)

def expirydate{sxpiry):
piry = Now + plualyear
return atr(datetime.date.strftime (expiry,

[ =

Visibility | Database columns

Functions

"Za/EmS LY ")

Close

IMPORTANT! Functions are supported in our Ultimate edition only!

et

In the Functions tab, it is possible to define global variables, functions and references
that can be used in Python scripts. By using well-defined functions, the scripts in the
Content and Expressions tabs can be kept consistent. It would not be possible to use much
of the power of Python in scripts, if you could not define functions.

A function definition should strictly follow the Python syntax as described in the Python

documentation. An example of a function is:

def IsValid(s):
if s =="OK"
return ‘Transparent’
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else:
return ‘Red’

This function returns either ‘Transparent’ or 'Red’ depending on the value of the input
parameter s.

Global variables can be defined in the Function tab with a simple assignment statement.
Once defined, they can be used in functions and scripts. For example, instead of the above
function, we could make the following definition, with the global variable warningColor:

warningColor = 'Red"’

def IsValid(s):
if s =="OK"
return ‘Transparent’
else:
return warningColor

Finally, the Functions tab can be used to reference Python modules, in order to use them
in functions and scripts. The following example imports the .NET Framework System
module and uses it to re-format a date string:

import System

def FormatDate(s):
d = System.DateTime.Parse(s)
return d.ToString('dd-MM-yyyy")

CardExchange ® Producer uses IronPython for executing scripts. IronPython is the .NET
Framework implementation of the well-known Python scripting language. For extensive
documentation on IronPython, please visit www.ironpython.org.

Layouts

As explained in the Templates section of this Help file, Layouts can contain one ore more
Pages. If you are running a Go, or Premium Edition, only one layout is allowed. When
running a Professional or Ultimate editions, you can use multiple layouts within your
template.
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5.91

Layouts are very powerful as they offer you the possibility to change based on information
out of the connected database. Also each layout can have it's own setting like for example,
no magnetic encoding or magnetic encoding.

Adding Layout(s)

N Default.cedy - CardExchanga™ Producer Ultimate (Configuration Mode)

- Home Inzert Page layout MIFARE® View Senice center

= 20 | Rectangle
Gy (B, 1T W my =8 9
| S | —
|- = - - (o]-3 Ellipse
Layout fLayvout Text Image Linear bar 20 bar
page code  code Line

Adding a Layout is simple clicking on the Layout button and a new layout will be added.

% Defaglbceds - CardExchange™ Producer Ulimaste (Configurstion Made) ]

m Hrme Inser Piige ool MIFARE® Wiew Semvice centor 0
T =ji7] Hectangle
b & ‘T e nn ..{g, R fewtie
v = hd O Elfpze
Layoue Layout Test  Wnags Linearbar 30 bar
g Acla covd Line

-

Pages | Duitline | Cata

Laymutl
§ Dot e -
—
—
. -
-
=
. E
s -
Layeuwt®
1
Thard & i) uniiad Naws Tams - | -

When adding a layout, it always adds a layout based on the previous layout. So for
example in the screen shot Layout2 contains only one page because Layout1 contains only
one page. If Layout1 would had two pages, Layout2 would also have two pages.

Each page can be setup via the Page Setup window as described in that section of this Help
file.
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5.9.2 Edit Layout(s)
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Tad Torres

(u]

RLAREARD AR R

For your own convenience it is possible and advisable to rename the Layout(s). When you
right click on the Layout name a context menu will be show and you select Rename. You

can also double click on the Layout name and change it.
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5.9.3 Delete Layout(s)
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You can easily delete a Layout from your template by selecting the Layout and press Delete
on your keyboard. By selecting the Layout and right click on the mouse, in the presented
context menu you choose Delete.

You can always undo your deleting by pressing Ctrl+Z.

5.10 Page(s)
Every Layout can basically have unlimited Pages. A Layout can have for example a Front-
side Page, a Back-side Page, a Front-side UV Page, etc.

Each Page can be set to Portrait or Landscape and of course can have it's own unique
objects.

In this section of the Help file we will explain how to Add pages to your layout and how to
Delete them.
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5.10.1 Adding Page(s)
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When you have selected your layout, you can add a page by clicking on the Layout Page
button in the Home tab.

N Default.cedy - CardExchange™ Producer Ultimate (Configuration Made)

ﬁ Home Insert Page |ayout MIFARE® View Service center
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You can also add a Page via the Layout page button in the Insert tab.
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Click on Layout page to add the page as shown in the screen shot.
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5.10.2

5.11

Each page can be setup via the Page Setup window as described in that section of this Help
file.

Delete Page(s)
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You can delete a page by selecting it and click on Delete on your keyboard or via the right
mouse click content menu, selecting Delete layout page.

Objects

M Dafaultcedy - CardEschange™ Praducer Ultimate (Confiquration Mode)

m Horme Insert Page layaul MIFARES Wiew Service center

b = ' B8 T Rectangle
by b 1T (g wn B

= ) Elipse
Layout Layaut Text Image- Linear bar 20 bar
page code  code o Line

CardExchange ® Producer offers a lot of objects to design your card. From standard text
objects to image objects for photos and signatures to 1D and 2D barcodes, lines, etc.
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Each object comes with a collection of Properties that can used to customize your objects
to your wished. The properties of the objects are explained in the Properties section of this
Help file.

In this section we will go over each available object and how to use it.
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Select the Text object from the Insert tab or from the Insert section of the Home tab. Click
with the mouse on a location of the page and select one the available Standard Object
Types from the drop down menu. Select the font type, size, outlining, etc.

For more information about the different Standard Objects, please see the "Using Standard
Objects" section of this Help file.
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5.11.2 Image(s)
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Select the Image object from the Insert tab or from the Insert group at the Home tab and
place this on the page by clicking on a location on the page.

When the Insert new object window opens, it is default set to Fixed Image. You can also
select Photo, Signature, Variable Image, and Script. You can find more information about
these configurations in the specific sections of this Help file.

When using the Fixed image, you can select an Image by clicking on the Select image...
button. When the image is presented, you can check the 'Point to image file' check box. By
default it is unchecked which means that the image is embedded into the page. If the check
box is checked, a reference to the file is made. The advantage of this is that it keeps your
templates small because it does not contain images, disadvantage is that if the folder that
contains the folder is moved or removed, your image will not be shown anymore.

Of course it is also possible to align the image to your wished. You can align the image
horizontal, vertical, and stretch.

When you hover over the presented image, you will see two buttons appearing. The ||
button will delete the previewed image, the |7 button will open the Image Editor to make
change to the image.
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More information about using the Image Editor can be found in the "Using Image Editor"
section of this Help file.

IMPORTANT! Every object in CardExchange® Producer has many Properties which are not shown in the
Insert new object form. Please see the Properties section of this Help file for more information about
specific use of functionality.

5.11.2.1 Photo(s)
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You can select and dedicate an image to a specific photo field in the database or a
reference to a photo in a folder based on a 'Point to image file' reference.

The process for adding the image is exactly the same as explained in the "Using Images"
section of this Help file.

Select Photo from the object drop down box and the Select database column drop down
box will become available. If you select the ID field of the connected database, the system
will automatically make it a 'Point to image file' connection. It can also that your database
contains the complete reference to image file locations if that is the case, please leave the
Image folder location empty and set the file extension to 'Extension included in source
value'.

The image folder location can be entered directly as it can also be selected by clicking on

the [«] button. Select the file extension of the image, we currently support BMP, JPG, PNG,
GIF, and TIFF.

You can also set the format of the value coming from the database you know for sure there
is no mismatch.

If the database contains the image data and you have selected the image column, the
'Point-to-file options' section will be disabled.
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More information about Photos can be found in the "Using Photos" section of this Help file.

Check for more options like colors, borders, visibility, etc., the Properties section of this
Help file.

5.11.2.2 Signature(s)

IMPORTANT! This Signature option is available from Premium editions and higher!
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Starting from Premium, you can select and dedicate an image to a specific signature field
in the database or a reference to a signature in a folder based on a 'Point to image file'
reference.

The process for adding the signature is exactly the same as explained in the "Using Images"
section of this Help file.

Select Signature from the object drop down box and the Select database column drop
down box will become available. If you select the ID field of the connected database, the
system will automatically make it a 'Point to image file' connection. It can also that your
database contains the complete reference to image file locations if that is the case, please
leave the Image folder location empty and set the file extension to 'Extension included in
source value'.
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The image folder location can be entered directly as it can also be selected by clicking on

the [« button. Select the file extension of the image, we currently support BMP, JPG, PNG,
GIF, and TIFF.

You can also set the format of the value coming from the database you know for sure there
is no mismatch.

If the database contains the image data and you have selected the image column, the
'Point-to-file options' section will be disabled.

More information about Signatures can be found in the "Using Signatures" section of this
Help file.

Check for more options like colors, borders, visibility, etc., the Properties section of this
Help file.

5.11.2.3 Variable Image(s)

IMPORTANT! This Variable Image option is available from Premium editions and higher!
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Our Premium Edition offers a unique feature that allows you to switch images based on a
value of the database.
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The process for adding the Variable Image is exactly the same as explained in the "Using
Images" section of this Help file.

Select Variable image from the object drop down box and the Select database column
drop down box will become available. If you select the ID field of the connected database,
the system will automatically make it a 'Point to image file' connection. It can also that your
database contains the complete reference to image file locations if that is the case, please
leave the Image folder location empty and set the file extension to 'Extension included in
source value'.

The image folder location can be entered directly as it can also be selected by clicking on

the [«] button. Select the file extension of the image, we currently support BMP, JPG, PNG,
GIF, and TIFF.

You can also set the format of the value coming from the database you know for sure there
is no mismatch.

If the database contains the image data and you have selected the image column, the
'Point-to-file options' section will be disabled.

Check for more options like colors, borders, visibility, etc., the Properties section of this
Help file.

5.11.2.4 Backgrounds

There are basically two ways to use backgrounds on your page. You can simply add an
Image object to your Page, select the Image to use, and select Fit to page.
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A better way to go is using the Background functionality offered in the Page Layout tab.

Wi Defailt.cady - CardExchanga™ Producer Ultimate (Configuration Moda)
ﬁ Home Ingert Page layout MIFARE® Wigw Service center
T l—. | W Pnntable
| B g A
1 W Backside

Ma'rgim Orentation Background

Magnetic stripe

When you click on the Background button, four options are offered.

,. =

Use no color or image...
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Or use a background image.

197

The advantage of using a background via the Page Layout tab is that it will always make
sure that it completely covers the whole card. As you know, the card sizes vary when using a
Direct-to-Card printer or a re-transfer printer. With a re-transfer printer the print size of the
page layout is larger and using this Background functionality makes sure that your image is
always fitting the page and you will have no white lines with printing.
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5.11.3 1D Barcode
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To add a 1D barcode object to you page, just select the Linear barcode button from the
Insert tab and click on a location on the page to place it. Now select the Symbology that
you want to use from the drop down menu. All most common 1D Barcodes are supported.

Standard the Fixed value is selected, for using other values please see the "Using Standard
Object Types" section of this help file.

Of course a lot of extra options are available for the 1D Barcodes but they need to be
access via the Properties window of the Designer. When the properties window is opened,
select the Content tab.

© 2020 CardExchange Solutions, Inc.



Using the Designer 199

N Properties " = | X

Manual entries | MIFARE® Expressions | Variables Functions
Content  Position | Text | Border | Colors | Visibility | Database columns

Symbology: Code 39 N

Wide-to-narrow ratio; 3

] Add checksum

@ hMore options...

Appearance
DRI 300
Smoothing mode: | None i

Codabar options

Zodabar checksum algonthm: Modulo 9 e
Codabar start symbol: A B
Codabar stop symbol: A v |

Code-128 options
Code 128 alphabet:  Auto Y

ISBM options
] ISBN auto caption

Other options
Supplement spaces 5

| | Draw inter-character gap

Close

You can add a checksum, set the options for specific barcodes like Codabar, Code-128, etc.

5.11.4 2D Barcode

IMPORTANT! This 2D Barcode option is available from the Premium Edition and higher!
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To add a 2D barcode object to you page, just select the 2D barcode button from the Insert
tab and click on a location on the page to place it. Now select the Symbology that you
want to use from the drop down menu. All most common 2D Barcodes are supported.

Standard the Fixed value is selected, for using other values please see the "Using Standard
Object Types" section of this help file.

Of course a lot of extra options are available for the 2D Barcodes but they need to be
access via the Properties window of the Designer. When the properties window is opened,
select the Content tab.
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Just like with the 1D barcodes, a lot of specific 2D barcode options can be set.
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5.11.5 Drawing Objects

W Datanitcedy « Candbacharge™ Peoducar (Rimate [Conliguration Kaks)

ﬁ Hoome Insart Page fayout MIRARES Wiew Service cenber
] ';‘ % | | oio Rectangle

e B 1Ty WG W )

3

Layeut Layout Tewt  Image Lirsar bae 30 bap
page code code Line

Pages | Qulline | Data

Layoatl

1 G g

ﬁr@

The=e are no urnead news tberms. P3EMT

Select the Line, Rectangle, or Ellipse button to add it to the page.

Check for more options like colors, borders, visibility, etc., the Properties section of this
Help file.
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5.11.6 Formating Objects

% Defavit cede - CapdExchange™ Produrer Ultimate jCondiqueation Mode)
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Paste
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Rochwell Nova Extra Bold

Rockwell Nova Light
Sexdpt T lobd

00000 000D Dooo0a
Segoe Print
Segoe Sorigd
Segoe Ul
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Layout P L
e MOthers PO
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%I'ad N

——i

Torres

There: are no unrend news Rern

238% -

In the Home tab you can select the font, font size and font color that you want to use for
your object. For more information about formatting of objects, please see our "Properties"

section of

this Help file.
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5.11.7 Arranging of Objects

% Defauit.ceds - CardEwchange™ Producer Ulimate (Confiquration Mode)
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CardExchange ® Producer offers a lot of functionality to arrange your objects on the page.
All the arranging functionality is available via the Arrange group in the Home tab or via the

Context menu.
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5.12 Standard Object Types
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With exception for the Image object, CardExchange ® Producer offers Standard Object
Types. Standard Object Types is functionality that can be connected to the object. In this
section we will inform you how to use these Standard Objects Types.

Standards Objects Types can be selected when adding a new object to your Page
designer or via the Content tab in the Properties window.
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5.12.1 Concatenation

N4 Insert new cbject

Fant
Segoe Ul

ey pre—— p—

[B][Z][U

.Fnceth'
|
|

Fixed value
Formatting options
Letter case;

Format Nane

® Always visible

B Always visible

Cancatenate €

| Close

Concatenation is very powerful functionality offered in CardExchange ® Producer. It offers
you unlimited ways to present or store data.

In this example we are adding a new Text object to our Page design and we have it set to
the default Standard Object Type, Fixed Value, and we enter a name into the text area, in
this case "Fixed" Now we click on the Concatenate button under the formatting options.
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N Insert new object " = O * |
Font
Segoe L ¥ 9 ¢
oam SEEEE |

Fixed with Concatenate |

Concatenation -

@ Concatenation field:

@ Concatenation field:
| Fixed value v |
with Concatenate |x‘
Formatting options |
Letter case '
Prefix: B Always visible |
Suffi || Always visible
|
Format None
| Separate fields with spaces Concatenate © | I

Clase

Now we get a new option to select a Standard Object Type, in this case, also a Fixed
Value is used but this can be any Standard Object Type available.

Now you see that the Standard Object Type is changed from Fixed Value to
Concatenation as indicated with the red square above.

The Concatenations are divided by expandable tabs. When you click on the left down

W |

arrow it will open the selected one and close the previous opened:
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@ Concatenation field:

@ Concatenation field:

Fixed value

with Concatenate
Formatting options
Letter case
Prefix;

Format Mane

|+ Separate fields with spaces

=]

B Always visible

W Always visible

Concatenate €

You also see a red vertical line on the left. This indicates the group of Concatenations.
There are no limitations to the amount of Concatenations you can make. You can always
change your Concatenations in the Properties window at the Content section.
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5.12.2 Fixed Value

[
o

% Insert new object " =

Font

Segoe Ul B g g
B 21U} EE=E

|Enter text here when fixed value is chosen_|
[
|

Fixed value

Formatting options

Letter casie:

Prefi B Always visible
Suthiy m Always visible
Format: MNone

Concatenate €

| Close |

Select Fixed Value from the Standard Object Type drop down menu, indicated with the
red rectangle and enter the text into the text area.
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5.12.3 Global Counter

N Insert new object — O "
Font
Segoe LI o 9

B][z][Y] =l =i=]=

3.

Global caunter v

Formatting options

Letter case: Maintain onginal i
Prefix | Always visible
Suffix: | Always visible
Format: Integer wild 7

Global-counter options
Next value to be printed: |30

Increment value; 1

Concatenate €

Close |

Select Global Counter from the Standard Object Type drop down menu, indicated with
the red rectangle and set the Global Counter options in the group indicated with the

. When using the Global Counter, you see that the text area is indicated
with a . This means that the value shown is generated based on the settings
for the Global Counter and cannot be changed in the text area.
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5.12.4 Print Date

N Insert new obpect i = O ks ‘
Font
Segoe U . g y:

BT EEEE

5/24/2016

Print date = |

Formatting cphions

Letter case: Maintain original H

Prefix: | Always visible
Suffiv; || Always visible
Format: Dateftime Sl E L2

I Concatenate ) |

| Cloze |

Select Print Date from the Standard Object Type drop down menu, indicated with the red
rectangle and it will directly present the date. You can also show the date and time or time
only by setting the date format options. When using the Print Date you see that the text
area is indicated with a . This means that the value shown cannot be
changed in the text area.

The date reflect the date and time as available on your computer.
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5.12.5

Script

N9 Insert new object " = O *

Fant

L

|
‘ segoe Ul ! 9

B][U] ===
I

48

Script &

12+ 24 +12

Formatting options

Letter case: Maintain original >
Prefix: [ | Always visible
Suffix: [ Always visibie
Format: Mone ¥

[ ] Reverse byte order

| Concatenate ©) ‘

| Close

Select Script from the Standard Object Type drop down menu, indicated with the red
rectangle and enter the script in the text field under the drop down menu.

You will see that the text area is now indicated with a red/orange color which means that
the value shown is calculated based on the script.

IMPORTANT! Scripting is only available in the Business Edition and Enterprise Edition.
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5.12.6 Database Columns

9 Insert new object

Font

Segoe Ul
B[7]Y]

salesf@cardexchangesalutions.com

Email

Database columns (ceGateway)
Address
ArrivalStatus
Blacklisted
Car
City
Country
CreatedDate
Description
Disability
Disabled
DoB

Email
EscortReguired
EscortService

Close

When you are connected to a database, in the Standard Object Type drop down menu all
the database columns are available for selecting. The Standard Object Type Database
columns also indicates the name of the connected database in the header. In this example
it mentions 'Database columns (Students)'. Because CardExchange® Producer offers
multiple database connections in the Professional Edition and higher, multiple databases

and columns can be selected here.
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When selecting a database column from the list, you will see that the text area is indicated
with a . This means that the data shown is coming from the connected
database and cannot be edited in the text area.

See our Database section in this Help file for more information about using databases.
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Adding Card Templates

There are two ways in CardExchange ® Producer to add a new card-template. You can do it
basically from scratch using the Designer or you can use the CardExchange® Producer User
Guided Wizard. But whatever you choose, you start by clicking some buttons.

You can create a new card-template in two ways:

W Employee Examiphe - CarcdBachange® Mroducer Enterpnse (Small Business Seover)
Prird Ciats Phozas Signatures Bizmedric IC scan Caorfiguration Vimw L

&l = £ 1 Evpart templfates . s ] |_ =
yo EN 1| == X i —Il
| P tEMmEsk I L Enable fogirs f2atore
Advanced Card Cards| Mew Card Card- Diatabmse  Mappings Diate foldsr
it manag E ram | o Druplicate teenpiate designer  dafimtion wizad  setup AR oA shasing

When you select the Configuration tab, in the Loaded Cards group you can directly select
New card or you can click on the Card manager.
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&y Card manager

v/ Prodirer EamplesEmployes Biample T
Producer ExamplesiHealthcare Example
Praducer Examples\Student Example
Producer Examples)Loyalty Example
Visitor Examples| 100x100 Visitor
Wisitor Examples100x100 Cantractor
Wisitor Examplesh100x100 Escorted
Wisitor Examples100x100 Exhibitor

23 cards loaded

Cancel |

And click on Add. For each process it starts in the CardExchange ® Producer User Guided

Wizard. When clicking on add, this wizard will start.
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&, CardExchange® Create-a-Card Wizard x

Welceme to Create-a-Card Wizard, Here you can make your new
card in-a few easy steps! Let's get started.

Step 1 Provide a name for your new card below,

Step 2 [Optional): Assign your new card to a group below.

: == Use this name for my new card:

Mew card |

5 Assign my new card to this group: o

..| v|
7

[ ] Launch this wizard automatically at startup

¢ Uncheck the box abowve to disable automatic launch of the wizard
at startup.

EEHGE"#I. : < Back ﬂext:: [ Firizh

If you use or not familiar with the wizard, the new card-template needs to have a name, so

provide that in this window, but it can also be assigned to a category. Categories are

presented in a drop down menu directly under the Loaded Cards tab in the Explorer menu.
Categories are very powerful especially if you are using a lot of different card-templates. A
couple of standard categories are available, but if you want to use another category, just
simply type the name of the category in the drop down menu field and it will be available

for future card-templates.

By default this wizard starts up when you start CardExchange ® Producer. Uncheck the
"Launch this wizard automatically at startup” option if you do not want this.

When you have entered all the information in this first page of the wizard, proceed with

Next to go to page 2.
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. CardExchange® Create-a-Card Wizard x

Here you can select whether you wish to have help creating your
new card by using this wizard. This wizard will walk you through
the basic steps to make your new card,

After you are done using the wizard, the Card Designer will
launch, TheCard Designer will allow you to make further
changes, additions, or adjustments to your new card.

If you do not wish to use this wizard, you may choose the second
optien.

®) | want help to make my card by using this wizard

= 0 | don't want help to make my card. Skip this wizard and
] laurich the Card Designer window now

iomes [l cmete || nees [ INNEER

In this page of the wizard we determine what we are doing... using the wizard to create a
new card-template or do it from scratch. When the first option is selected "l want help to
make my card by using this wizard" (default), you will be taken through the wizard ending
up with a card-template shown. How to add a card-template using the wizard is explained
in the section "Using the Wizard" of this Help file.

When you selected to skip the wizard option and want to do it from scratch,
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&= CardExchange® Create-a-Card Wizard P

Here you can select whether you wish to have help creating your
new card by using this wizard, This wizard will walk you through
the basic steps to make your new card,

After you are done using the wizard, the Card Designer will
launch, The Card Designer will allow you to make further
changes, additions, or adjustments to your new card.

If you do not wish to use this wizard, you may choose the second
option,

= () | want help to make my card by using this wizard

® | don't want help to make my card. Skip this wizard and
: laurich the Card Designer window now

Just click on the Finish button. The whole process is explained in the "Using the Designer"
section of this Help file.
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6.1 The Wizard

'w- CardExchange™ Create-a-Card Wizard -4

Here you can select whether you wish to have help creating your
new card by using this wizard. This wizard will walk you through
the basic steps to make your new card.

After you are done using the wizard, the Card Designer will
launch, The Card De<igner will allow you te make further
changes, additions, or adjustments to your new card,

1f you do not wish to use this wizard, you may chioose the second
option.

(@ | want help to make my card by using this wizard

~ | don't want help to malke my card. Skip this wizard and
= launch the Card Designer window now

3inpoid ‘3poaus

Cancel <Back | Mext> | Firtish

Using the wizard is in most of the cases the best way to go. From this point, in seven clear
explained steps you will be heading towards a complete designed card-template including
or not including database connections, Barcodes, backgrounds, logo's, etc. Let's proceed
and click on Next!

Step 1
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'1- CardBechange™ Create-a-Card Wizard o
Please select the orentation and card type below.
Orientation
Landscape Paortrait
.@ .:__
Single/Touble Sided
Single Sided Doubls Sided
:_l? 10} &
c
A
mn
Cancel <Back | Hext> Finish

In this page you need to select if you want to create a single or a double sided card-
template. Also the orientation needs to be set. Choose Landscape or Portrait. When done,
click Next to proceed.

Step 2

In this page you need to select if you want to connect to a database or not. In this Help file
we are using the connection to the database option.
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'1- CarcdFxchange™ Create-a-Card Wizard =

Here you need to tell CardExchange™ if you want to connect 0
your nesw card to a database.

H @ Please connect my new card to a CarmdExchange™
= database

m () Please connect my new card to my own database

m () Please do not connact my new card to a database

Attendee
Conlractor
Ermployes

iGovernment
Healthcare

|Loyalty
Mamber
School K-12
Student
Univarsity

Visitar

3JNP0Id ‘3p03U3 Pauuo]

Cancel =< Hack MNext = Frish

CardExchange® Producer offers unlimited ways to use databases, multiple databases, etc.
In the wizard we are offering a selection of basic database templates you can choose from
for MS Excel files as well for MS Access. For using MS Access database you need at least a
Premium Edition. If you want to use one of the provided database templates, simply select
one of them. Of course it is also possible to add your own database connection and make
all fields available in the wizard. The whole adding of a new database connection is
explained in the "Add Database" section of this Help file. When you are done, hit Next to
proceed.

Step 3
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e, CardExchange™ Create-a-Card Wizard o

Here wou have the option to choose whether you want your new
card to have the following:

[+] Use a background colar for my new card:

W2, 100, 255 "
[+ Lise a background image for my new card: 2]
Browse,,

o8

23Npoid ‘apoiug PIauuny

[«] Use a loga far my new card: (]

Tl gy 2 0

Cancel | | <Back Next * Fitish

A card always looks better when using a background color or a background image. In this
page of the wizard you can choose to have one of them or or both. Select the color needed
from the drop down menu or click on Browse and select the background image you want
to use.

Who doesn't want one... a logo. Here you can also select the logo that you want to add to
your design. Just click on the Browse button, select the logo you want, and click on Next to
proceed.

Step 4
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| by CardExchange™ Create-a-Card Wizard b

Here you have the option for CardExchange™ to automatically
create an ohject on your new card that combines the record's first
and last name. |n addition, you have the option to add a photo
and/or signature image abject to your new card.

[] Use a combined name field on my new card &

First name: Firstname {Intemal Databace) e

Last name: Lastname (Internal Databace) -

[+] Use a photo on my new card &

g Phote (Intermal Database) -

E_ [+ Use a signature on my nisw card o
m

! "U Extra Text Field 1 (Internal Database] v
| =]
| a
c
mn
m

Cancsl <Back | Nexts Fims!

It is usual that you would want to show a name on the card design, here you can choose to
have a combined name field where you just need to select the First name and Last name
fields from the database.

Photos and signatures are important objects for your design. In this page of the wizard you
can also select to add a photo or signature to your design. For using signatures, a Premium
or higher edition is needed. When you select Add a photo, you can select the referring
database column from the drop down menu. If you are using a connection to an MS Excel
file, using a photo will always be a "Point-to-image-file" connection as MS Excel cannot
contain binary photo information. If that is the case, we strongly advice to use a field from
the database that is really unique like the ID field. Keep in mind, names are not unique!
Proceed with Next when you have made your selection.

Step 5

© 2020 CardExchange Solutions, Inc.



Adding Card Templates

225

&, CardExchange™ Create-a-Card Wizard

Below you will see a list of fields from the database you are
currently connected to. Here you have tha aption to chooge what
fighds from this database you want displayed on your new card,
The fields that vou do not select will be displayed in the data
record window of CardExchange™, but not be on the card itself

Check the bex next to the fields you want to display on your new
card below. If you do not want to add additional fields, just click
MEXT.

[_] Business Phone (internal Database)
| City {Internal Database)

[ ] Country {Internal Database)

:D Date of Birth {Internal Database]
|;" Diesadirtrnedit (Intesnal Tiitabiacs)
"] E-mail Address {Internal Databasa)
] Extra Date Field 1 {Internal Database)
[ Extras Date Field 2 (Internal Database)
] Extra Teut Field 1 {intemal Database)
[ ] Extra Text Field 2 {Intemal Databiase)
] Extra Tewt Field 3 (internal Database]
] Esttra Text Field 4 {Internal Database)
[ Extra Taxt Field 5 (intemal Database)
| ] Fax Mumber {Internal Database)

[ Firstriame {Internal Database)

:|:| Home Phone (Internal Database)

[#] 1D Number {internal Database)

On this page all the available columns are made available for you to select. To add the

field to your design, just click on the check box before the column name.
When all the needed columns are selected, proceed by clicking Next.

Step 6
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A CardExchange™ Create-a-Card Wizard .

Hete you have the aption to add a 1D and/or 20 barcode to your
new card, Toadd a barcode use the steps below,

Step 1: Select the box next to the barcodels) you want to use.

Step 2; Use the Symbology dropdown menu to select the type of
the barcode.

Step 3: Tell CardExchange™ what field in the currently connected

database will be used to provide the data for the barcode by
using the Database Celumn dropdown menu.

| Use a 1D barcode on iy new card

Symbology Code128 ]
; Database column: D' Mumber {internal Databace) ~
E_ [ Use a 2D barcode on my new card
° Symbolagy: QRCode w
ik B Database columm: E-mail Address {Internal Database) ”!
&
“* m
Cancal | <Back | Net= | fud

1D Barcodes are available starting from the GO Edition and 2D Barcodes are available
starting from the Premium Edition. We offer a large variety of Barcodes including all the
standard symbologies.

The Barcode symblogy can be selected from the drop down menus as well as the database
column that contains the information. Last step to take, click Next to proceed.

Step 7
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Hv CardExchange™ Create-a-Card Wizard 4
Cangratulations! You have finished making your new card.

You now have the choice to either launch the Card Designer
window or go back to the main window. The Card Designer
window will allow you to make adjustrments, add more objects 1o
your card, and much more, To launch the Card Designer window,
check the box below and elick on FINISH.

To go back to main window, unchedk the box below and click on
FIMISH.

Launch my Card Designer window when dicking the FINISH
k4 buttan

3INpold ‘3poIug ‘IauUe

Cancel | =Back Mgt = Finish

CardExchange® Producer has now all the information to generate the card-template and
as soon as you click on Finish, the template will be generated. If you have the check box
selected, the Designer will open offering you the possibility to make adjustments to the
created design, if not, the card will be directly show in the Main Interface and the database,
if applicable, will be loaded and shown. And that's all she wrote.
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More information about editing the design can be found in the "Using the Designer"
section of this Help file.

6.2 The Designer

b, CardExchange® Create-a-Card Wizard X
= Here you can select whether you wish to have help creating your
new card by using this wizard, This wizard will walk you through
b the basic steps to make your new card,
g
AL

After you are done using the wizard, the Card Designer will
launch. The Card Designerwill allow you to make further
changes, additions, or adjustments to your new card.

If you do not wish to use this wizard, you may choose the second
option.

() I want help to make my card by using this wizard

-] ® | don't want help to make my card. Skip this wizard and
launich the Card Designer window now

-__Qance.l. < ﬁ_ad‘( Nest Bmsh

When you directly want to enter the Designer and create your template from scratch you
have to select to skip the wizard and click on Finish.
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6.3

The CardExchange ® Producer Designer will open with a blank template. Take notice of the
caption which is mentioning 'CardExchange ® Producer Ultimate (Configuration Mode).
Starting from Go editions, the caption always reflects the edition you are using and
mentioning the configuration mode status indicates that it is not working as a stand alone
Designer license.

Edit Card Definitions

| ¥ Wow card [1) - CardExchange™ Prodocer Wikimata

m Frinl Clala Phoiuas Shgriatures Hametric ID sean Condigaration Wiew Sevvine cenie

o AE Bt teenplates i
LU L: ‘;L i, L': n_l' t: Enabls logins festure

T ifimport emplates
arl Card Menpingd
i §

Achyaiced Card Caids  Mea
ptinany nAraga! - ] gred foiefnition wirard winlow

e Ca
i *= Duplicate termplate flaxis

In older versions of CardExchange® Producer configuration was done through the Card-
Definition Wizard. Although this wizard seemed logical, a lot of our customers found it very
hard to work with. Most of the functionality that is and was available via this wizard should
now be configured in the Card Designer but not all options are available . For more
advanced features like external plug ins, this wizard is still needed. But you also still need it
when you still use old version 6 layouts and have not converted them.

At this moment, when you are not using External Plug In's, you should not need this wizard
anymore. When you are using Plug Ins you still need to use the old Card-Definition wizard
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and Advanced Mappings Window. Along the way, more and more functionality will be
embedded into the Designer so at the end, this Card-Definition wizard will become

obsolete.

The Card-Definition wizard contains two pages. The first page contains all the information
about the layout, database connections, contactless encoding, and plug in's. Both pages are
explained in the sections Card Definition Wizard and Advanced Mappings.

By default the Edit card definition button is hidden to avoid confusion, you can enable it by
checking the box for "Show advanced mappings" under the advanced options in the

Configuration tab.

iy Advanced options g

Contactless encoding
| PCiSCprotocol version: | 2 b
Card disconnect dispositions: | Unpower =
Database conrections .
[ Quote table and column names
Designes
¥l Use version 7 designer
[ Shiow Migrate button or menu
B oo mopings ]
Maxdmun resalution (DR} 600
Evolls printers T
Contactless position; |1700 ]
Move command: | Sic _|
Farga printers
Encoder position | Mifare = |
Imaging
Transpork format: | Jpeg ol '
OLE-header fength: |78
Masimurm image size (kB): 4006 |
Nisca printers
[ Right side reader
Service center
[ Show error messages
Zahra printers
Cantactless position: B [
[l Factory builk-in cantactless encoder
I #ulti LSB prinkers
Mumber of retries

in

M Apply these settings to all loaded cards

oK | Cancel
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6.3.1 Card Definition Wizard

iy Cord Dafinition Wirard - O ”
| i Diefiriticns Mappings

’ 0 [+] Enable visibls notes
ﬁ « B

Enter notes far used|

Sektings
Lanendt ard rragnetic ercoding
& [ Doyo want o define acard templater Tem#atesBas Exampe cedx i Cragte Eibt
[ D yau wiant ba enable printing? [w#] Brink front [ Ratate front
[] ba yaw want to enable magnetic encoding? [T Print badk Hatate beck
PrIAE Back side first [T 5end to printer as bitmag
Dalahacs caprstiors
@ '_u" Doy want 1o connact io & datanaese? l;_‘um_e:cl;lm_c\'lmerml Diatabessa, did Treets Edit
Contactiess encoding
@[] Do you want to erabis contactiess encoding? | ] o ok et b put the cand on the smart-card readss ranually?
[ [ e o want toread data from MIFARE Chassic? s\iuull-'.'l.l.‘l:n;-Jtrul:n'rs1.C.'=||nf.n_\r_hélngél.Dara;.F_,aan_um..m' " Crugte il
\-_l’ For| 00 s weant b write data 1o MIFARE Clasgic? Pubbct Documentst CardErchanpe'| Data! MifareWnte.mfd, - Craale Erkt
=] [+ Do pau went to read andjiar write from MIFARE DESFre? umesihs| Casd Exchange’|Data’aw DESFre Definetion.did .- Critate Eit
Extermal plug-ins
@ I-\._J' [ was want 1a uss ictornal fundbons o plug-ns? Mugin et

Cancd B M = Fiishi

Depending on the edition you are using, the definition setup is divided in 4 sections:

¢ Layout and magnetic encoding
e Database connections

e Contactless encoding

¢ External Plug Ins

Besides of the different sections, the definition wizard also offers functionality to create a
visible note per card definition that will be shown on the main window of CardExchange ®
Producer. Simply type the information that you want to show to the user, click on Settings
to make some changes to the fonts and colors, and the note will be available for the user.
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6.3.1.1

Layout and Magnetic Encoding

Leryrert and magretic sncoding

@  [Floo you want 1o define & card templats? Tamplates\Basic Exampk.cecy Crontin Eit
100 you want be ensble pinting? [=] mrint frant [] Ratate front
106 yau went tio enabie magnetic enomding? [ mvint back Aatata [k
rinl binck: side first []5end ko printsr as bimap

In this section of the wizard you are defining the card templates. You can create new ones,
edit existing ones, or select card template files. All the basic settings that have to do with

producing a card are available in this section. Because CardExchange® Producer is a card

production application, a card layout always needs to be created. Other selections are:

Do you want to enable Select this option if you want to produce cards. Deselect if you

printing? want to use CardExchange® Producer to encode cards only...

Do you want to enable Select this option if you want to encode magnetic cards. For

magnetic encoding? more information about magnetic encoding see 'Using
magnetic encoding' section...

Print front Default this option is set to the settings of the card layout. If

the card layout is created as double sided, this option will be
checked. Deselect this option if you have a double sided card
layout and you don't want to print the frontside...

Print back Default this option is set to the settings of the card layout. If
the card layout is created as double sided, this option will be
checked. Deselect this option if you have a double sided card
layout and you don't want to print the backside...

Rotate front When selecting this option, CardExchange® Producer will
rotate the complete front of the card 180 degrees and send it to
the printer driver.

Rotate back When selecting this option, CardExchange® Producer will
rotate the complete back of the card 180 degrees and send it to
the printer driver.

Print backside first In case of the use of printers with laminators, and when using

double sided card layouts, you want to print the backside first
because the front of the card needs to be laminated. Setting
this option makes sure that the backside will be printed first
and the front side last, which means that the lamination will
be placed on the front...

Send to printer as bitmap  Most printers printing based on layer information. Occasionally
printers cannot work with that, like the Zebra P600 series, the
print a correct card with these printers the complete layout
needs to be processed and send to the printer driver as a
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6.3.1.2

6.3.1.3

Bitmap for the best result. Selecting this option sends the card
layout as an image to the printer driver...

Database Connections

Catabess oannections

@[] Do youwent to connect to & databese? ConnactonsiIntemal Dotabass.dtd . Crinte Edit

In this section of the wizard you are defining your database definitions. You can create new
ones, edit existing ones, or select database definition files.

Do you want to connect to a Select this option if you want to connect to a database and
database? want to create a database definition... Click on Create to create
a new definition or click on Edit to edit a existing one.

Contactless Encoding

Contactless encoding

@ [F]00 you want to enable cortactless ancoding? 100 you want 1o put the card on the smart-card reader mareally?
@ [+ Do you want to read data from MIFARE Classic? -swm:ﬁc'l.l:hcumml_c.l.cauﬂEx:I'nange'.,Datzﬂ.Reau_LﬂD.mfr: Cipgt= Bkl
€ [o7] Do you want to wilte dala T MIFARE Classic? Pubc| Documents \CardExchange\ Data\MilareWrite mid| . Coile Exit
@ [+ D wow want ko read andjiar write from MIFARE DESFire? ments CardExchanpe’ Dtal New DESFire Defiiition.dfd)| Crplite Bt

In this section of the wizard you are defining your contactless encoding definitions. You can
create new ones, edit existing ones, or select definition files:

Do you want to enable Select this option if you want to use CardExchange® Producer

contactless encoding? to encode contactless cards. Only available as Premium with
the contactless module...

Do you want to put the card Select this option if you have a external encoder.

on the smart-card reader  CardExchange® Producer will ask, after graphical

manually? personalization of the card, to put the card on the external
reader before executing the next print job...

Do you want to read data  Select this option if you want to read information from a

from MIFARE® Classic? MIFARE® Classic card

Do you want to write data toSelect this option if you want to write information to a

MIFARE® Classic? MIFARE® Classic card.

Do you want to read and/or Select this option if you want to use CardExchange® Producer
write from MIFARE® to read and/or write from a MIFARE® DESFire card.

DESFire?
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6.3.1.4

6.3.2

External Plug In

Exterrad plug-irs
@[] Do you want to we extemal functions or pleg-irs? |Phagn ||

CardExchange® Producer offers unlimited possibilities to embed any non-existing, business
logic, or third party Software Development Kits. In this section of the wizard you define
your external plug in settings.

Do you want to use external Select this option if you have received a external plug that
functions or plug-ins? needs to be configured for use inside of CardExchange®
Producer.

Advanced Mappings

by Card Definitian Wizard O X
i Dafnifions < Mappings
fvvallabis. card items Type of data to be dizplayed in the sefected card ite

_ Misible items |
Barsad (1o mapging) Additonal mfosmation

71 D38 {no mapping)
Exiry fne mapping)
I_Numbes {ra mapping) Cratabase column to be shown o selected card ite

|Lastrame (intemal Dototioss)

[ate format: DEsglay foovpat
Use oistom data fw

ogtions
|| Cut leading reros
|| Farce minintam number |y

o | s [

At the left-hand side you see a navigator object with up to six tabs, depending on whether
you are using the magnetic or contactless encoding options. The tab Visible items shows all
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ordinary card objects that you have given a name to in CardExchange® Producer Designer.
Visible items can be text fields, images or Barcodes. The card design of this example has
named card items like Name, ID_Number, Barcode, etc.

Simply select the Tab of the Explorer on the left side to make the mappings available.

by Card Definition Wizard 2z ] x

1
| Dafintions  « Mappings
Avalizble cord ifems; Typa of datn to ba displayed In the selacted card ite
Visibie items | [ DEEESSE =
Barcads ra msopa) g
E NET Furnction
Exiry (o mapping| Mnsmi .ﬂm;ﬂtﬂ
I0_Humbsar {na mappng) Card prl'-'_'ﬂ;:\' y
hame [Lashiames {iniemal Tatebase]] Chip serzl number
Concabanation feld
Database cobimn
DESFere read tbem
DESFre senmal rumbsar
Entes imanually
Emdrormrent varizhle
Globat counter
Mifare wam
Phato

Signatiie
|Mariahla mape

Canael = Back L Finish

From the drop down menu, as indicated, you can select all types of Standard Object Types
to map to the items in the Explorer on the left side. Most of the functionality is already
available in the new Designer and these objects are linked to that separate section of the
Help file.

Depending on the edition running, it offers Standard Object Types for:

e .NET Function

e Biometric image

e Biometric template
e Card preview

e Chip serial number
e Concatenation field

© 2020 CardExchange Solutions, Inc.



236

CardExchange® Producer Help

Database Column
DESFire read item
DESFire serial number
e Enter manually
Environment variable
External Plug In Result
Global counter
MIFARE Item

Photo

Print date

e Signature
e Variable image
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7 Managing Card Templates

| N Employee Example - CardEschanga™ Froducer Utimate

ﬁ Prnt Data Phatos Signatures Biomainc 1Y scan Contiguration Wiaw Sorvica canmier

n"{,t L: ﬂL L..: ¥ pupat termplates ﬂ"‘l:j 'L,r ﬁ [:

&l fmpart templates
Advancad Card Cords New, : Card Ciard- Dlatabase  Mappings
options manager . card i Dupllcste tempdate. - dasigrer definition wizasd — setup wind ow

Enable logins feature

In CardExchange ® Producer we offer the possibility to manage unlimited card-templates.
A card-template is a collection of card-layout(s), card-page(s), and/or database
connections, and/or contactless encoding, etc. All available card-templates are managed
from the Card Manager. How to work with the Card Manager is explained in the Using the

Card Manager section.
7.1 The Card Template Manager

In CardExchange® Producer all card-templates are managed via the Card Manager.

| ¥ Employee Example - CardEschanga™ Froducer Utimate

ﬁ Print Data Photos Signatures Hiomatric ¥ scan Configuration Wiow Senvica cenier

L'x.t L_; q..ﬂ_ L._I: il Eunnet tesnplates Ll:' nv E t:'

sl adjmpaort templates
Advanced Cod | Caeds MNew 7 Card Card- Diatabase . Mappings
options manager = cord ‘= Uupllcstetemplate. - desigrer definition wizord  selup  window

Enable logins feature

The Card Manager is called from the Configuration tab of the CardExchange ® Producer
Main window.
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&y Card manager b4

AT
L FEATTI

% o Eition Examplasimpioyes.

\/ Go Edilion E:otarnhIF.!s-Hﬁ-whnalF! Example
|| Go Edition Examples'Dual Sided Exampla
|| Go Edilion ExamplesiMaqg Example Example

Edit
Rensma

Remove

(0 Cancel

In this Card Manager window, all loaded card-templates are presented in a selectable list
on the left side. You can check and uncheck card-templates by clicking on the check boxes
for the card-template names. Unchecking a card-template means that it will not be visible
in the Explorer Menu under the Cards tab.

With the buttons on the right side of the Card Manager window you can perform the
following actions:

Button Description

Move up Moves the selected card up in the Loaded Cards tab

Move down Moves the selected card down in the Loaded Cards tab

Add Add a new card-template and opens the card-template wizard
Edit Opens the card-template in the Designer for editing

Rename Rename the selected card as it appears in the Loaded Cards tab
Remove Remove the card-template

By clicking OK, the window will be closed and all changes will be saved. Hitting Cancel will
cancel all changes made except the ones done via the Edit functionality.

For more information about how to add new card-templates, please see our "Add a Card"
section of this Help file.
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7.2

7.3

Migrating Version 6 Layout(s)

Although CardExchange® Producer still supports version 6 templates we can imagine that
you would like to use your old card-templates with the new Designer and take benefit of all
the new functionality offered now. Because we can imagine that you do not want do redo
all your existing version 6 card-templates, CardExchange® Producer offers functionality to
migrate the old templates to the new version.

| % Werzinn i Loypourd - CordEachenge™ Producer Litimate

m Prirrt [Ciata Photos Sanatures Aiometic [ scan Configuration Wiew Lenlice certer

AW ot bevmiplstis X
[ port tempiatis
by A @ At i, 4, . 3 R
J F Ldimpor tamplates =1 Ernbie dogms featurs
Acvanced Card Covds - Mew Card Cand Meppinas Migrate
| options managar w card i Buplicalstemplate  docgner definticn wirard window warsian b o

When selecting the Configuration tab, you can find the Migrate version 6 layout button. If
this button is not shown, please see the "Advanced Options" section in this Help file and
check the Show Migrate button or menu option in the Advanced Options window.

When the button is available, simply click on the Migrate version 6 layout button and the
selected card-template (*.ced) will be migrated to the new version 7/8/9 format (*.cedx).

Cards * 0
Varsiong
Vession & Layout

Version b Layoul
fmigrated)

When the card template is migrated, the new template will be loaded and clearly marked
as (migrated). You do not loose your original template!

| W Werghon B Levout (mageatad| - Cardbochange™ Producer LAthnate
m Primt Dot Phatos Signatures Biometric | s Comfiguration Wisw Sanice canier
o o g
L- L I n aE Fanod Termpaies ﬁ
+ - L T. oy e e B ? t Enable fogires feadiine
fudvanoed Caed Cards  Mew z ¥ Card Card- Mapping:
Dysinng TR L] anl  “E Dupbcote termplote lesigrer dafinion wizand windos
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CardExchange ® Producer (starting from version 9.1) has the option to export card
templates. This includes the card design (.cedx), database definition (.dtd) and any Mifare

Defintion files (.mfr, .mfd etc..).

This can be beneficial from a support perspective but also from a configuration point of

view as designs can be setup prior to an installation.

d pupart templafis = O *

Ploass, salect Ihe card iempiales you wani o impord
o7 sxpon

Faatures\Stack Panel A
Featureswimag

Elﬂhn Emnﬁaw mm&

Go Edtion I’:xamples Healrhr'arr Ex.ample

Gio Edition ExamplesiMan Example Exampla
HexTast

HID Prox Read

MitareMifara ancoda

Mifareifare read

Mitare®ilare_UID_Sioage

Mifare'Print_Mifara_UID ™

O Cancel

Clicking on Export template will prompt you to select the desired templates that you wish
to export, when you click ok you can specify the location to export them to as well as the

name for the exported (.ctp) file.
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W Export bemplates
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7.4 Import Templates

| W Vergion B Lavout (megeatad| - Cardbachange™ Producer Uthnate
“ Print Durt Fhamz Signatures Biomatyic |0 semn Comfiguration Wi SSnsce canter
| A Eapant femplates :- ¢
by bs B A [ = b _
= T Ll inpart tanplatas - Enable fogirs feadure

Ahvanoed Caedd Cards  New Card Card- Moppings
inng manage - card “EDupbcote templste’  desigrer dafinlbion wizand wilnedcre

CardExchange® Producer (starting from version 9.1) also has the option to import card
templates. This includes the card design (.cedx), database definition (.dtd) and any Mifare
Defintion files (.mfr, .mfd etc..).

This can be beneficial from a configuration point of view as designs can be setup prior to
an installation and imported later.
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b
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When you click on Import template you just need to browse to an already exported
template and click on open.

af import tamplates — O -

Please, select the card templaies you want b impor
araxpart

(o Cancel

As exports can contain multiple templates you can then select which templates you wish to
import, by default all templates are selected.

When clicking on OK the template is imported and will appear in the Cards tab of the
explorer view in the main window.
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7.5 Duplicate Templates

| W Vergion B Lavout (megeatad| - Cardbachange™ Producer Uthnate
m Primt Duata Fhatms Signatures Biomatyic |CY sy Comfiguration Wi Sarace canter
| aFEapny #
by e By A, by A .
[ ,\ » 4 - Enable fogirs feaiuns
Autuanioed Carel : . Card Card- Moppings
nptinns A = cand | *E Dupbcate templote desigrer dalindbion wizand wil o

CardExchange® Producer also offers the possibility to duplicate an existing card template.
This can be useful if you want to have a second card design that has just a few changes

from an existing card design.

Enter card-definition name

Entar 512 namea you want 1o use o denify this cand defriion. The
name has o be uniqus

New name: |

o

First select the card template that you wish to duplicate, then click on the Duplicate

template button.
You will then be prompted to enter a new name for the template, this name has to be

unique.

Cards *

Go Edition Examples

A

Employes Example

4

Healthcare Example
| L

Employee Example 2

Once you click on OK, you will see the duplicated template in the cards tab of the explorer
window.

IMPORTANT! Duplicated templates share the same database definitions, Mifare definitions and plugin
settings as the original template. Any settings changed will apply to both templates.
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8.1

Printing Cards

%% Photo Test Card - CardExchange® Producer Enterprise (Small Business Server)
Print Data Photos Signatures Biometric 1D scan Configuration View Assist

1 I | Printer properties i I 1

. &l - »
i | | Export preview LY k > |
Printer Print Select Edit Start Show

options card o Printreport printers trigger printing print log

The Print tab is organized in different groups with specific functionality.

Group Function(s) Description
Options Printer OptionsConfigure your printer(s), Contactless encoding, Magnetic
encoding

Standard Print card Opens the print dialog
printer

Printer Opens the printer properties dialog of the selected printer

properties

Export previewExports a preview of the card as a file

Print report  Opens the Print report dialog

Windows Select printers Select printer(s) that can be directly accessed via Print to and

printers the Explorer Menu

Print to Print directly to the selected Printer from the drop down

menu

Automatic  Edit trigger  Edit and activate the printing trigger

printing

Start printing Start automatic printing if configured

Show print log Show the print log

Select Standard Printers

%% Employee Exampls - CardBxchange™ Producer Ultimate

,Qé w 2, Printer properties A Q‘ ;iE _& o

= A= Export preview

Printer Print . Select  Print Edit Start  Show
options card . Print report printers  tow trigger printing print log

ﬁ Print Data Photos Signatures Brometric IC scan Configuration View Semvice center
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k. Printer options - [Go Edition Examples\Employee Examp... 3
Printer  Contactless

(®) Windows printers Refresh

Send To OneMote 2013

XPS Card Printer

Microsoft ¥PS Document Writer
Microsoft Print to POF

Fax

Brother HL-22700W series

Apply these =ettings to all loaded cards

When the printer options window is opened, it will present all the installed Windows
Printers on the system CardExchange® Producer is running on. Just select the printer you
want to use from the list view and click on OK to confirm.

If you want to use the selected printer for all loaded card-templates, make sure you check
"Apply these settings to all loaded cards" otherwise each card-template will have it's own
specific printer connected.
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8.1.1 Contactless

M. Printer options - [Go Edition Examples\Employes Bxamp.., 3
Printer Contactless

Reader info

Reader type: Pro-Active w
Serial port: W
Baud rate: 38400 A

PC/SC wersion:

Rea d erp inco d (=H (i O T o T T T

Test reader with card movements: [

Refresh Test
Time delays
Time delay before encoding: |2000 ms
Time delay after printing: ilUIZI ms

Apply these settings to all loaded cards

In the Contactless tab you are able to test your hardware configuration for encoding
contactless cards.

The Reader Info Section

Reader type - Select the reader being used inside your printer or externally

Serial port - Select the serial port the reader communicates with (not applicable for
PC/SC)

Baud rate - Select the baud rate (speed) of the used reader

PC/SC version - When PC/SC readers are used, select the version 1 or 2

Reader pin code - If reader requires a pin for access, you have to enter it here

Test reader with card movements - Set to True or False
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In the Reader Info Section you can also find two buttons. The button Refresh refreshes the
list of readers available in the Reader type drop down menu. When a new PC/SC reader is
added to the system, this button needs to be pressed to make it available. The second
button is the Test button. Depending on card movements setting, clicking this button will
move the card to the encoding position of the printer that is selected in the Printer Options
section and will test the reader.

Mifare Reader Test =
. Mo reader detected
Test
. Mo card detected
Chip senal number:
Message: |Could not reset the reader.
Could not reset the reader
The port CTOMT does not exdst,
oK Cancel

In the reader test window it will indicate if CardExchange® Producer is able to
communicate with the reader, if a card is presented, and can read the CSN (Chip Serial
Number). These test are clearly marked with Red and Green lights.

When using older printers that works with so called escape commands to move the card in
the encoding position, there is no information shared about the exact position of the card
in the printer. For these printers we need to set the Time delays in the Time delays section.

There are basically two settings that can be entered; Time delay before encoding and Time
delay after printing. The average time delay after printing is round 30 seconds (30.000 ms).
On the the moment that the card is electronically processed, it will be set to print position.
On that moment CardExchange ® Producer will prepare the next card for encoding, when
printing multiple cards of course. After 30 seconds, independently of the state the printer is
in, CardExchange ® Producer will instruct the reader to access the card. With these older
printers you will have to play a little with these time delays to get the best results. Don't
forget to make sure to check the Configuration settings in the Advanced options for using
Factory or non-factory build in readers.
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Factory built in readers normally work via SDK's (Software Development Kits) that give
CardExchange® Producer full control of the printer and time delays are normally never
needed and can stay in the default settings of 2000 ms.

1 sec = 1.000 ms
Of course, all these setting made can apply for all cards or the selected card only.

For more information about Contactless encoding, please see our Using Contactless
Encoding section of this Help file.

8.1.2 Magnetic Encoding

Wl Printer options - [Go Edition Examples\Employes Examp.., 3

Frinter Contactless Magnetic

Start of data End of data
Track 1: |~1% ?
Track 2: |~2; ?
Track 3: |~3: | |?

Convert all data to upper case

Apply these settings to all loaded cards

© 2020 CardExchange Solutions, Inc.



Printing Cards| 249

8.2

In the Magnetic tab you can set the start and stop commands for the printers to encode the
magnetic stripe. Most common start and stop commands can be found on our

CardExchange® Producer End-Users Forum. Of course, these settings can apply to all cards
or the selected card only.

IMPORTANT! These Start and Stop commands only apply when using the old version 6 Designer! Magnetic
encoding via CardExchange® Producer 7, 8 and 9 is explained in the "Using Magnetic Encoding" section of
this Help File!

Print Using Standard Printer

N Employee Example 2 - CardExchange™ Praduces Ulkimate
m Frint Ozt= Photos Signatures Biomietric 10 =can Corfiguration Wiew Service cefter

-—dlﬁk .L—h.-. o, Printer properties .ﬂﬁ .4, ) -g,' .Eii,,

biz Fxport preview
Prister Prirt L. Select  Prind Edit Start Show
apiione card |t Print repart printare . to v trigger printing print log

There are three ways to print a card to the standard printer.

e Click the Print button in the Standard printer section of the Print tab,
e Select the Print option in the Actions Pane or
e Press Ctrl+P on your keyboard

If you use the print option in the Actions Pane, CardExchange ® Producer will start printing
directly, using the default settings. Otherwise, CardExchange® Producer displays the
window shown below.
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Print

Selected printer
MName: |I'~'1|-:r-:|5|:|f’t XPS Document Writer Properties

Status: Idie

Type: Microsoft XPS Document Writer w4
Where: PORTPROMPT:

Comment:

Print range Copies

(@) Selected record Number of copies:
() Allrecords 1 =

(i Records;

Mumber of selected records: 1 | Kot ey ey

_ Mext valus
Enter card numbers and/or card ranges separated by
commas, For example 1, 3, 5-12

In the Selected printer group you can find the information of the printer you are printing
too like the Name of the printer, the Status of the printer, Type, etc.

Just like in normal Microsoft Office Applications, in the Print range group you can set to
print the Selected record, All records, or a selection of Records. The Number of selected
records is indicated in this named field.

Next to the name, the button Properties... gives access to the printer-properties window,
allowing to adjust any settings before starting to print. Generally, it is not necessary to
change the printer properties once they have been defined for the first time.

In the Copies group you can enter or select the amount of copies that needs to be printed.
By default CardExchange® Producer prints one copy.

If the card uses a global counter, in the Global counter group you can see the number
indicating the global counter number that will be used for the first card to be printed. For
each consecutive card the global counter will be incremented by one. The global counter
can be edited to change this number to another value. It is up to the user to decide whether

changing the default value is necessary.
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8.3 Viewing the Print Report

M Employee Brample - CardExchange™ Producer Liltimate
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Edit Start Show
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You will find the Print report option under the Standard printer section of the Print tab. If
you click this option, a simple report will be displayed showing how many prints have been
made of the loaded cards since the system administrator loaded them into CardExchange ®

Producer.

J. Frint report
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The Print button allows you to send the summary to a printer. Use the Page setup button
to specify the layout options you want to use. Use the Print preview button to view the

result before printing it.

You can also save the summary in a file. To do this click Save. Then choose the folder into
which you want to save the overview and specify the file name. The summary can only be

saved as a text document.

© 2020 CardExchange Solutions, Inc.



252

CardExchange® Producer Help

8.4

Select Windows Printers

M Employes Example - CardBxchange™ Producer Litimate

ﬁ Print Erata Photas Signatures Biometric 1D scan Configuration View Service center
! ! Printer properties { h !I j I
] -J\ kel 'hll
= = A= Export preview e v - —=F
Printer Print Safect | Print Edit Start Shiow
options card J‘ Frint report printers | o~ trigger printing  print log

ﬂ Windows Printer Manager

Microsoft XPS Document Wiriter
[] Fax

[] Send To OneMote 2013
[ ] Microsoft Print to PDF
[[] Brather HL-22700' series

< |
Maove up

Move down

Ed

Cancel

Besides the fact that each card-template can have it's own unique printer connected, via the
Windows Printers functionality, you can make specific Windows printers available to

overrule the default card-template printer
section.

which you configure in the Printer Options

When the Windows Printer Manager window is opened, you can make the printer available
by checking the check box in the list view. You can also move printers up and down and
rename them so they get more understandable names.
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The selected printers will become available in Windows Printers tab under the explorer
menu.

8.5 Print Using Windows Printer

5 Employee Example - CardExchange™ Producer Ultimats

ﬁ Print Data Photas Signatures Biometnc 1D} =can Configuration Wiew Service center
| !| w ,J{ Prinzer properties !l i I izd ! I: ’-I;
" —e = | _— - 0

= E= Export proviow —~
Printer Print ! Select | Print Edit Start Show
aptians card ! Print report printersf to - trigger printing print log

There are two ways to print a card to a Windows printer instead of the standard printer.

e Click on the Name of the printer in the Windows printers tab in Explorer Menu or
e Select the Printer Name from the drop down menu in the Windows printers section

of the Print Tab.

In both cases, the Print command window appears.

Print

Selected printer
Name: Microsoft ¥PS Document Writer Properties

Status: Idie
Type: Microsoft XPS Document Writer w4

Where: FORTPROMPT:
Comment:

Print range Copies

(@) Selected record Number of copies:

(") allrecords L i

(") Records:

MNumber of selected records: 1 | Kot cooeey ey

Mext valus:

Enter card numbers and/or card ranges separated by

commas, For example 1, 3, 5-12 g

e

In the Selected printer group you can find the information of the printer you are printing
too like the Name of the printer, the Status of the printer, Type, etc.
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Just like in normal Microsoft Office Applications, in the Print range group you can set to
print the Selected record, All records, or a selection of Records. The Number of selected
records is indicated in this named field.

Next to the name, the button Properties... gives access to the printer-properties window,
allowing to adjust any settings before starting to print. Generally, it is not necessary to
change the printer properties once they have been defined for the first time.

In the Copies group you can enter or select the amount of copies that needs to be printed.
By default CardExchange® Producer prints one copy.

If the card uses a global counter, in the Global counter group you can see the number
indicating the global counter number that will be used for the first card to be printed. For
each consecutive card the global counter will be incremented by one. The global counter
can be edited to change this number to another value. It is up to the user to decide whether
changing the default value is necessary.

Automated Printing

With Automated Printing you are able to fully automate the print process for each
connected card layout through your own application. That means that when Automated
Printing is configured and you add a new record through your own application, for example
an Access control application, CardExchange ® Producer monitors the database from this
application and when the new record appears in the database, CardExchange® Producer
will automatically print the connected card.

The Automated Printing functionality is based on creating triggers on the database. These
Triggers are created by means of the powerful Storage Items in our Database Connection
Wizard. By setting a trigger condition, like checking if the assigned database field is empty,
CardExchange ® Producer monitors what happens in your database. Together with this
functionality we introduce a new filter level, which will be set independently of any other
filter created. These triggers can be set for every connected card template in
CardExchange ® Producer and for each trigger you are able to set trigger intervals.

Automated Printing allows you to have CardExchange® Producer working in the
background, but CardExchange ® Producer monitors and reports all jobs that it prints. This
window contains information about records that are printed, card-layouts, printer errors,
etc.

IMPORTANT! Automated Printing is available for the Professional Edition and higher!
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8.6.1 Configure

Automated Printing is based on creating a trigger on a field in the connected database.
This means that for using this functionality, Storage Items needs to be created. Based on
the Storage Item, CardExchange ® Producer will monitor any changes of the field. Storage
Items are created when the database connection is made. Connecting to a database and
creating storage items is mentioned in section ‘Databases' of this Help file.

Considering the fact that the Storage Item is created we need to address and set the trigger
for monitoring the database for changes.

| ‘W% Employes Example - CardExchange™ Producer Ultimate

m Print Data Photes Signatures Bigmetric I3 scan Configuration Wiew Service center

el ol [ s

A= Fwport preview . g ;
Printer Print ) Select  Primt Edit Start Show
oplions card b Printrepart printers  to= trigger fprintlng print log

Select Edit trigger from the Automated printing section of the Print tab. This will open
the Edit Trigger window.

Edit Trigger - [Go Edition Exemples\Empldyes .. — O >

[+] Actrate tngger

Trigger propertias

| Ascocisled storage o [N 0T Ty e
Trigaer conditicn: 15 NULL |

Trigger intarval (ms) 1003 |

Error bakyawaor

In 2358 an arror occurs during pontng,

(®) Do not process the sioraga ilem

{1 Process tha storage ifem as usual

() Store 1his value: E

() Stone the amor messagd

=

When the Edit Trigger window is opened you need to Activate the trigger to set all the
properties. By checking the check box 'Activate trigger' you will have access to three
important properties. First you need to select the field where CardExchange ® Producer
needs to trigger on. This can be selected from the drop down menu ‘Associated storage
item’, here will be all the created storage item presented.
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The next step is to set the trigger condition. This condition is executed on the database
field. In this case the record will be printed when the triggered database field (PrintDate)
IS NULL (default).

The last step is to set the trigger interval. In this example, CardExchange ® Producer will
look every 10 seconds if there are records in the database where the PrintDate field is
NULL. When it finds a field that follows the trigger condition it will print that record.

It is also possible to define the Error behavior in case of something happens during the
printing process. You have four different options:

o Do not process the storage item - When an error appears, the storage item is not

processed

¢ Process the storage item as usual - When an error appears, the storage item will be
processed

e Store this value - When an error appears, the value entered in the text box will be
stored

¢ Store the error message - When an error appears, the error message will be stored

Automated printing can be configured for every connected card layout in CardExchange ®
Producer.

Start and Stop

%% Employes Example - CardExchange™ Producer Ultimate

m Print Data Photos Signatures Bicmelric 10 scan f_._.-lfigur.'ﬁi.'m Yiew Service center

.ﬂi ol it peiles ,J‘l H 8 .Hla .hh_.

L= Enport preview E g ;
Printer Print ) Select  Print Edit Start Show
options card e Print report printers  to= trigger] printing fprint log

When all the triggers are set and activated we need to start Automated Printing. Select
from the Automated printing section in the Print tab Start printing.

The Print log screen will be displayed and it will show all activity of the print server.
CardExchange ® Producer is locked during the process of Automatic printing.
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To stop the process just click on the Stop button in the Print log window and no triggers
will be processed.

N4 Print log = = D % |

| &

Do you want to stop automated printing?

fes | Mo

© 2020 CardExchange Solutions, Inc.



258

CardExchange® Producer Help

9

9.1

ririririr

Using Data

[T

WA
Name: Celeste Safrann
Student I0: 1234567

) 1000 R T

OFFICIAL

Viewing and Managing data from a connected database is very important to having a
smooth production environment. CardExchange ® Producer offers many ways to look up
data, enrich data, view data, etc.

In this section of the Help file we will go over all the functionality available like using

Filters, Update your Database, etc.
Edit Data

The Database record window gives you direct access to the personal data stored in the
database. Provided that the CardExchange ® Producer administrator has given you

permission to do so, you also can edit this data and add or remove records.
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You can open the Database record window by selecting Database data in the Edit section
of the Data tab. A dockable window will appear in the lower part of the main window. By
clicking on the bar with the text Edit database record, you can dock the window to the
upper part or to the sides. You can even turn it into an independent window by dragging it
to a position away from the edges of the main window. Clicking on the pin will cause the
window to minimize. Clicking on the cross will close the window.

On the left part of the docked window, there are five buttons for performing database
operations. On the right part, all names and values of the database records that apply to
the selected person are displayed. If you select another record, the Edit database record
will load automatically the data associated with the selected record.

With the buttons, you can perform three types of database operations: Insert records,
Update records, and Delete records. The following sections will describe these actions one
by one.
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9.1.1 Insert Database Records
Darshace recom
Bk | i e
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A database record can be inserted in four steps:

e Open the Database record window.

e Click on the New button in the Database record window. Note that all fields will
be cleared in order to enable you to enter new data. The cursor will be positioned
automatically on the first field that can be edited. The buttons Insert and Cancel
will be enabled.

e Enter the data you need into the empty fields.

e Click on the Insert button to load the data into the database, or on the Cancel
button if you do not want that.

While inserting a new record, all functions of the main window are disabled. These will be
enabled as soon as the Insert or Cancel button is clicked on. You can only insert a new
database records if the administrator has given you permission to do so and if no more
than one name has been selected in the name list.

9.1.2 Update Database Records

Update =B
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it Dot Fiei 2 clect 3 date

A database record can be updated in four steps:

¢ Open the Database record window.

e In the Data Record View, select the record you want to change.

e Click on the field you want to change and change it. Instead of using the mouse,
you can also press F2 to position the cursor on the first field that can be edited and
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use the Tab key to move to the desired field. The buttons Update and Cancel will
be enabled as soon as you start typing.

e Click on the Update button to load the data into the database, or on the Cancel
button if you do not want that.

While updating a new record, all functions of the main window are disabled. These will be
enabled as soon as the Update or Cancel button is clicked on. You can only update a
database records if the administrator has given you permission to do so and if no more
than one name has been selected in the name list.

9.1.3 Delete Database Records
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A database record can be deleted in four steps:

e Open the Edit database record window.
e In the Data Record View, select the record you want to remove from the database.
e Click on the Delete button in the Edit database record window.

e Say Yes to the question if you really want to delete the record. Say No if you do not
want that.

You can only delete database records if the administrator has given you permission to do
so and if no more than one record has been selected in the Data Record View. So you
cannot delete more than one record at the same time.

Important! Deleting records from connected MS Excel files is not supported.
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9.14 Using Manual Entries
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The Manual entries window gives you the possibility to enter data that should appear on
the card without the intervention of a database. In order to enable this window, Manual
Entries have to be defined. How to create Manual Entries can learned in the Manual Entries
section of this Help file. Only these created Manual Entries will appear in the Manual
entries window.

You can open the Manual entries window by selecting the option Manual entries in the
Edit menu as shown in the screenshot. A so called dockable window will appear in the
lower part of the main window. By clicking on the bar with the text Manual entries, you can
dock the window to the upper part or to the sides.

You can even turn it into an independent window by dragging it to a position away from
the edges of the main window. Clicking on the pin will cause the window to minimize.
Clicking on the cross will close the window.

In the example shown above, the administrator has defined four Manual Entries. For each
Manual Entries a text box appears where the operator can type data. The left part of the
window shows a Clear button that can be used to clear all text boxes before typing new
data. While typing data, the Apply and Cancel buttons are enabled. The Apply button
should be pressed in order to confirm the data entered and display it on the print preview.
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By pressing the Cancel button, the manual data entry is canceled and the former values are
restored.

9.2 Filters

If you have a very large database, initial loading or refreshing the list of names can take
some time. If the only reason to refresh the data is to retrieve the details of one person, you
will probably consider it a nuisance to have to wait until the entire list of names has been
loaded. Therefore, CardExchange ® Producer offers you the possibility of filtering out the
data you do not need at the database level. To do this, you have to access the Data tab.

N Employee Bample - CardExchange™ Producer Utimate
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CardExchange ® Producer has three distinct filter levels. The first level is a filter that is
defined by the administrator and that is always applied. Using this filter, the administrator
can avoid that the user has access to certain records in the database. For example, if there is
an employee table, this filter can be used to show only employees that are still in service
and hide any historical information. It is very likely that the user is not even aware of the
fact that a level-one filter is applied. However, it is useful to know that this filter type exists.
It helps to understand, for example, why a certain record is visible in another application
but not in CardExchange ® Producer.

The second filter level consists of a series of named filters that the operator can activate or
deactivate freely in order to limit the number of names shown in the Data Record View. The
filters at this level are defined and named by the administrator. The filter names are shown
as buttons in the Filters Tab of the Explorer Menu. By clicking on a filter button or menu
option, the filter in question is activated while all other filters are deactivated. By clicking
the button or menu option with the text (no filter) all filters are deactivated. The status bar
shows which level-two filter is active. In the above screen shot, one level-two filter called
"No photo" has been defined en is shown in the tool bar.

Level-two filters are meant to divide the records in the Data Record View into logical
groups. With a single mouse click, the operator can limit the records shown in the Data
Record View to a specified logical group.

For example, one could define a level-two filter for each school class (if the card has been
coupled to a students database). Other possibilities are creating a level-two filter for each
employee for whom there is no photo in the database, or all employees for whom more
than one card has been printed. It is not possible to activate two level-two filters at the
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same time, but you can use levels one and two simultaneously. After all, a user can never
deactivate the first level, not even by selecting the button (no filter).

Finally, there is also a third filter level. This level can be switch on or off by the
administrator. When activated, the user himself can determine in what manner he wants to
filter his data. Every time he requests information from the database (for example, by
selecting Refresh data under the Data ribbon tab section Find), a window prompts for the
desired filter conditions.

IMPORTANT! For using filters the Premium Editionor higher is needed!

Level One Filters

The level-one filter is normally defined by the administrator and is that filter that always
applies. Using this filter, the administrator can avoid that the user has access to certain
records in the database. For example, if there is an employee table, this filter can be used
to show only employees that are still in service and hide any historical information. It is very
likely that the operator is not even aware of the fact that a level-one filter is applied.
However, it is useful to know that this filter type exists. It helps to understand, for example,
why a certain employee is visible in another application but not in CardExchange ®
Producer.
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The Level One filter can be edited by choosing the option Edit level-one filter in the Filters
section. If no filter has been defined before, the following window appears:
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" Edit level-one filter e

| Edit View

Conditions

Please, add a condition using the Edit menu

——

Now, you can add a filter condition with the menu option Add conditions in the Edit menu
(you can also press the Insert key). A screen will be shown in which you can choose the
database column and functions and operators to use in your filter. In the example below
the column PrintCount is used for filtering, without applying any database function. The
result is compared to the entered value using the is-equal-to operator.

. i1l Define condition %

Database column:  PrintCourt -

Function applied to database column:  {none) -
Operator: 2 -

Function applied to typed value: .{:none}. -

Note! The functions and operators you can choose are database dependent.

Once you clicked OK to close the filter-definition window, the new condition will appear as
follows. You can use the text box to enter the value to which you want to compare. In the
example below the filter only passes records for which the field PrintCount is equal to
zero.
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I Edit level-one filter i ui

Edit View

Conditions

[PrintCount] = 0O

——

In the same manner, you can enter a second condition. In fact, there is no limit on the
number of conditions. Each condition will have its own field in which values can be entered.
When using multiple conditions, the following rules apply:

e If you leave a field empty, the condition will not be applied,

e If you enter values for more than one condition, only records are selected that meet
both conditions,

e If you type null or NULL and the operator is = or LIKE, only records are selected for
which the database column contains a null value,

e If you type null or NULL and the operator is <>, != or NOT LIKE, only records are
selected for which the database column contains a value,

e If you type null or NULL with another operator, no records are selected.

When you click on the OK button, the Level One filter will be applied immediately. The
next time you choose Edit level-one filter, the conditions will displayed exactly as defined
before. With the Edit menu, you can change or delete them, or add more conditions.

It is also possible to Change or Delete your conditions.
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I Edit level-one filter EEJ

| Edit | view
AddCondition 1Ins
Change Condition » [

| Delete Condition b [EmployeelD] = {0} |
Delete all [EmployeelD] < {0%

o || conce |

Just select Change Condition or Delete Condition from the Edit menu. You can also Delete
All at once.

Please visit the "Tips and Tricks" section of this Help file for more information about
configuring filters.

9.2.1.1 The SQL View

I Edit level-one filter -_'M;I

| Edit | view |
d_ ShowsqL cil+s Y

[PrintCount] = 0

Lo Jcone |

In a limited number of situations, the standard Level One filter described in the previous
section does not offer the flexibility needed to define the desired restrictions. In that case,
you have the possibility to choose the option Show SQL in the View menu of the Edit
level-one filter window.
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9.2.2

In this window, you can define your Level One filter using the SQL of the connected
database. By default, you will see the SQL equivalent of the conditions defined in the
standard view of the Level One filter, but you can change it the way you want.

e

I’ Edit level-one filter

| Edit View

Conditions
[PrintCount] = 0 OR [PrintCount] IS MULL|

| i)

The SQL you enter will be stored in the internal database, but will be lost if you switch back
to the standard view. In that case, you will see the conditions as you defined them before
activating the Show SQL option.

Level Two Filters

Level Two filters are a series of named filters that the operator can activate or deactivate
freely in order to limit the number of records shown in the Data Record View. They are
normally defined and named by the administrator. The filter names are shown as buttons
in the Filters Tab of the Explorer Menu. By clicking on a filter button with the text (no filter)
all filters are deactivated. The status bar shows which Level Two filter is active.

% Employee Bamgle - CardEcchange™ Producer Uttimate

Dota Photos Signotures Bicmetric 10 =can Configuration View Servce oontier
E}'o; 5 et ordss @ <p (=] E}‘
L= F4 Find HE Raefrash cata T "
Eciat = Databass | Monual Liwel- Level-  Filfers
options | JFind next o Selact 2l record | entries . | one filter three filker =

Adding Level Two filters starts by clicking on the Edit level two filters button in the Filters
section of the Data tab.
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[¥] Administrator' Al Recards

2] Card Status Al Active Cards
[¥] Card Status'All MON Active Cards
[¥] Card Status"All Lost Cards
Card Status'All Stolen Cards
Card Status'All Taken Cards
Photo'Mo Photos

[¥] Photo'\Photo Available

[#] Production*Ready for Printing
[&7] Prirt One Time

[¥] Print Count Zero

[¥] Employes Mo Search

[¥] Show noditter button

oK
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The Window that opens manages the different created Level Two filters. This manager
offers you to add or edit new and existing filters, rename or remove them, or change the
position in the Filters Tab of the Explorer Menu by moving them up or down.

Administrators can protect normal operators to view all data by not presenting the No filter

button to the user. By deselecting the 'Show no-filter button' the user will only have access

to data that is offered when executing the defined Level Two filters.

Adding new filters works exactly the same as described in the section Level One Filters. In
fact, for adding a Level Two filter, you can follow the same procedure and there is no need
to repeat the actions here. After adding a condition via the Edit menu, your window will

look similar to the one shown below.
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7y Edit level-two fiiter - [Photo\No Photos]. E__J
| Edit View

Conditions

[Photo] = | XN

[ ask for condition when activated

One major difference with the Level One filters is that with the Level Two filters you can
define that a condition needs to be asked when the filter is activated. In the screenshot you
see that "[Photo]=NULL". When we check "Ask for condition when activated", a window wiill
pop-up asking you to enter the condition for the filter. This can be handy if you create a
filter that looks up a employee or student numbers. After clicking OK, you will be prompted
to enter a name for the filter.

.En'ter filter name | e——

Enter the name you want to use to identify this filter. The name
has to be unigue.

New name: | Group Name'Fiter Mame|

| ok || Cancel

When entering a name for the filter, just like with the card templates, also the filters can be
divided into groups. As in the screenshot above, everything before the backslash '\' is
considered to be the Group Name and is selectable in the drop down menu directly under
the Filters Tab of the Explorer Menu. Everything behind the "\" is considered as the name of
the filter appearing as the button. Of course you can also directly enter only the name for
this defined filter.

Click on OK to save the filter, the filter will be shown in the Filters Tab of the Explorer Menu.
The defined Level Two Filters are also available via the drop down menu in the Filters in
the Filters section of the Data tab.
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%" Employee Bample - CardExchange® Producer Ultimats
Print Data Photos Signatures Biometric 1D scan Configuration Service canter
i Fl Soet order - E-!
BN | - = |y 7 9 &=
4 Find ¥ Refresh data | | T
Eudit : Rl |\ Diatabase | Manuzl Leyel-  Level-two  Lewel- | Fillers
opbons '-'TI‘_,_FII’!d mENT «Senect all I record | entries an= filter  filters three filter | =
: i | [no filter]
|:_:m|._= = | [Records wr | Sales Department
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i I

Furthermore, the filter will be applied, showing you how the defined conditions actually
affect the data in the Data Record View.

9.2.2.1 Edit Level Two Filters

Existing Level Two filters can be Edited, Renamed and Removed by choosing Edit level-
two filters from the Data tab, the following window appears:

o

"+ Edit Level-two Filters

[¥] AdministratorAll Recards Move up
T —

[¥] Card Status‘t.ﬂ.ll MOM .Pu::tl':.re Cards -
[#] Card Status'All Lost Cards

Card Status'All Stolen Cards
Card Status'All Taken Cards

Photo'Mo Photos
[¥] Photo'\Photo Available

[#] Production*Ready for Printing
[#] Print Ore Time

7] Prirt Court Zero

[¥] Employee Mo Search

[¥] Show noditter button

]
-

L5

In the list box, you see all Level Two filters that have been defined. With each Level Two
filter you can perform one of the following actions:

e Hide the filter (without removing it) by deselecting the check box that appears
before the filter name.
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e Change its position in the Filters Tab of the Explorer Menu by using the Move up
and Move down buttons.

e Add a new Level Two filter by clicking on the Add button

e Edit the conditions that make up the filter by clicking the Edit button.

e Change its name by clicking the Rename button and entering another name.

e Remove the filter by clicking the Remove button and confirming that action by
clicking Yes.

e Show or don't show the No filter button

9.2.3 Level Three Filters

Y Employee Bamgle - CardExchange™ Producer Ultimiate

E Prirt Dizta Fhiotos Signatures Bicmetric 10 zcan Corfiguration L Serece conter

E{'; L B Sort order g <7 Elﬂ k7 E}

HZ Refrech cata — E
Edat ) — Database | Maaual Level-  levebbam ] Levei- | Blers
options S Find next ot Selact all ercord | entries onefilter - filters  Jthree filker =

Generally, activating the Level Three filter can only be done by the administrator and is
done via selecting the Enable level three filter button in the Filters section. If authorized,
you can activate the Level Three filter by checking the Enable level-three filter option in
the Data tab. CardExchange ® Producer will display the following warning message to
make clear that the Data Record View will no longer be automatically filled.

Card Exchange M

8 You have enabled the level-three filter. As long as this filter is enabled,
¥ the list of names will not

~ be automatically filled. By selecting ‘Refresh data’ in the ‘Edit’ menu,
you can specify which data

you want to retrieve and load from the database.

So do not be surprised if you no longer see any records. When activated, the operator
himself can determine in what manner he wants to filter his data.

% Employee Bample - CardExchange® Producer Ultimiate

Prirt Dizta Fhiztos Signatures Bicmetric 10 =can Corfiguration LE- Serece conter

En;  Sort ordss g : <7 & E3 E}
£ R = |
L = | Batabas= | Maoual Level- leveltwn  Level-  Filess
ophions 3 Fing nast o Select all record | entnes one filier - filiers  three filber =
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Every time the operator requests information from the database, for example, by selecting
Refresh data in the Find section or pressing F5 on the keyboard, a window prompts for the
desired filter conditions.

"V Standard level-three filter i — Oa >

Search on | Department =

Find what: | Sales

[/] Search for exact matches only

Advanced filter... | oK || Cancel |

In this standard window you have the option to search on any field in the connected
database.

In the Find what text box you enter the information you are looking for and if you want to
find exact matches only, you have to select the 'Search for exact matches only' check box.

Now if you click on OK, CardExchange ® Producer will execute the SQL directly to the
connected database and will present the result in the Data Record View.

The advantage of this filter is that when connecting to databases with hundred of
thousands of records, you only load the information needed for your production without
constantly loading the Data Record View with information that is not needed.

An example using this filter could be when taking pictures of students. The student enters
the room, the operator enters the student number into the Find what field, hits OK to
search, when the record is found, takes a photo of the student, and saves the record.

% Employee Bamgle - CardExchange™ Producer Uktimate
E Pririt: Diata Phatos Signatures Bicmetric 13 =can Corfiguration Vrew Service oenter
?"; 3 Seet crdey ? .7 L EZ @}
- # Find HE Refresh cata —— ’ -
Eciat = Databas= | Manual Level-  levebtuoll  Level- § fillers
optinng 2 Fing rext o Selact 2l record | eniries onedilter o Alters fthree filber -

Disable the filter by clicking on the 'Disable level three filter' button and click on Refresh
data or press F5 to reload the database data into the Data Record View.

© 2020 CardExchange Solutions, Inc.



274 CardExchange® Producer Help

9.2.3.1 The Advanced Filter

In case the standard Level Three filter does not offer the functionality you need to select
the desired records, you can switch to the Advanced Level Three filter.

"7 Standard level-three filter = — O x

Search on: | Department

Find what: |Sales

[/ Search for exact matches only

J | Advarced filter.. | | oK | | Cancel |

This is achieved by Switching on the Level Three filter, calling the standard filter by
choosing Refresh data or using the F5 button on your keyboard, and clicking the
Advanced Filter button and the following window will be shown:

% Advanced level-three filter ﬂ
| Edit View
Conditions
Flease, add a condition using the Edit menu
[ Standard Filter., ] | oK | [ Cancel |

Now, you can decide yourself which database columns you want to use for filtering. You
can add filter conditions with the menu option Add conditions in the Edit menu. A screen
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will be shown in which you can choose the database column and functions and operators to
use in your filter.

In the example below the column Lastname is converted to lower case characters using the
function LOWER. The result is compared to the entered value using the Like operator. The
functions and operators you can choose are database dependent. For example, the function
LOWER exists in SQL SERVER, but not in MS Access. In the latter case, you can use the
LCase function to convert the characters to lower case.

. i Define condition | ﬁ_ .|
Database column:.  Lastname -
Function applied to database column:  LOWER -
|
Operator:  LIKE -
Function applied to typed value: LOWEH -

Once you have defined some conditions, the advanced database filter window will look
something like screen shot shown below.

7% Advanced level-three filter ﬁ

Edit View

Conditions

|
|
|
' LOWER([Lastname]) LIKELOWER{  oos )

[Country] = United States

[Department] =  Marketing

, | Standard Filter.., [ oK ][ Cancel |

In the text boxes you can type the values that complete the conditions. These have to meet
the following rules:

e If you leave a field empty, the condition will not be applied,
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9.2.3.2

e If you enter values for more than one condition, only records are selected that meet
both conditions,

e If you type null or NULL and the operator is = or LIKE, only records are selected
for which the database column contains a null value,

e If you type null or NULL and the operator is <>, I= or NOT LIKE, only records are
selected for which the database column contains a value,

e If you type null or NULL with another operator, no records are selected.

When you click on the OK button, all the records that meet the conditions are retrieved
from the database.

With the Edit menu, you can change and delete existing conditions. All definitions are
stored in the internal database of CardExchange® Producer and will be reloaded in the
next session.

CardExchange ® Producer remembers that you want to use the advanced filter for the
current database connection. The next time you refresh the data with F5, the advanced filter
window will open immediately and there is no need to pass through the standard filter
window.

With the button Standard filter, you can always return to the previous situation.

The SQL Filter

In a limited number of situations, even the advanced filter does not offer the flexibility
needed to make the precise selection. In that case, you have the possibility to choose the
option Show SQL in the View menu of the Advanced database filter window. The
following screen will be shown:

% Advanced level-three filter Lﬂ_ﬁ,l

Edit View

Conditions
LOWER {[Lastname] ) LIKE LOWER (oospPe?)

Standard Filter, ., [ oK H Cancel |
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In this window, you can define your filter conditions using the SQL of the connected
database. By default, you will see the SQL equivalent of the conditions defined in the
standard view of the advanced filter, but you can change it the way you want. The SQL
you enter will be stored in the internal database, but will be lost if you switch back to the
standard view. In that case, you will see the conditions as you defined them before
activating the Show SQL option.

9.24 Tips and Tricks

Upper and lower case

When filtering on a string variable, like the last name of the persons in the database, you
often do not want to care about whether you enter upper or lowercase characters. You can
accomplish that by applying at both the left and the right hand side of the condition a
function that converts the characters to lowercase (LOWER for Oracle and SQL Server and
LCase for Microsoft Access).

The Like operator

It is also possible that you do not want to enter the complete name or that you do not
know how to spell a certain part of the name. By using the Like operator instead of the
equal sign, you can realize that, since Like allows for the use of wildcards. The most
important wildcards are the percent sign (%), that represents zero or more characters, and
the underscore (), that represents a single character. Furthermore, you can give alternative
characters by putting them between square brackets ([]). Some examples of the use of
wildcards are:

LOWER(“LASTNAME") LIKE ‘s%’ selects all names that start with an s
LOWER(“LASTNAME") LIKE ‘cart%er’ selects both Carter and Cartner
LOWER(“FIRSTNAME") LIKE “Eri_’ selects all four character names that start wit Eri
LOWER(“FIRSTNAME") LIKE ‘Eri[ck]’ selects all persons called Eric or Erik

Numeric values

When you want to filter on numeric values, you have to take care that you use the correct
decimal separator (comma or point). In the advanced database filter, you have to follow
the configuration of you operating system. However, in the SQL view, you always have to
use a point.

Dates

Microsoft Access, SQL Server and Oracle store dates as date-time values. If you want to
compare these values, not only the date part, but also the time part has to match. If you
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only want to check for equal date parts, you can achieve this by using the following
conditions:

e Microsoft Access: Int([BirthDate]) = DateValue('10-apr-1968°)
e SQL Server: [BirthDate] >= "10-apr-1968’ AND [BirthDate] < ‘11-apr-1968’
e Oracle: TO_DATE(“BIRTHDATE"”) = TO_DATE('10-apr-1968’)

In all cases, BirthDate is a date-time field and only those records will be selected for which
the date part is 10 April 1968.

Microsoft Access stores the date-time value as a floating point number. The part before the
decimal point represents the date part, whereas the decimals represent the time part. The
function Int removes the time part, setting it to 0:00:00 AM. The function DateValue always
results in a date-time value whose time part is 0:00:00 AM, so that the condition above
effectively compares only the date part of BirthDate.

In Oracle, the same effect can be achieved by using the TO_DATE function on both sides. In
SQL Server, a similar function does not exist, but this can be circumvented by defining two
conditions. In this way, all records are selected, for which BirthDate is between 10 April
1968 0:00:00 AM and 11 April 1968 0:00:00 AM.

9.3 Record Lookup
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The simplest way of adding the correct record details to the card is to use the Data Record
View that is displayed at the left-hand side of the main window. You can use the scroll bar
to scroll through the list to find the correct record and then select it by clicking. The Data
Record View may be sorted in various ways and is not necessarily alphabetical. You must
take this into account when searching for a record.

In the Data Record View in the main interface of CardExchange® Producer you see all the
records presented that are available in your database. When you make a database
connection, in the name list page you select the columns that are shown in the Data Record
View. You can find everything about making database connections in the "Using Databases"
section of this Help file.

Record Sorting
Records v
. W
D Nljm ber fLastname Firstname
errano Celeste
2 Keller Alisa

The Data Record View is a so called data grid showing all your available database records
divided by columns. Sorting the records is just as simple as clicking on the column.

Record Look Up

_Records v

“y

[
=
=
Qu

Keller
Torres 3 Tad

It is very simple to search for records inside the Data Record Overview. Enter the text that
you want to search for in the text box directly above the columns. The text you enter always
applies to the first column in the Data Record View. If you want to look up records from the
Lastname column, you have to drag the column to the front.

Loaded Record Information
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9.31

6 records loaded

In the footer of the Data Record View the total amount of loaded records is shown.

You will notice that this method becomes less attractive if the list is very long and that you
need a more directed manner of finding the correct data. The following alternative find
methods are available:

¢ Finding names using the Find section in the Data tab,
e Finding names using the Keyboard
e Finding names using the Database Filters

The first two methods will be explained in the following sections. For an explanation of the
database filters, please refer to the section Filters of this Help file.

Using Find

% Employee Example - CardExchange® Producer Ultimate

= _. Print Data Photos Signatures Biometric ID scan Configuration WView Service center
= . -
ﬂ HH Sort order | ﬁ . .7 &7 %—3 E-l?
Edit :l?. Database | Manual Level- level-two  Level-  Filters
options Find next |3 Select all | record | entries one filter  filters:  three filter =

In the Find section of the Data tab you can find the functionality Find. If you select this
option, you enter a dialog window in which you can enter a combination of letters or digits
to search on (only alphanumeric characters).

Find what: 10000

o [ome ]

If you then click OK, the first element from the list of names that contains the requested
combination is selected.
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9.3.2

9.3.3

If the first match is not the one you are looking for, you can search on the same
combination by selecting the Find next in the Find section of the Data tab. You can repeat
this until you have found the correct person.

The advantage of searching in this way is that the text you enter does not need to be at the
start of an element in the Data Record View. The search does not make a distinction
between upper- and lowercase characters.

With this Find function, all elements in the Data Record View remain visible. Any restrictions
to the number of records that are displayed, which would normally apply as a result of what
you have entered in the text field, are overruled.

Using Keyboard

The find functions that have been discussed in the section Using Find are also available
from the keyboard. You can display the window Find by simultaneously pressing the
control key and the letter f. You can repeat the search as often as is required to find the
correct person by pressing the F3 function key.

Changing Sort Order

To facilitate the selection of records, especially when making multiple selections in order to
start a print batch, the order in which the names in the Data Record View appear can be
changed. Choose Change sort order in the Find section of the Data tab to call the following
window.
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9.34

J'ZE Sort order

[Lastname], [FirstMame]

Accesslevel -
Address 5
Application
CardProfile
CardStatus
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Comment
Country
DatePhoto
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Email
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Layout
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i

m

1

L5

The text box at the top of the window shows the database columns on which the records
will be sorted. In this particular case, the list is sorted on the field FirstName and then on
the field Lastname. Up to three database columns can be selected to determine the sort
order. To change the sort order, press the Clear button to remove any previous settings and
then click the fields on which you want to sort, starting with the leading one.

Refresh Data

% Employee Example - CardExchange® Producer Ultimate

Print Data Photos Signatures Biometric ID scan Configuration Wiew Service center
: BH sort order | = E-l
? % _ _ ﬁ = v O & 7
— 34 Find % Refresh data § | “—— | :
Edit |Database | Manual Level- Level-two  Level- Filters

options M Find next [ Select all | record | entries | onefilter filters  threefilter =

It is possible that you cannot find the intended record because it has only just been entered
into the database. The details of the record in question have already been entered into the
database, but CardExchange ® Producer has not yet, as it were, seen it. You can solve this
problem by selecting the Refresh data option in the Find section (or by pressing the F5
function key). CardExchange ® Producer will retrieve the list of records from the database
again.

Doing this ensures that the most recent data for the record concerned is displayed.
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10 Using Photos

4 Employee Example - Cardexchange™ Producer Uitimate

Print Data Photos Signatures Biometric 1D scan Configuration View Service center
| z :
2. Use image editor I - II s @ Edit photo i Copy photn
ey Q e

Ask for confirmation [&Exportphota I Paste phota
Phote Take Import I
sptions ¥ Use FaceFind photo photo 08 Remove photo 3 Crop 1o face

In this section of the help file you can find all the information of how to use photos with
CardExchange® Producer.

10.1 Take Photos

% Employee Brample - CardBechange® Producer Ulbimate

' ._ o Prmt Data Photos Signatures Biometnc D scan Confiquratian View Serace ranter

e

e Lige image editor
e

Aszk For confemation
Photo
options

Il-'- o I Edit photo Em; Copy photo
T K& Eportphoto W Paste pholo
Import

] Use FaceFind phots T8 Remave photo % cropto face

When you have selected the correct card template and the correct record, you can add a
photo of the person to the database, or, if you want, replace the existing photo. This
function is accessible in the following ways.

e Click Take photo button as indicated in red,
e Press the F6 key.

After you have taken the photo, you will enter the Image Editor window of CardExchange ®
Producer, the ImageExchange ®.
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10.2

e

& ImageExchange

N o
@ e @ e lraﬁ

Left Right Crop Blackand Undg
white

L

Brighness:

Contrast: | 4 |

Please see the Using Image Tools section of this Help file for more information about using
this ImageExchange® Image Editor.

If you click on the OK button, the photo will be automatically cropped and the Image
Editor will be closed. If a photo was already available in the database, CardExchange ®
Producer asks whether you want to update it. If you click Cancel, the original photo will be
restored on the print preview. You can disable this option in the Photo tab by unchecking
the Use Image Tools check box.

Edit Photos

' Employee Brample - CardBochange® Producer Ultimate

_ Print Data Photos Signatures Eiometnic ID scan Configuratian Vigw Service center

et Lise image editor i Edit photo &M Copy photo
e @ releiec]
"_@ Ask For confemation "_! !: I Export photo @ Pasie photo

Photo = Take Import
oplions’ ¥l Lice FaceFind photo  phots 8 Remave photo 1Eroptﬂ13ce
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Photos that were taken earlier can be edited using Image Editor. This function is accessible
in the following ways.

e Click Edit photo button as indicated in red,

After you have taken the photo, you will enter the Image Editor window of CardExchange ®
Producer, the ImageExchange ®.

[_i ImageExchange

e e re, lfﬂﬁ

Left Right Cn:-p Black and
white

Brighness:

Contrast: | T |

!

Please see the Using Image Tools section of this Help file for more information about using
this ImageExchange ® Image Editor.

If you click on the OK button, the photo will be automatically cropped and the Image
Editor will be closed. If a photo was already available in the database, CardExchange ®
Producer asks whether you want to update it. If you click Cancel, the original photo will be
restored on the print preview. You can disable this option in the Photo tab by unchecking
the Use Image Tools check box.
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10.3

10.4

Copy and Paste

' Employee Brample - CardBochange® Producer Ultimate

Print Data Photos Signatures Eiometnc 1D scan Configuratian Vigw Serace canter

< Use image editor = == @ Edit photo €M Copy phota
e ) e ke -
Ask For confrmation % EC Export photo | @@ Paste photo
Photo = fake import
oplions W' | Uze FarsFind photo  phots & Remaous photo

The Actions - Copy photo option allows you to copy the photo displayed on the Page
preview to the photo clipboard of CardExchange® Producer. You can then choose another
record (or even another card that is linked to another database) and, by using the Paste
photo option, link the photo on the clipboard to the selected record.

This function can be handy if the same record must be entered under a different name or
personnel number in the database. You do not need to take a new photo. As long as you do
not copy another photo and do not shut down CardExchange ® Producer, the copied photo
will remain on the clipboard.

Import Photos

% Employee Brample - CardBechange® Producer Ulbimate

Pant Data Photos Signatures Biometnc ID scan Configuration View Sernce canter
- Uce image ey = e 8 Edit photo &M Copy photo
e @ e E

L Ask far confimation % & Erportphoto W Paste photo
Phote  _ Take | import
W | Uge FaceFind phatof phots

oplions & Rapnove photo itr-}p to face

It is possible that you do not want to take a photo of someone because you already have
his/her photo. If this photo is in one of the usual formats (bitmap, jpeg, png, etc.), you can
use the Import photo function indicated in red to import it and display it on the card that
you have opened in CardExchange® Producer. You can then save the photo in the
database.

If you click Import photo, you enter a dialog window that allows you to select the photo
file.
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If you have found and selected the file, click Open and the photo will be displayed in the
Image Editor window. Here you can crop the photo to the right size and perform any other
editing operations.

10.5 Export Photos

' Employee Biample - CardBochange® Producer Ultimate

Print Data Photos Signatures Eiometnc 1D scan Configuratian Vigw Serace canter

E.— Uze image aditor Irrf-r_ ey K Edit photo [ Copy photo
"ﬁ Ask For confemation X i!

| €2 Export photo | g Paste oholo

Phote g Take import
options ¥ Use FaceFind phato phF;ta [ Remave photo 1Empt:n?ana

The opposite to import photo is also possible. You can export an existing photo from the
database to a file. To do this, click the Export photo button indicated in red in the Actions
section. Once more a dialog window will be displayed in which you can specify the name
and location of the file that must contain the photo.
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m:ﬂ I CardBechange » Data » Photos » Exported "’l":l' h'| search Exported B

Cirganize » Hew Tolder e @

/T Favorites Documents library
M Desktop Exporied

e Downliss Expornted Examplejpg
oo Recent Places

Armmange by Folder =

IPEG image

1aKE

il

3 Libvaries
*| Documents
o' Music
| Pictures
B videos

#d Homegroup

File namiez  Exported Bamplejpg -
Save as type: |Ipeg image ("Jpg) -

#/ Hide Folders [ Save ]| Cancel

You can choose between two supported file formats: Bitmap, jpg, emf, gif, png, and tiff.

Click on Save and the photo is exported to the selected location.

10.6 Remove Photos

% Employee Bample - CardBochange® Producer Ultirmate

Print Data Photos Signatures Eiometrc 1D scan Configuration Vigw Serace canter

Use image ey

m’"—@ Ask For confemation l'I'.:g II!

o EE Export photo g Paste pholo
Phote — = Take Impory
oplions M1 Use FaceFind phata  photcl] T8 Remaove photo 1Er0p to face

K Edit photo &M Copy photo

Photos can be removed from the database by clicking the Remove photo button from the
Actions section indicated with the red arrow. The user will be asked to confirm the remove
operation with the following question.
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10.7

. Question

@ Do you want to remove the photo from the database?

=

When you click Yes, the photo will be removed from the database.

Using Image Tools

o — ==

& ImageExchange

@ e e e !fe[ii

Left Right Crop Blackand
white

Brighness: 0.00
Contrast: |_| 0.00
| ok || concel |

L

CardExchange® Producer offers for all editions an Image Editor tool. The Image tool offers
some interesting functionality to help you upscale your photos or images.

When you take a photo or capture a signature and the Use Image Tools option is
checked, this Image tool will open. It also opens if you click on the Edit photo button.
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The Image tool has some functionality available via the File menu and the ribbon.

The File Menu

+

& ImageExchange

(r: Load

Brighness:

Contrast: | 4 |

1

When you take a photo, capture a signature, etc., the image will be automatically be show
in the Image tool. It is also possible to Load another image via the Load function in the File
menu.

When the image is edited and you click on OK, the image will be saved automatically. If
you want to store the image to another location just click on Save and select the
destination in the File Explorer and click on Save.

Exit just closes the Image tool without saving and works as the Cancel button.

Overview of the Ribbon
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Home ﬂ

e (6 (e e lf@l’i’

Left  Right Crop Black and
white

natation Hher leah
i i i

When the image is loaded, you can apply some standard functionality to it. If the image
needs to be rotated, just click on the Left or Right buttons in the Rotation section.

You can also crop the loaded image when you have adjusted the size.

ﬁHcme 2]
e e e
Left Right Crop Blackand Undo Reset
Rotation
L
I i
| |
L]
|
N
L
i N
| | |
Brighness:
Contrast: i D

L =

When you move the rectangle to required size, as indicated with the red arrows, and you
click on Crop, the image will be cropped according to the settings made.

When you click on the Black and white button, the whole image is converted to Black and
White and of course you can undo all your settings by clicking on the Undo button or click
on Reset to go back to the original loaded image.
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Brightness and Contrast

FEE=

A o B}
LCNCRN C el

Left Right Blackand Undo Resst
white
i Rotation Crther features
i
|
L]
|
L
I
L]
I
L
i| Brighness; i 0.14
Contrast: ol -0.34

L _ I= ok | [ concel |

Move the sliders, indicated with the red arrows, to change the Brightness and/or Contrast
of the loaded image.

Click on OK to store the image or click on Cancel.
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11 Using Signatures

%% Photo Test Card - CardExchange® Producer Enterprize (Gmalf Business Server)

m Print Data Photos Signaturs=s Biometric 1D scan Configuration Wiy Assist

i Use image editor r 2 Edit signatire % Copy signature
P . = g - .
£ v sk For confermation 7 e | Export signature , Paste signature
Signature Capiure  |mpart -
options sigrature signaturs |« REMAaus signature

IMPORTANT! Signatures are supported starting from the Premium Edition and higher!

In this section of the help file you can find all the information of how to use signatures with
CardExchange® Producer.

11.1 Capture Signatures

% Employee Bample - CardExchange® Producer Ulimate

m Print  Data Photos. | Signatures Biometnz  IDscan Configurstion  View  Servicecenter

I Use image editor ! 4 Edit signature = Lapy signature
Ir e s
¥ | A=k for-confimztion ' = Export signature Past= signafure
Signature Captura § Impart g =
ophions signature fxigrature 4 REmove signature

When you have selected the correct card template and the correct record, you can add a
signature of the person to the database, or, if you want, replace the existing signature. This
function is accessible in the following ways.

e Click Capture signature button as indicated in red,

After you have captured the signature , you will enter the Image Editor window of
CardExchange® Producer.
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ﬁ ImageExchange i
rome
Wi @ E @
Left Right Crop Black and e 2]
white
f <|
I
| |
]
| f
| |
| |
ii |
Brighness: ) .00
Contrast |_| 0.00
| ok || cancel |
Please see the Using Image Tools section of this Help file for more information about using
this Image Editor.
If you click on the OK button, the signature will be automatically cropped and the Image
Editor will be closed. If a signature was already available in the database, CardExchange ®
Producer asks whether you want to update it. If you click Cancel, the original signature will
be restored on the print preview. You can disable this option in the Signature tab by
unchecking the Use Image Tools check box.
11.2 Edit Signatures

%" Empfoyee Bample - CardExchange® Freducer Ultimate

m Print Data Protos Signatures Bometnc 10} scan Configuration WView Service center
Uze image editor ! ! ~Lopy signature
- : e > o m e
|# | Ask for confimmstion ! = Export signatire ¢ Past= signafure
Signatura Captura Impart 5 =
opticns signature signature o REMOVE signature
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Signatures that were captures earlier can be edited using Image Editor. This function is
accessible in the following ways.

e Click Edit signatures button as indicated in red,

After you have captured the signatures, you will enter the Image Editor window of
CardExchange® Producer.

r-ltiu ImageExchange @ﬂu}
Home 'ﬁ'i
— " I
e e @ e @
Left Right Crop Blackand Undo Reset
white
J-r J
]
W
]
| f
]
]
Ll .J
| .
Brighness: ) .00
Contrast: |T| Q.00
| ok || Cancel |
g

Please see the Using Image Tools section of this Help file for more information about using
this Image Editor.

If you click on the OK button, the signature will be automatically cropped and the Image
Editor will be closed. If a signature was already available in the database, CardExchange ®
Producer asks whether you want to update it. If you click Cancel, the original signature will
be restored on the print preview. You can disable this option in the Signature tab by
unchecking the Use Image Tools check box.
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11.3

11.4

Copy and Paste

*" Empfoyee bample - CardBechange® Preducer Uhimmate

m Frnt Data Photos Signatures Bometnc 10} scan Configuration WView Service center
! Useimage editor 4 Edit signature = Capy cignature
r o
[#] Ask Eor confirmetion ' = Export signatiire Past= signature
Shgnature Captura Impart 5 =
opticns signature sigrature G Remove signature

The Actions - Copy signature option allows you to copy the signature displayed on the
Page preview to the signature clipboard of CardExchange® Producer. You can then choose
another record (or even another card that is linked to another database) and, by using the
Paste signature option, link the signature on the clipboard to the selected record.

This function can be handy if the same record must be entered under a different name or
personnel number in the database. You do not need to capture a new signature. As long as
you do not copy another signature and do not shut down CardExchange ® Producer, the
copied signature will remain on the clipboard.

Import Signatures

*" Empfoyee bample - CardBechange® Preducer Uhimmate

m Frnt Data Photos Signatures Bometnc 10} scan Configuration WView Service center
! Useimage editor 4 Edit signature = Capy cignature
r 5
[#] Ask Eor confirmetion ' = Export signatiire Past= signature
Shgnature Captura § Impart 5
opticns signature fsigraturel] @ Remove signature

It is possible that you do not want to capture a signature of someone because you already
have his/her signature. If this signature is in one of the usual formats (bitmap, jpeg, png,
etc.), you can use the Import signature function indicated in red to import it and display it
on the card that you have opened in CardExchange ® Producer. You can then save the
signature in the database.

If you click Import signature, you enter a dialog window that allows you to select the
signature file.

© 2020 CardExchange Solutions, Inc.



Using Signatures| 297

& Open m
1_ EU :'.| b= CMdE:-:hang_-l_: b Data » Signatures vl*-_r :-1 Seamh Signatures B2

Organize = N folder = FH @

it Favorites = Documents library
M Desktop Sigriatures

I
4 Downloads 1000.png
o Recent Places F PHG mage
152 kA

Armenge by Foldes =

3 Libvaries
*| Documents

o' Music

| Pictures
B videos

#d Homegroup

1% Computer
e,

v g g

File name:  1000.png - |Pn-g iﬁugﬁt'png] -

If you have found and selected the file, click Open and the signature will be displayed in
the Image Editor window. Here you can crop the signature to the right size and perform
any other editing operations.

11.5 Export Signatures

%" Empfoyee Bample - CardExchange® Freducer Ultimate

“ Print  Data Photos. | Signotures Biometnz  IDsman Configurstion View  Service center

# tige ] i } § Edit sions = ~{apwe T
ke - e image editor 3, L Edit signature Copy signature
- ¥ Ask Ear contirmetion ! < Paste signafure
Signature Captura Impart = = =
opticns signature signature o PEMOVE signature

The opposite to import signature is also possible. You can export an existing signature from
the database to a file. To do this, click the Export signature button indicated in red in the
Actions section. Once more a dialog window will be displayed in which you can specify the
name and location of the file that must contain the signature.
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i Save fs ﬂ
- ] ::-| L # Data » Signatures » Exported - | 4y i-] Seamh Exported B2

Orgsnize » Mew lolder e 'ﬁ
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M Desktop Exporied
| Downloads -
i Exporied Signature.png

& Recent Places Mo | PRaG imags
]

Armmange by Folder =

il

3 Libvaries
*| Documents
o' Music
| Pictures
B videos

#d Homegroup

File name: Exported Signature.png =
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You can choose between two supported file formats: Bitmap, jpg, emf, gif, png, and tiff.

Click on Save and the signature is exported to the selected location.

11.6 Remove Signatures

% Empfoyee Bample - CardExchange® Preducer Ulimate

“ Print  Data Photos. | Signotures fiometne.  IDsmn Configurstion  View  Servicecenter

} LUze image editor 4 !
o > v o
¥ | Ask For-contfirmetion ) = Export signaturs # Past= signature

Signature Capture  Impart - .
ophicins sighature sigrature

= Edit signature = Capy signature

Signatures can be removed from the database by clicking the Remove signature button
from the Actions section indicated in red. The user will be asked to confirm the remove
operation with the following question.
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. Question

[Q) Do you want to remove the signature from the database?

Yes || No

When you click Yes, the signature will be removed from the database.

299

© 2020 CardExchange Solutions, Inc.




300 CardExchange® Producer Help

12 Using Biometric

L _—

With CardExchange ® Producer Business Edition or %ENTERPRISE EDITION NAME%> you
have access to using biometric devices. You can do complete enrollments of biometric and
we offer verify functionality to make sure all your stored data is correct. In this section of
the help file you can see how this works.
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12.1
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Biometric Setup

o Emoloyes B - CadExchange® Progucr Ubienam = = o "
Tnré Damis ffoim Sowiuse | Beews: Dlcan Confgestzn Yew Seems sasir L
| I #1 A5k lecconlimaton . h A Femos hiomeric
Bametic Ewal verdy
De1mE BB o
| |
Eodh W Aecomii . Froves. = |metioag -
i Egtain, Fagergdes = “'
| i I3 humber Fusifame  Lagirens | Cepariment The Buitding Company — Tate
— Aires iailer Haldak — phoin
Empicyme Seam e z e -
: = Isaac Keller —
i a shonda —_—
e z _.;Ie:ne Sales = Fremil
Hualthcae Eaample ¥ g -
1 LT Wil faim d g I
g
s = -
= Lar
bl E ey e
| —
: = ul
B — i
T et
I'_" = Iszse Mo 1 E
Expires: 24032078
5
i pea s e
Db pacoed *ix
[T 12 P b S Pronee i Eomad dctrirme U etk
sk BR 2P bacad Code Ve Pace
Tits Wi Lt of v 1 Tl ot Tt Fonit 1 BIENEE
fex Hala Cepammesk 'Eﬂt_ﬁ = | Bt e Fald 2
Dalere Frstnyme sz Bt Fhaldie 3180 EATr ot Freds B bl
: Wi e Marre Eryan Eoumiry Lndes Staies Eatrp Tt Rl d =rarga
Lagrame Eelei trame Frme Extry Teet Freld §
ke fap #355-BE7T Er e Wstale Fhane Evten: Powiut Freks 1 e =]
Cay Whitengrze Fae Mumzer Erira Cinin ks e —— =
il cavcs | B PP

Tharw are oo unrmes e derm PR =

When a biometric device is connected to CardExchange® Producer you have the possibility
to print the biometric image on the card or store it into the connected database. You can
also store the biometric template into the database. In this section we will explain how to
do this.

Printing the Image

% Employee Bample - CardBochange® Producer Ultimate

[ —r
Frint Data Fhaotas Signatures Biometric 10 =can Configuration View Senvica center

a-‘ﬁr i‘.‘ﬁj ‘:i_ 4. &F Export templates L__u_ E

T afimpors templates
Advanced Card Cards New Card  Database
options manage v card “=Dupleste template gedigner  seup

Erable lagins feature

When you want to print the scanned biometric image on your ID card you will have to add
an object to your Page design. Click on Card Setup in the Configuration tab in the Main
window to start the Designer.
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12.1.2
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When the Designer is opened, select the Image object from the Home menu and drag and
drop and image box on the design page. When the Insert new object window appears,
select Biometric image from the drop down menu, as indicated with the red rectangle, and
select the database column from the Database column selection drop down menu.

Click Close to add the object to the design, Save the template, and close the Designer.

Storing Biometric Data

% Employee Bample - CardBochange® Producer Ultimate

- —
Frint Data Fhatos Signatures Biometric 10 =can Configuration View Senvica center

L{P i‘.‘ﬁj @_ 4. &F Export templates L}_ E

T L8 Impor: templates
Achvanced Card Cards MNew Card Datshase
Oftions manage! ¥ card = Dupleste remplate designsr - setup

Erable lagins feature

Biometric data can also be stored into the database. You can store the image data and the
template. The template is based on ISO standard and can be used to create verify
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processes, also supported by CardExchange® Producer. You can find more information
about this in the Verify Biometric section of this Help file.

To store information in the database we need to create storage items. How to use
database and creating of storage items is explained in the Database section of this help
file.

When you have opened the Designer and started the Database Connection wizard, you
navigate to the last page of the Database Connection wizard, the Storage Items.

H Database Connection Wizard w
| Welcome to the Database Connection Wizard =
i Add andremove storageitems

Storage-itermn properties

Item name:  Biometric

Lo :":' """" = Table name:  thiEmployee -
=[] Photo Primary key: EmployeelD -
- ['] Print Counter - ;

= Col :  Biometrnic -
[ UpdsteCardStatus A name

[=] Print Report

r: Uate Printed Storage-item usage

: [l EmployeelD - -

[] Operator | General | Phn‘bosfﬂignatural Biometric | ID Scan

[ Pri . : _

0 E:::;Dr::tm @ Store the cardhelder's biometric image

“[] Time Printed ") Store the cardholder's biometric template

[ Advanced options.., I

First we add a storage item named "Biometric". Select the Biometric tab and select "Store
the cardholder's biometric image".
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' Diatabase Connection Wrzard#_z_ - m

| Welcome to the Database Connection Wizard

| Add andremove storageitems

Storage items Storage-itemn properties

[=] Students Item name:  Biometric Template

o ;

|S gﬁ%ﬁmﬂt&: Table name:  tblEmployee -
i'!ﬂ Mew storage item Primary key: EmployeelD -
[ Photo Column name: BiometricTemplate -
i [.] Print Counter '

' [1] UpdateCardStatus

_'D Hiometric Templats Storage-item usage

[=] Print Re : ;s

-] Date Printed | General | Phnrtosf.?»ignatura| Biometric @_
[+ 2 : g

e EmplayeeiD ) Store the cardhelder's biometric image

|_I Operatar

(] Print Count @ Store the cardholder's biometric template

L] Printed Name

“[1] Time Printed

[ Advanced options.., ]

If you also want to store the template, add a storage item named Biometric Template.
Select the Biometric tab and select "Store the cardholder's biometric template". The
template is an XML file so make sure that the database column type is big enough to store
a large text file.

When you are done you click on Finish to save all settings and close the Database
Connection wizard.
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12.2 Biometric Enroliment

%% Employee Esamgle - CardEcchange ® Producer Uitimats
E Print Data Photaos Signatures Biometric |0 sean Configuration Viewr Service center

E ¥ Ask for confirmation i ! £y Remove biometric

Biamatric Erroll Verify
options biometric § bicmatric

To get your biometric information into the database or on your card design, you will have
to do the enrollment. The enrollment of biometric is on this moment fixed on four (4)
readings. If these readings match, you will be able to store the information.

To enroll a fingerprint select the record that you want to do the enrollment for and click on
the Enrollment biometric button in the Biometric tab of the main window, indicated with
the red arrow.

Fingerprint enrollment - Iﬂl

Place 5 ﬂ-nger on the reader.

When you clicked on the button, the enrollment window appears requesting you, in this
example, to place your finger on the reader.
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12.3

Fingerprint enrcllment - @I

F;Iace Fingefﬁgain

Afinger was captured.
Attempt: 3

FlaceFingerAgain

Afinger was captured.
Attempt: 4

An enrollment FMD was successfully created.

Prass Save to continue.

When you have finished the full enrollment you can click on Save to store all the
information into the connected database and/or show as an image on the card.

Verify Biometric

% Employee Bxamole - CardExchange ® Producer Ultimats
ﬁ Print Data Photos Signatures Biometric |0 sean Configuration Wiews Service center

E | Ask for confirmation . !I & Remove biometric

Binmatric Errall Verify
options biometric | biomatric

CardExchange ® Producer does not only offer functionality to enroll your biometric but also
offers functionality to verify your enrollment.

To verify your enrollment click on the Verify biometric button and the window below will
appear:
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Fingerprint identification . [ﬂ{

Place a finger on the reader

To verify the enrollment, in this example, the finger needs to be placed on the reader. The
moment that the finger is placed, the scan will verify this with the template information in
the database. When the enrollment is succeeded and verified, the photo of the person will
be shown, if applicable, in the window as shown below:

|

Fingerprint identification

Flace a finger an the reader

If the there is no match the window below will be shown:
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12.4

B e

Fingerprint identification

Place a finger on the reader

Please be aware that this functionality only works with the template of the scan, not with
the image only. You need to store the biometric template into the connected database.

Remove Biometric

%% Employee Esamgle - CardEcchange ® Producer Uitimats

Data Photaos Signatures Biometric |0 sean Configuration Wiewr Service center
h ] Ask for confirmation I ! I& Remowe biometric I
Biamatric Erroll Verify
options biometric biomatric

Biometric data can be removed from the database by clicking the Remove biometric
button from the Actions section indicated with the red arrow. The user will be asked to
confirm the remove operation with the following question.

el ™

.Quesﬁnn

| { : :
@ Do you want to remove the biometric data from the database?
| k.~

|
| i

J |

Yes Mo

When you click Yes, the biometric data will be removed from the database.
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13 Using ID scanners

General Hospital

o
-
=
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=

e

If you have an CardExchange® Producer Business Edition or Enterprise Edition you can use
ID scanners. How to use these scanners is explained in this section of this help file.
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When a ID scanner device is connected to CardExchange ® Producer you have the
possibility to print the scanned document information on the card or store it into the
connected database. In this section we will explain how to do this.
13.1.1 Printing Images

%% Employee Bample - CardEcchange® Producer Ultimate

L Print Diata Fhotos Signatures Biometric 10 =ean Configuration View Service center
atf Fyy Tk
2 ﬁ-,. . in R Erport templates L»T' ﬁ -
it — T &P import templates . — Erable logins feature
Advanced Card Cards New | 7 Card Datzbase
opitions m arager . card & Duplicste template dedignsr  setup

When you want to print the scanned document information your ID card you will need to
have the information stored into your database.

Showing and printing data from the scanned document works the same as showing photos
or text from a database as explained in the Adding Card Templates section of this help file.

Click Close to add the object to the design, Save the template, and close the Designer.
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13.1.2 Storing ID Scanner Data

o Employee Bample - CardBochange® Producer Ultimate

E Frint Data Fhatos Signatures Biometric 10 ecan Configuration View Senvica centar

i &L Expor lak
£ . {}_,. L . Export templates L.? ﬁ
fad L - N

T &£8Import templates
Advanced Card Cards MNew i Card Database
options manager  » cad e Duplestetemplats gadigner  senup

Erabite logins feature

ID scanner data can also be stored into the database. You can store the image data like
photos and signatures but also the OCR data or address information, etc..

To store information in the database we need to create storage items. How to use
database and creating of storage items is explained in the Database section of this help
file.

When you have opened the Designer and started the Database Connection wizard, you
navigate to the last page of the Database Connection wizard, the Storage Items.
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; u qatabasgCanacﬁgn Wizard ﬁ
Welcome to the Database Connection Wizard
Add andremove storageitems
Storage tems Storage-item properties
L] Students Item name:  Photo
(] Biometric
. Tabl tblEmpl -
‘[] Biometric Template TR R gl e il
[.] Global Counter Primary key: EmployeelD -
[1]
{ |__—__| :ggf; Column name: Photo -
o i
E Print Counter Storage-item usage
“1 UpdateCardStatus
E| Print Report | General | Photos/Signatures | Eiup'l.e_tric| ID Scan |
[[] Date Printed (") Store the cardholder's scanned ID
1 2
EI, EmployeeiD i@ Store the cardhelder's scanned photo
“Ll Operator :
L] Print Count " Store the cardholder's scanned signature
: '] Printed Name (") Store the cardholder's scanned OCR
] Time Pr - _
v Prilard | All scanned text data ol
[ Advanced options.., ]

Remoe

[ Gancsd | [ <Back | [ Mea> | [ Fnsh

First we add a storage item named "Photo". Select the ID Scan tab and select "Store the
cardholder's scanned photo".
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I ’ Dfatab_gse-_@unnac_ﬁcn Wizard

Welcome to the Database Connection Wizard

Add andremove storageitems

| !_!_T_il_.'__ -".!!".".-

[=] Students
i ] Biometric

i1 Biometric Template
- [] Global Counter
[ 1D Scan

[ Photo

- [ Print Counter

“[1] UpdateCardStatus
[=] Print Report

=[] Date Printed

-[1] EmployeelD

['] Operator

- [1] Print Count

+[1] Printed Name

“[7] Time Printed

Storage-itemn properties
ID OCR

Itemn narme:
Table name: tblEmployee -
Brimary key: EmployeelD -
Column name: [Docr -

Storage-itemn usage

| General | Photos/Signatures | E'u:-_rrm_tric| ID Scan |

(") Store the cardholder's scanned ID
71 Store the cardholder's scanned photo
(71 Store the cardholder's scanned signature

i@ Store the cardholder's scanned OCR

All scanned text data v‘

[ Advanced options.., ]

[ Cancel J[ < Back ]| Nexdt

1 [ e ]

If you also want to store the OCR, add a storage item named ID OCR. Select the ID Scan tab
and select "Store the cardholder's scanned OCR". Via the drop down menu you can select
the data you want to store.

When you are done you click on Finish to save all settings and close the Database
Connection wizard.
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13.2

Scan Document

' Employee Example - CardExchange® Producer Ultimate
]
___._ £ Print Data Photos Signatures Biometric |10 scan Configuration View Service center
¥ Ask for confirmation =, Remove document
]
ID-scan Scan
options document

When everything is configured you can start scanning your documents. Click on the Scan
document button in the ID scan tab as indicated with the red rectangle which will start the
scanner.

ScanShellid scanmer " = [} x

% bean "5 Process Rotate image — Calibrate scanner Sawe and exit

Dozument sctions

(@ Drives liesnse () Passpart [ L et document
Sakct S=te:
Aegion |i_1n'[$ Stniea - | Country State

=] Bt Dhedect Stode

Loanned mage! Faea Image;

Sigraturs Image

Edrected Data

When the scanner interface is opened you need to select in the "Select State" group box
the region as ID documents differ per country. In the Document options group you select
what type of document you are scanning; Driver license or Passport.

In the menu at the top you can click on Scan to scan the document. When the document is
scanned you can rotate the image, and save and exit. The information will be stored into
the database and the information will be shown on the card, if configured.
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13.3 Remove Document

o=

Data

¥ Ask for confirmation

Photos

' Employee Example - CardExchange® Producer Ultimate

G
pint

<
I1D-scan
options

Signatures Biometric 1D scan Configuration View Service center
=\ '— Remove document
o
Scan
document

Your scanned document data can be removed from the database by clicking the Remove
document button from the Actions section indicated with the red rectangle. The user will
be asked to confirm the remove operation with the following question.

.Quesﬁnn

el ™

@ Do you want to remove the biometric data from the database?
ke -

[vﬂ No

J |

When you click Yes, the document data will be removed from the database.
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14

Using Databases

idigigls

-—
L

Starting at the Premium Edition, CardExchange ® Producer offers database connections.
Database connections and the stability of these connections has always been one the key
factors for developing connections.

Besides the variety of offered connections, all the major database connections are created
based on direct (native) connections. Therefore for all the major database systems, we have
their native connectors embedded. That will ensure 100% stable and secure connections.

CardExchange ® Producer does not only offer these type of connections, it also offers
multiple database connections with true Push-Pull technology. Sometimes there is some
confusion about push and pull, but CardExchange® Producer does not use internal
database structures to transport data from one database to the other database. That
ensures that with CardExchange ® Producer you never have to worry about the privacy of
the information because it this information stays were it should be... in your database!

© 2020 CardExchange Solutions, Inc.



Using Databases| 317

The different type of database connections offered, are available per edition as shown

below:

Edition Supported Database Connections

Go Internal MS Access Database

Premium MS Excel (all formats), CSV, and TXT files, MS Access (all formats), Paradox

Professional = MS Excel (all formats), CSV, and TXT files, MS Access (all formats), Paradox,
MS SQL, MySQL, Oracle, DB2, PostgreSQL, Ingris, SQLite, ODBC, Multiple
Databases

Ultimate MS Excel (all formats), CSV, and TXT files, MS Access (all formats), Paradox,
MS SQL, MySQL, Oracle, DB2, PostgreSQL, Ingris, SQLite, ODBC, Multiple
Databases

With CardExchange® Producer your data is secured processed with 128 bit encrypted
connections.

14.1 Add Database

Home Insert Page kayout Data View Service canter {4) w
&Y"w0 000
e [ Select - -
Edlit Mext  Last
Igh Remeve

Adding a database connection starts in the Configuration Mode of your Edition. Select the
Data tab and in the Connection group you select New from the group to start the Database
Connection Wizard.
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{ Data-definition wizard ]
Welcome to the data-definition wizard =
Add arremove delabaze connadhons b é
[ §
Databasa propertieg
Mame:
ﬂﬂnhu;&ty‘pq‘.
Sepver
Port:
Database:
!_-_-:_;.r. with LS name and passwond
L&gln sl armatian
User name:
Password:
Add l
| Concel |
In the sections "Using MS Excel", "Using MS SQL Server", and "Using Multiple Databases"
we will demonstrate how to configure a new database connection for the mentioned
database structures.
One of the most powerful functionality of the database connections are the Storage Items.
Storage Items allow you to store any type of data back into the connected database. This
can be Photos, Signatures, Print Dates, Print Counts, Environment Variables, etc. Storage
Items are supported for Premium Editions and Higher.
1411 Using MS Excel

Although it is not an database, MS Excel is one of the most used files to connect to ID
Badging software, and that also goes for CardExchange® Producer. We will demonstrate
how to create a connection to an MS Excel file using CardExchange® Producer. You can
create a database connection in four easy steps and make the information available for
presenting and printing.

Home Insart Page layout Cata Wiew Service canter (4 0
e D000
ih (g Select Iﬁ"') (.‘__,J
Edit i Mext  Last
Igh Remeve
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Click New to start the Database Connection Wizard.

' Data-definition wizard ]
| Welcome to the data-definition wizard =
Add arremove dptabase connadons E e
Database properties
Mame:
Detabase type: | -

Server

Port:

Database: |

LIJ:_HI‘I with L& nkme and password

Legin enformation
User mame:

Password:

I.F.-.Ir\llf

Cancel Fack st Fuiad

When the wizard opens you click Add to start making the connection.

Step 1
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il Data-defmition wizard

Welcome to the data-definition wizard
Add arremove delabaze connadhons

Databasa propertieg
Mame  Employees

Databese type:  Exced 2007 {ods)
Serven
Port:

Database:  C\Usersh|

|| Login with user name and password

Login sfarmation
User name:

Password:

Acd

) <o | (o)

Daoc [:J

Step 2

Enter a name for the database connection, select the correct database type, and select the
database file by typing the whole pad with extension into the Database text box or click on

the |« | button to browse to the file location. Click Next to proceed. It is important to know
that on the moment you click the Next button, the wizard will check the connection with the
file or database. If all is correct, the wizard will enter the second page of the wizard. If a
problem appears, and database error will be shown.
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4l Data-definition wizard ez
| Welcome to the data-definition wizard =
Epealy from which views dstaistoberead E 3

[ Read data-items from this detabase

View propertier

View name:  Demo3 -

Primary key: | & -

Internal-wiew definition

[Cconet ] [ ] s ] [ 7 | |

Select the check box 'Read data-items from this database’, select the corresponding sheet
in the 'View name' drop menu, and select the 'Primary Key' from the drop down menu. The
Primary Key is the unique identifier of the record in your database. Click Next to proceed.

Step 3
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| Data-definition wizard el
Welcome to the data-definition wizard £ o
Salact whase ba refrieve the name infa fram Iii:, "j.{ :
[iata databaze
Datobase: TSI =
| Swrtch om level-theee fiftes |
Drata columin: l
Last name:  Lasthlame -
First name  Fersthlame - W
Middle name: [none) -
Inatiats (nona) -
2nd Last namez  (none) -
2nd Middle name:  [none) v
Personal numbes: 1D -

| Caocst | | <Back | | Mets || A l

In the Main Interface of CardExchange ® Producer you find the Data Record View showing
all the records available in the database in a so called data grid. In this page of the wizard
we connect the columns of the database to the data fields. The first field always needs to
be connected. All other fields are optional. If you connect the database column, left from
the drop down menu you see the check box selected. If the check box is checked, the
column will be shown in the Data Record View. Click Next to proceed with the last and final
step of this Database Connection Wizard.

Step 4
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| Data-definition wizard el
Welcome to the data-definition wizard =
Epealy which views may be edited b A
4 :ﬂ-g

| [¥] Allew editing database records
LJ | 4 Allow adding new database records
+| Allow updating database records |
U Allow deleting dstabase records
Primary-key properties
Enter primary keys manually

@ Pomary keys generated by the databese

[ Concl | [ <Back | | hes [\ Frish I

In this page of the wizard you can set the rights to edit the connected database, or in this
case, the connected MS Excel file. Click on the check box ‘Allow editing of the database
records’ to enable this functionality. Separate from this selection you can set that the user
is allowed to add new records to the database and update existing records. Deleting is
deselected because deleting records in an MS Excel file is not supported. In the Primary-key
properties section you can select to enter the primary keys manually. If you are not using
numbers as primary keys, this check box needs to be selected but for each new record, a
unique primary key needs to be entered by the user. We advice to use numbers and leave
the check box as is by default, primary keys are generated by the database. Normally real
databases support this functionality itself, but because MS Excel is not a database, we have
embedded a unique number generator so your primary keys are taken care of by
CardExchange ® Producer. Now click on Finish
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4 Created licenses
L eMarketing Test Licenses

3 Libearies
[ Dacuments
o Music
e Phctures
B videos

#d Homegroup

1 Computer
s Local Disk (C3)
& €0 Drive (E)

File name: Employess.did

i

csn e AR —— ==
m-l L% CordExchange ¢ Data Premium ¢ Database Definitions » - | by | | Search Datobore Definifion: PI
| Organize » Mew folder = » e
o Favorites ~ Name Diate medified Type

B Dieskiop b M5 Access 2007 11/18/2012 %39 AM  File folder

L Downloads L M5 Excel 2007 I PM Felefolder

&l Recent Places |5l MS Access Database.did /003 310 PM. XML Document T

% Dropbex

.
|i

| Save a5 type: | Data definitions. (.dtd)

B Hade Foidess

k=

and save your database connection to a location on your computer. We advice to store
your data in the Data Folder of CardExchange® Producer.

Now in four simple steps you have created the connection to your MS Excel file and now
the columns are available in the Designer for adding to your design.

| Pages | Gutline | Data |

Company
Cepartment
FirstMame
1D
LastMame
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14.1.2 Using MS SQL Server

For using MS SQL Server connections a Professional or higher edition is needed. In this
example we will demonstrate how to make a connection to the MS SQL Server database.
For most of the database servers available, the setup for connecting works the same.

o

Home Insert Page layout Data View Service canter (4]

B im0 O 0
I} Remove

Click New to start the Database Connection Wizard.

# Data-definition wizard e
Welcome to the data-definition wizard E s
Add orremove database connedons F )?@

Database properties
Mame:

Database type:

'.l}-"_:lll"l with LE&r nkme and password

Legin enformation

User mame:
Password:
Concel | . et

When the wizard opens you click Add to start making the connection.

Step 1
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| Data-defimition wizard ]
Welcome to the data-definition wizard £ i;a
Add orrémove detabase connadions b A
.E ik

Databasa propertieg
[T T Mame:  Students
Database type:  SOL Server -
Server  WIN-CKLGASRCIGOSQLEXPRESS

Port:

Database:  CardExchange Demao

|| Login waith user namne and password

Lagin wfarmation
User name:  sa

Password: sssssessans

[ Canca | Back | [LMeta ]
Enter a name for the database connection, select the correct database type, enter the name
or IP address of the SQL Server. We advice to use the server name as CardExchange ®
Producer supports Load Balancing via TNS. If used in your organization, you will always
have access to your data if one of the servers goes down and the other takes over. Using IP
is more static and you need to know for sure that IP addresses are not changing. Entering a
port number with MS SQL Server is not needed.
When you are using Oracle, a port number needs to be entered. Enter the name of the
database running on the MS SQL Server.

If MS SQL Server is set to use Windows Authorizations, you can leave the Login option
unchecked. If not, check this option and provide a user name and password so
CardExchange ® Producer can log in to the database server. All user name and password
information is encrypted with AES 128 bit technology.

IMPORTANT! If you are connecting to an Oracle Database Server make sure you have installed the
Oracle.NET provider!

Step 2

© 2020 CardExchange Solutions, Inc.



Using Databases| 327

4l Data-definition wizard |t
Welcome to the data-definition wizard ,E-_-
Epealy from which views dstaistoberead xpg

[ Read data-items from this detabase
| n I
u | Wiew Prﬂpgﬂiu

View name!  thiEmployes -

Primary key:  EmployeeD -

Internal-wiew definition ‘

(oot ] [ ] [hetn ] [ e ||

Select the check box 'Read data-items from this database’, select the corresponding
view/table in the 'View name' drop menu, and select the 'Primary Key' from the drop down
menu. The Primary Key is the unique identifier of the record in your database. Click Next to
proceed.

Step 3

© 2020 CardExchange Solutions, Inc.



328

CardExchange® Producer Help

| Data-definition wizard e
Welcome to the data-definition wizard _Lh;:s_
Salect where ba retrisve the name infa fram IE' 'ﬁé
[iata databaze
Database: :-m -

| Switch on level-three filber

Drata columng

Last namez  Lastname -
First names  FistName - o

Middle narme:  Middlehlame -
Indtiats:  Imitiaks - ¥

2Zrvd Last namez  (none) -

Ind Middle name:  [none) -
Personal numbes:  StudentNumber -

|
[ Cance | [ <Back | | Meds |

In the Main Interface of CardExchange® Producer you find the Data Record View showing
all the records available in the database in a so called data grid. In this page of the wizard
we connect the columns of the database to the data fields. The first field always needs to
be connected. All other fields are optional. If you connect the database column, left from
the drop down menu you see the check box selected. If the check box is checked, the
column will be shown in the Data Record View. Click Next to proceed with the last and final
step of this Database Connection Wizard.

If you are connecting to a database with a huge amount of records and you want to
prevent loading all these records directly after the connection is made, check the 'Switch on
level-three filter' check box. This will prevent CardExchange ® Producer from loading all the
records and allows you to first create all needed filters for your configuration. For more
information about the Level Three Filters or any other filters, please see our "Using Filters"
section of this Help file.

Step 4
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i Data-definition wizand ﬁ
Welcome to the data-definition wizard _E;:
Iy which views may be edited |
Specly which views may be edite E._;i{

[#] Allowr editing database records

4 Allow adding new database records
+| Allow updating database records
¥ Allaw deleting database records
Primary-key properties
Enter primary keys manually
@ Pomary keys generated by the databese

| Concet | [ <Back | | MNets |

In this page of the wizard you can set the rights to edit the connected database, or in this
case, the connected MS SQL Server. Please be aware that this setting does not overrides the
editing rights set by the DBA for record access.

Click on the check box 'Allow editing of the database records' to enable this functionality.
Separate from this selection you can set that the user is allowed to add new records to the
database, update existing records, and Delete records. In the Primary-key properties section
you can select to enter the primary keys manually. With real databases like MS SQL Server,
Primary Key fields are always available and we advice not to enter keys manually. One not
for Oracle users, when connecting to an Oracle Database Server, Primary Keys are
generated based on created sequences. When Oracle is connected, select the correct
Sequence from the drop down menu. If no Sequences are available, please contact your
DBA (Database Administrator). Click Next to Proceed.

Step 5
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| Data-definition wizard et et
Welcome to the data-definition wizard Eees
d ;o
Epealy dats columns settrgs E?ﬁg
[¥] Visible

Students “1 |¥] Editable
Addrass e :
Cosmereant | Editar selection =ﬂﬂ!|{m:

m_d v Tt box
DateFhols
Ernaal @ Drop-down menu with fxed values

| EmpleyealD |
Fax I';:. P =
Firsthame Bnﬁri]e "
GlobalCounter Beasil
Initzals Chile

| Lastname i
MicdlaMame

| MifareSN | | tmporta. | T Skip first fine Delimiten
Mobils
Phone Drop-down menu with lookup table
Phote
Flace

"] PrentCount
PrintDats
=] |
Trackl
L

T s

Starting from CardExchange ® Producer Premium Edition, we offer advanced data column
handling. With this functionality you can set per available column if it needs to be visible or
not visible in the Data Edit Window or visible and not editable. In the Editor selection you
can also define drop down menus. For more information about how to create drop down

menu's, please see the "Using Drop Down Menu's" section of this Help file.

When you are using a Professional or higher edition you also will have access to
functionality to set specific requirements per column like Column is required for printing,
Halt batch when the column does not contain any data, etc. Wanna know how to use the
requirements, please the "Using Data Requirements" section of this Help file. Click Next to
Proceed.

Step 6

© 2020 CardExchange Solutions, Inc.



Using Databases| 331

g Database Connection Wizard bl |
Welcome to the Database Connection Wizard
Add and remove storage items
items Storage-itemn properties
[=! Internal Datsbase lter name: ||"-.-"||::udif},rDate |
Table name: |G|:| v|
| Photo Primary key: ||D Mumber v|
Column name: |E}€tra Date Field 1 v|

Storage-itern usage

General Photos/Signatures  Biometric 1D Scan
(®) Store data after printing a card

(") Store button-triggered plug-in output

() Use as print counter

Advanced options...

Add Remowve

Cancd | | <Bck Next 3 Firich

Starting from the Premium Edition, CardExchange ® Producer offers Storage Items. Storage
Items offers you the possibility to store any type of information that is important for your
print process or production into your database. Print dates, Print counts, user information,
photo's, signatures, etc. Everything you need to know about configuring Storage Items can
be found in our "Using Storage Items" section of this Help file. Now Click Finish...
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Tomn e R— ==

m-l L% CordExchange ¢ Data Premium ¢ Database Definitions » - | by | | Search Datobore Definifion: PI

A —

wr Favorites Narme Date medified Type

Organize » Hew folder

B Desktop L MS Access 2007 1171572012 5:39 AM File folder

4 Downloads L M5 Excel 2007 32252013 834 Pt Fele folder

&l Recent Places |5l MS Access Database.did /003 310 PM. XML Document T
% Dropbex

4 Created licenses

L eMarketing Test Licenses

i

3 Libearies
[ 3 Documents
o Music —
e Phctures
B videos

#d Homegroup

1 Computer
L Locsl Disk () _
A2 CD Drive [E) b v M ol 4

File name: Employess.did
| Save a5 type: | Data definitions. (.dtd)

|| e Hade Foidess

k=

and save your database connection to a location on your computer. We advice to store
your data in the Data Folder of CardExchange® Producer.

In six steps you have created the connection to your MS SQL Server and made the columns
available for adding them to your design.
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| Pages | Dutline| Data

Accesslevel —

Address

Application
CardProfile
CardStatus
Class
Comment
Country
DatePhoto

m

Department
DOB

Email
Employeell:
Fax

FirstMame

GlobalCounter

Initials

14.1.3 Using Multiple Databases

For using Multiple Database connections a Professional Edition or higher is needed. In this
example we will extend the example we created with the SQL Server with a connection to
an MS Excel file that is going to be used to report the amount of prints made for a record
too. First we need to create an MS Excel file that is going to contain this information. As an
example, below you can find a screen shot from an MS Excel created for this example.
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E a0 = e R — B
“ Home Inien Page Layout Farmulas Dats Review Wisw Agdins & G = g B
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The first row is used for the columns and the following columns are created:

Column Description
Name
ID Will be the unique field (Primary Key) for this connection

ID_Student  This will contain the unique ID (Primary Key) field from the Student Table

Printed NameThis field will contain the name of the student printed

Operator This field will contain the name of the operator logged into CardExchange ®
Producer

Data Printed This field will contain the date the record is printed

Time Printed This field will contain the time the record is printed

Print Count  This field will contain the amount of times the record is printed

The standard sheet name is renamed to "Print Records" and the other two sheets are
removed. Of course this is not needed, but makes it more clear what you are doing.

When done, save the created MS Excel file to a location, preferably in the Data folder of
CardExchange® Producer. Now we proceed with

Home  Inkent  Pagelayout | Data | Wiew  Sendce cedier (1) "
ety 00
" QO
Edit Next  Lost

[igy e

Click Edit to start the Database Connection Wizard and open the connection made for MS
SQL Server.
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1 Ot et |

Welcome to the data-definition wizard
Add or remo ve detabase connedions

Databasa propertieg I

[ — Name:  Students |

Database type:  S0L Server -
Server  WIN-CKLGASRCIGO\SQLEXPRESS

Port:
Database: "(_.au'dEJ;c'hmgr Erm-n

[¥] Login with user name and password
Login sfarmation
Usesr name: 53

Password:  sssssssssss

Step 1
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T e

Welcome to the data-definition wizard

Add orremove dptabaze connadions

Databasa propertieg
Mame:
Database typs:
Server
Port:

Database:

Print Fbép:;lt
Excel 2007 (s -
WEN-CKLGABRCIGO\SOLEXPRESS

Database\Print| Reportsadsy || o]

|| Loagin with user name and password

Login sfarmation
User name:

Password:

[ cancet |

|58

[_Add | [ Remove |

Back Med > et

Now click on Add to create an extra connection. Enter the Name field information select
the correct database type, etc. It is basically the same setup as with the Using MS Excel
example. Select the MS Excel sheet you have created for Print Reports and click Next to

proceed.

Step 2
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i Data-definition wizard ot
Welcome to the data-definition wizard s
Epealy from which views dstaistoberead F »@

[T Read data-items from this detabase

View propertier

View name:  |thiEmployes

Primary key: émrllr-“_n-cli' -

Internal-wiew definition

| Concsl | | cBack | | Meto |

In this page you now see two database that can be selected. What is important to know is
that you always read from ONE database only. All other connected databases are for
writing only. So in this situation, make sure the 'Read data-items from this database' is
unchecked and leave the Students database checked. This also shows why it is important
when using multiple database connections, the naming chosen for the connections is
important to be clear. Click Next to proceed.

Step 3
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iyl Data-defmition wizand

Welcome to the data-definition wizard

Salect where ba retrisve the name infia fram

[iata databaze

Database ETEN

|| Switeh an level-thres filter

Duata columne
Last name:  Lastname
First name  Farsthame
Middle name:  Middlehame
Indtiats:  Imitiaks
2rvd Last name:  (none)

2nd Middle name: [nnn;-.J.

Personal pumbes:  Studenthlumber

i
|

| Concat | [ <Back | |

Med >

The page where the name information is set does not change and stays the same as in the

Using MS SQL Server example. Click next to proceed.

Step 4
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.'si Data-definiticn wizard =

o

Welcome to the data-definition wizard
I Epealy which views may be edited

[#] Allowr editing database records
'HI

¥ Allow adding new database records
| Allow updating databace records
1 Allow deleting database records
Primary-key properties
¢ Enter primary keys manually

@& Pomary keys generated by the databese

| Concd | [ <Back | | Med> |

R

Also this does not change and stays the same as in the Using MS SQL Server example. Click
next to proceed.

Step 5
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| Welcome to the data-definition wizard e
Epealy dats columns settrgs E 3

| Concsl. | | <Bock | | MNet> || P

Also this page does not change. Although you can see that the new created database is
available, we are only writing back to it so we cannot define any settings for the specific
columns. Click Next to Proceed.

Step 6
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| Welcome to the data-definition wizard e
Add endremove storageitems E 3
Starage-item propertie
| Students tern name:  Print Count
Gicbel C Table name  'Prnt Recordst -
Print Countar Primary key; 1D -
| UpdateCardStatus . -
| Print Report Column name:  Print Count
"] Diate Prired
-| Oparzior Value properties
| Printed Name .
15 0 _+ Supply new value for selected column
| Turm Prentad Uze the salected column for specials (like photos)
Pt Count B B xitec e cofamy acenuinen
[ de | [ Bemove |
| Cmncet | | <Back | | Mest Finish

In the Storage Items section you now see the new database connection and you can start
adding the items to the connected database. All the information about configuring the

Storage Items can be found in our "Using Storage Items" section of this Help file. Now Click
Finish...
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4 Created licenses
L eMarketing Test Licenses

3 Libearies
[ Dacuments
o Music
e Phctures
B videos

#d Homegroup

1 Computer
L Locsl Disk ()
A2 CD Drive [E)

File name: Employess.did

i

csn e AR —— ==
m-l L% CordExchange ¢ Data Premium ¢ Database Definitions » - | by | | Search Datobore Definifion: PI
| Organize » Mew folder = » e
o Favorites ~ Name Diate medified Type

B Dieskiop b M5 Access 2007 11/18/2012 %39 AM  File folder

L Downloads L M5 Excel 2007 I PM Felefolder

&l Recent Places |5l MS Access Database.did /003 310 PM. XML Document T

% Dropbex

.
|i

| Save a5 type: | Data definitions. (.dtd)

- Hade Foidess

k=

and save your database connection to a location on your computer. We advice to store
your data in the Data Folder of CardExchange® Producer.

In six steps you have created the extra connection and when configured correctly, every
time you print, a record will be added to the MS Excel file connected.
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| Pages | Dutline| Data

Accesslevel —
Address

Application
CardProfile
CardStatus
Class
Comment
Country
DatePhoto

m

Department
DOB

Email
Employeell:
Fax

FirstMame

GlobalCounter

Initials

14.1.4 Data-source Plug-in's

To use data-source plug-in's you must have a CardExchange ® Producer Business Edition or
Enterprise Edition and you need an additional license for each specific plug-in, once you
have this license you can activate it by following the steps under Upgrade Your License.

Below are the current available Data-source Plug-in's.

LDAPExchange

LDAPExchange allows for using LDAP (Active Directory) as a live data source for
CardExchange® Producer.

Via LDAPExchange it is possible to view and edit LDAP entries in CardExchange® Producer,
you can also update these entries at print time with data from other sources.

Note: It is not possible to add or delete entries from LDAP via CardExchange® Producer.

NET2Exchange
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14.1.4.1

NET2Exchange is a special database connector that allows for using an existing Paxton
Access Net?2 installation as a live data source for CardExchange® Producer.

Via NET2Exchange, it is possible to view and edit Net2 user data in CardExchange ®
Producer, view and manage each user’s cards and create a new card record in Net2
whenever a card is printed with CardExchange ® Producer.

Note: It is not possible to add or delete entries from Net2 via CardExchange® Producer.

LDAP

LDAPExchange requires one DLL file: LDAPExchange.dll. This file, a product of
CardExchange Solutions, is the data-source plug-in that needs to be called from
CardExchange ® Producer. This DLL file is included in the installer of CardExchange ®
Producer and is found in the CardExchange ® Producer installation folder, which is C:
\Program Files (x86)\CardExchange Solutions\CardExchange Gateway\ by default.

1. Start Notepad with administrator rights and open the file LDAPExchange.ini which is
located in the CardExchange ® Producer installation folder.

2. Specify the desired root node and the attributes (fields) that you want to load from
the LDAP.
The filter is set to users by default, but can be changed to other object types if
desired. Leave the root-table name as is.
Leave the path-column name as is unless the name “path” also appears in your
attribute list, in which case you should choose a unique name.
The path column will contain the full distinguished name of the LDAP entries and
can serve as primary key.

3. Start CardExchange® Producer and create a new card or modify an existing one.

4. Inthe database setup, choose Data-source plug-in as database type, enter none for
the server and the port (these fields are not used) and select the LDAPExchange.dll
in the installation folder as database.

5. Check the Login option and supply the correct login details (This may not be
needed for a domain user)

6. On the second page, select the People table and choose a primary key. If none of
the attributes specified in LDAPExchange.ini can serve as primary key, you can use
the path column. This is a long text column and hence not very efficient as primary
key, but it works if needed.

7. On the fourth page, if you allow editing at all, disable the options to add and delete
records, as this is not supported by LDAPExchange.
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8. On the storage items page, you can create storage items, but again, it will only be
possible to update existing records of the LDAP and not inserting new records.

14.1.4.2 Net2

NET2Exchange requires two DLLs: Net2Exchange.dll and Paxton.Net2.OEMClientLibrary.dll.
The first, a product of CardExchange Solutions, is the data-source plug-in that needs to be
called from CardExchange® Producer. The second is the Paxton Access Net2 SDK, which
forms the interface between Net2 and NET2Exchange. Both DLLs are included in the
installer of CardExchange ® Producer and are found in the CardExchange ® Producer
installation folder, which is C:\Program Files (x86)\CardExchange Solutions\CardExchange
Gateway\ by default.

If CardExchange ® Producer runs on a different computer than the one where Net2 is
installed, it is necessary to install the Net2 runtime, which is distributed by Paxton Access as
part of the Net2 SDK.

Configuration

NET2Exchange is both a data-source plug-in and an external plug-in. The data-source
plug-in part manages the reading and writing of user data and the creation of new card
records upon printing. The external plug-in part makes it possible to view and manage the
user's card records. Both need to be configured separately.

Creating a new card
1. Start CardExchange® Producer and click Configuration — New card.
2. Provide a template name and optionally a category.
3. Click Next to go to the second wizard page.
4. Select | want help to make my card by using this wizard and click Next.
5. Specify whether the card is double sided, set its orientation and click Next.
6. Select Please connect my new card to my own database.

7. Click (add a new database...) to open the database-connection wizard.
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Creating a database connection
8. Click Add to add a new connection.

9. Set the connection’s name to NET2Exchange.

10. Set the database type to Data-source plug-in.

11. Type the name or IP address of Net2 server. Use localhost if Net2 is installed locally.
12. Set the port used by the Net2 server. Normally, you should type 8025 as port.

13. Click on the browse button to select a database, navigate to the CardExchange ®
Producer installation folder and select the Net2Exchange.dlII.

14. Enable Login with user name and password and supply the correct login
information.

15. Click Next to go the second wizard page.

16. Enable Read data-items from this database.

17. Choose Users as view name and Userld as primary key.
18. Click Next to go the third wizard page.

19. Choose NET2Exchange as database, Surname, FirstName, MiddleName and
Userld as record look-up fields.

20. Click Next to go the fourth wizard page.

21. Select Allow editing database records and allow both adding, updating and
deleting.

22. Select Primary keys generated by the database.
23. Click Next to go the fifth wizard page.

24. Unselect the option Visible for the following database columns: AccessLevel,
Department, UserGuid and Userimage.

25. Unselect the option Editable for the following database columns: Global,
LastAccessTime, LastArea, LastAreald and LastUpdated.
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26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

Select Drop-down menu with lookup table for the column AccessLevelld with
AccessLevels as table name, Key as storage value and Value as display value.

Select Drop-down menu with lookup table for the column Departmentld with
Departments as table name, Key as storage value and Value as display value.

Click Next to go the last wizard page.

Click Add to create a new storage item and call it Photo.

Set the table name to Users, the primary key to Userld and the column name to
Userimage.

Click the Photos/Signatures tab and select Store the cardholder’s photo.

Click Add to create a new storage item and call it CardTypeld.

Set the table name to Cards, the primary key to CardNo and the column name to
CardType.

Click Add to create a new storage item and call it Userld.

Set the table name to Cards, the primary key to CardNo and the column name to
Userld.

Click Advanced options... and select Supply value for primary key and Always
insert (uniqueness primary key not guaranteed).

Click OK to close the storage-item properties and Finish to close the database-
connection wizard.

Creating a new card (continued)

38.

39.

40.

41.

Click Next to go to the next wizard page.
Choose a background image or color and a logo and click Next.

Select Use a combined name field on my new card with FirstName Userlmage
(NET2Exchange) as first name and Surname Userlmage (NET2Exchange) as last
name.

Select Use a photo on my new card with Userimage (NET2Exchange) as
associated database column.
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42.

43.

44,

45.

Click Next.
Choose the database columns you want to show on the card layout and click Next.
Configure a bar code if desired and click Next.

Leave the option After Finish, start the Designer for modifying the layout...
selected and click Finish to open the designer.

Mapping the storage items

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

In the designer, open the Properties window and go to the Manual entries tab.

Click Add manual entry, call it Card-type ID and set its value to 1 (or another value
of choice).
Select the Data tab on the left hand side and Storage items on the bottom of the

tab.

Select CardTypeld in the Data tab and select the Content tab in the Properties
window.

Map the storage item CardTypeld to the manual entry Card-type ID.
Select Userld in the Data tab and map it to the database column Userld.
Select Storage-item keys on the bottom of the Data tab.

Select Cards in the Data tab.

Choose the desired mapping in the Content tab of the Properties window. The
mapping will determine the card numbers created in Net2. It is possible use a
manual entry, or a global counter to generate successive card numbers. It is also
possible to use the chip-serial number as card number, in which case the storage-
item key of the Cards table needs to be mapped as chip-serial number.

Finish the graphical card design according to your wishes. Them save and close the
card template.

Configuring the external plug-in

56.

57.

Back in the main window, click Configuration — Advanced options.

Select Show advanced mappings and click OK.
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58. Click Configuration — Card-definition wizard to open the card-definition wizard.
59. Select Do you want to use external functions or plug-ins? and click Edit.
60. Click Add to add a new plug-in definition and call it Cards.
61. Click on the browse button to select the Net2Exchange.dll file.
62. Unselect Call when printing and select Call using a button.
63. Click Finish to close the external-functions wizard.
64. Click Next to go to the mappings window.
65. Select Cards.Userld (no mapping) in the External-function input tab.
66. Select Database column in the type-of-data drop-down menu.
67. Select the database column Userld (NET2Exchange) and click Finish.
Usage
Back in the main CardExchange ® Producer window, you should see the Net2 users listed in

the name list. If you open database-edit window, you can view and edit the user details,
using drop-down menus for the access level and the department.

When you click on the Cards button on the right-hand side, you enter a dialog that lists the
card records for the current user, showing the card number, the card type and the lost-card
flag respectively. In this window, you can change the card type, mark a card as lost and
delete cards from the database.

As soon as you print a card for a specific user, CardExchange ® Producer will create a new
card record in Net2 for that user, setting the new card number to whatever you have
mapped for the storage-item key in the designer.

If the card number needs to be shown on the card, as text or in a bar code, you have to
make sure that the corresponding text object or bar code is mapped the same way as the
storage-item key.

© 2020 CardExchange Solutions, Inc.



350 CardExchange® Producer Help

14.2 Storage Items

g Databaze Connection Wizard b ol |
Welcome to the Database Connection Wizard
Add and remove storage items
mge tems. Storage-itemn properties
- Internal Databese [tem name: |Mndif}rDate |
Table name: |G|:| v|
| Phaoto Primany key: |ID Mumber v|
Column name: |Ex‘tra Drate Field 1 -¢|

Storage-itermn usage
General Photos/Signatures  Biometric |0 Scan

(®) Store data after printing a card
() Store buttan-triggered plug-in output

() Use as print counter

Advanced options...

Add Remove

Cancel < Back Mext Fimish

If you want to store data into the connected database(s), you need to define Storage
Items. Storage Items contains the information of the column name in which you want to
save your information like photos or print dates. This Storage Items will be presented in
the Storage Items section of the Data tab in the Explorer Menu of the Designer and where
they will be connect to the right Object Type. See Objects and Standard Object Types
sections of this Help file for more information.

For each connected database you can define storage items. Just click on the database name
on the left side to select and click on Add to define a storage item. You can add unlimited
storage items for each connected database.
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Storage Items are supported starting from Premium and Higher Editions and are
configured in the last page of the Database Connection Wizard. For more information
about the Database Connection Wizard and examples of how to make Database
connections, please see the Databases section of this Help file. In this section we will
explain all the available functionality of the Storage Items section of the wizard.

The Storage Items section of the wizard is divided into three different sections which are
the Available Storage Items section on the left side showing all the available databases and
their created storage items, The Storage Items Properties group, and the Value Properties

group.

The Storage Item Properties

g Database Connection Wizard b ol |
Welcome to the Database Connection Wizard
Add and remove storage items

Storage tems Storage-item properties

=] Internal Database [tern name: ||"-.-"||::udif},rDate

MNew storage item
| Photo Primary key: ||D Mumber

Coelumn name: |Ex‘|:ra Date Field 1

Storage-itern usage

General Photos/Signatures  Biometric 1D Scan

(®) Store data after printing a card
(") Store button-triggered plug-in output

() Use as print counter

Advanced options...

Add Remowve

Cancel < Back Mext Fimish

This section, indicated with the red rectangle, shows four important properties:
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Storage Item Description

Property

Item name Enter a name for the storage item like Photo, Print Date, etc.
Table Name Select the table from the database where you are storing the data
Primary Key Select the Primary Key from the selected database

Column Name Select the column name from the selected table

CardExchange ® Producer not only offers storing data into multiple connected databases,
you can also store data in multiple tables. That makes this section so powerful. For
example, you are connected to a database containing a view that combines two tables, for
example Student and Student Photo, with a so called LEFT INNER JOIN connection. A
LEFT INNER JOIN view shows all the records of the Student table with the photos of the
Student Photo table. Even if there is no photo for the Student available in the Student
Photo table, the Student record will be shown.

Everybody knows that you cannot store data into the database via an LEFT INNER JOIN
view because updating one record will update all records and therefore, in most of the
competitive applications you simply cannot store information back into the database when
connecting to a view like this.

With CardExchange® Producer you select directly the Table, Primary Key, and Column
Name. In this example we would select the Table ‘Student Photo’, the Primary Key
'StudentID', and the Column 'StudentPhoto'. Now when we store the photo, it will be
stored directly into the correct column out passing the connected view.

The Value Properties
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g Database Connection Wizard ol |
f Welcome to the Database Connection Wizard
Addand remove storage items
mﬂfﬁﬁm Storage-itermn properties
[=! Internal Datsbase ftem narme: |MDdifyDate |
Lb"hﬁl___ | Table nams: |G|:| v|
MNew storage item
| Photo Frimary key: ||D Mumber 'u'|
Column name: |Er|:ra Drate Field 1 'u'|

Storage-itern usage
General Photos/Signatures  Biometric |0 Scan

(®) Store the cardholder's photo

(T) Store the cardholder's signature

Advanced options...

Add Remove

Cancel < Back Mt Fimish

This section, indicated with the red rectangle, shows three properties. You can Supply for a
new value for the selected column which means that the data will always be added to
the table and will not only update the record. You can use the options under the tabs to
specify the usage of the storage-item (like photos) so CardExchange ® Producer knows that it
will handle images instead of normal columns.

This is a very important setting because Storage Items are normally processed on the
moment that the card is produced. Of course, when taking photos or capturing signatures,
you would prefer to store the image directly and not at the end of the print process. When
selecting this option, the Storage Item will be processed immediately.

You can also set the option Use selected column as counter. This will increase the column
every time you print a record.
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Besides these properties you can also set some advanced properties for the Primary key
and Insert/update commands. Clicking on Advanced options will open the window below.

#| Storage-ltem Properties b

Primany+ey properties
(®) Uze primary key of eslected name

() Supply value for primary key

Insert/update properties
(®) Update row if primary key exists, insert row otherwise

() Allways insert {uniqueness primary key not guarantesd)

Ermor behawviar

In case an error ocours during printing,

(@) Do not process the storage item

(") Process the storage item as usual

m

(") Store this value:

(") Store the error message

Cancel

In the Advanced Storage Item Properties window you find three different groups that you
can set. First group is the Primary Key Properties group. By default the system uses the
Primary Key of the selected record for storing into the database. But it is also possible to
supply the value for the Primary Key.

In the Insert/Update Properties group by default the row is always updated when the
Primary Key exist. It will insert if not. You can also select to Always insert. That can be
handy if, for example, the amount of prints needs to be reported with date and time. Be
aware that the uniqueness of the Primary Key will not be guaranteed anymore.

In the last group you can set the Error behavior of the Storage Item. By default, the
Storage item will not be processed but you also select one of the other options like
process as usual, store a predefined value, or store the error message. Of course, in case
of the last two choices it is important to make sure the database column can hold this type
of content. Click on OK to return to the Wizard Page.

When you have created all your Storage Items, the Wizard page should like something as
shown below:
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u Database Connection Wizard

Welcome to the Database Connection Wizard
Add and remove storage items

[=! Internal Database
[ ] MedifyDate

L] PrintDate

'] Pheto

|| Counter
L1 Firsthame

B

Storage-itern properties

[tem name
Table name
Primary key

Columin name

: |LastNamE |
: |Go v|
: ||D Mumber v|

: Lastr‘tam L) |

Storage-item usage

General Photos/Signatures  Bjometric |0 Scan

() Store the cardholder's photo

(") Store the cardhaolder's signature

Advanced options... |
. Add " Remove
Cancel | | <Back | | Mee | | Fmish

When you click on Finish, you will return to the Designer window.
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Pagss | Outine  Dofa
Internal Database
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Firsthams [ |
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= ‘ - - - . BAsanvEs
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Database columns
Momual entries Serrano
k i
|_5|nmgch-.ms |
There are g unread news items. 1053, (T Pt

In the Designer Interface you click on the Data tab of the Explorer Menu and now you see
the Storage Item tab. Click on this tab and all the created Storage Items will be shown as
indicated in the area with the red rectangle. The bold name indicates the connected
database and the indent are the created storage items.

Now make sure that you have the Properties window open and make sure the Content tab
is selected. Select one of the Storage Items, in this example we selected the FirstName
item from the Internal database.
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% Properties b = O x

Manual entries MIFARE® Expressions Variables Functions
Content | Position | Text | Border | Colors | Visibility | Database columns

|Celeste

TP

™

Firstname hi

Formatting options

Letter case: Maintain eriginal -
Prefix: [ ] Always visible
Suffix; [] Always visible
Format: N‘_Dne W

[ | Reverse byte order T

Concatenate ©)

| Close

The Standard option offers you the possibility to connect to any object available and works
exactly the same as explained in the section Standard Object Types of this Help file. For
example we want to store the FirstName into another database so we select FirstName
from the list of database columns for the Storage Item selection we created.
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% Properties b = O x

Manual entries . MIFARE® . Expressions Variables . Functions

Content | Position | Text | Border | Colors | Visibility | Database columns

IfETe20!T

Print date hi

Formatting options

Letter case: Maintain eriginal -
Prefix: [ ] Always visible
Suffix; [] Always visible
Farmat Dateftime e d 7

[ | Reverse byte order

Concatenate ©)

| Close

If we wanted to store the date that the card was printed, we could select Print date from
the Standard Object Type drop down menu. We set the Format option to Date/time and
enter the 'd’ to make sure we store the short date only and not the time and you are good
to go!

Note: When the Photo Storage Item is selected in the database setup, you will not see these options under

the tab in the designer.
The same applies for Signatures, Biometric data, ID Scan and Counters
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14.3 Drop Down Menu's
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CardExchange® Producer offers great functionality to add drop down menus to your Data
Edit Window. Using drop down menus limits the user error while entering new or updating

existing data.

Drop down menus are supported starting from Premium Edition and higher and in this
section we will explain how to configure these drop down menus.

The creation of drop down menus is a part of the Database Connection Wizard.
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. {4} Database Connection Wizard

Welcome to the Database Connection Wizard
Specify data columns settings

Columns Visible
Editable

Editor selection | R-E,qmlemfﬁt_‘i|

[ PrintCount

1 pindon © Tetiox

[] Sexe @ Drop-down menu with foed values

i'i:| Trackl

- Track2 Chemistry .

| [ Track3 Computer Science |E|

L[] ZipCode . Corporate Learning

[ Class Economics

o Fine Art

[0 poB =

[ Studenthumber ] Skip first line Delimiter:

[ Status

I—' Major E " Drop-down menu with lookup table

[} AccessLevel

i[1] Applicstion .

= Table name: | * |

' [1] CardProfile o g ind

+[1] CardStatus Storags value: | ol

A Layout B |

[*] Print Report ad s s | ]
[ Concel | [ oo ] [ Met> ]| Fosn ||

When adding a database and using a Premium or higher edition, on the fifth page of the
wizard, where you specify the data column settings, you see a tab called Editor selection.
The Requirements tab is only available starting from Professional and higher editions and is
described in the Data Requirements section of this Help file.

The Editor selection contains two different ways to create drop down menus. The first
option is creating a menu based on fixed values indicated with a red rectangle. The
second option is creating a drop down menu using a look-up table from the connected
database as indicated with a green rectangle.

Creating Drop Down Menus with Fixed Values

© 2020 CardExchange Solutions, Inc.



Using Databases

361

. {4l Database Connection Wizard

Welcome to the Database Connection Wizard

Specify data columns settings

[ PrintCount
i ] PrintDate
P Sexe

i'i:| Trackl
oLl Track2

| (] Track3
L ZipCode
[ Class

i B |

o

[ poB

- [7] Studenthumber
=[] Status

(1] Major

[ AccessLevel
[0 Application
[ CardProfile

- [ CardStatus
1 Layout

[ Print Report

Visible
Editable

Editor selection Requirements

Chernistry
Computer Science
Corporate Learning

Economics
Fine &rt

Delimiter:

71 Drop-down menu with lockup table

Table name:

-
.

m

Display valo

|
Sorags valle | v

Net> | |

Firish

To create a drop down menu with fixed values, you first select the column from Columns
Explorer on the left side as indicated with the red arrow and select the Drop-down menu

with fixed value option from the Editor selection tab. The text box becomes available and
you can simply add items for the drop down menu by entering them as text as shown in the

screenshot above.

It is also possible to import a CSV file containing the items for the drop down menu. To do
so, click on the Import button and browse to the file.
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[ Select s Fle t0 import e d—Gt_— — - It |
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File name:  DepatmentDropDown.csv - [é‘:l'ﬁiqi'.mﬂ '-| I

And click on Open to select the file for Import.
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. {4l Database Connection Wizard

Welcome to the Database Connection Wizard
Specify data columns settings

Columns Visible
7] Phaone - =
Editabl
! 1 Phots LR
i [ Place Editor selection Requirements
[] PrintCount
| ] PrintDate () Text box
[] Sexe @ Drop-down menu with fixed values
i'i:| Trackl
g-!zi Track? Chemistry, Computer Science, Corporate Learning,
| ] Track3 Economics, Fine Art, Geography, Health Sciences,
L[] ZipCode . History, Information Systemns, Management,
: [ Class Mathemnatics, Meteorology, Physics,
L . Philosophy, Systems Engineering
[ DOE -
- [ StudentNumber Delirniter: |
[ Status
I—' Major & 71 Drop-down menu with lockup table
[} AccessLevel
i[1] Applicstion o -
= Table name: |thiCardStat - |
[ CardProfile £ Nan L ard5tatus &}
+[1] CardStatus Storags value: | CardStatusiD ol
A Layout "
[ Print Report Bisplay valoe: |Card5tatu5 | ]
[::a:m][«:]_aa;x][wgu]!'ﬁn;sh!l

When the file is imported, the information of the file is shown in the text box indicated with
the red rectangle. If the file contains a header, make sure the Skip first line is selected to
make sure that it is not going to be a part of the drop down menu items, and select the
Delimiter used for the the file, in this case a comma, as indicated with the red arrow.

Creating Drop Down Menus with Look Up Table
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. {4} Database Connection Wtz.ard

Welcome to the Database Connection Wizard
Specify data columns settings

Visible
Editable

[ PrintCount
| ] PrintDate

) Text box

Editor selection | Reqmlemfnt‘-'|

(") Drop-down menu with fixed values

|'i§ Trackl
¢ Track2
| [ Track3
L ZipCode =
i [ Class

! [ Department

| [l DoB S
[*] StudentMumber 4 i Import.. |

] Status .

‘(] Major

[ AccessLevel

L Application

- [ fCandProfiie

[ CardStatus
A Layout

[ Print Report

Table name:

Storage value

Display value:

| [ Skip first line

' Drop-down menu with lockup table

|
Delimiter | o |

thlCardProfile

CardPrafilelD

Description

| GConcel | | <Back | |

Ned> | |

Firish | |

To create a drop down menu using a Look Up Table, you first select the column from
Columns Explorer on the left side as indicated with the green arrow and select the Drop-
down menu with lookup table option from the Editor selection tab. Now you see that
three drop down menus become available. From the drop down menu of the Table name
field you select the table that is containing the Look Up data. In this example we are using

a table named tblCardProfile, which is shown below:
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f CardProfilelD  Description

; | Student
Guest Student

Employee

Personalized Visitor
Urilcnown

(= IR .3 S PSR = R

2
3
4 Anomymous Vistor
5
6

Ia WIN-CKLGASRCIGCNSOLEXPRESS ... 52) | mmaster | 00:00:01 | 6 rows

In the table content we see a CardProfilelD and a Description. We would like to store the
CardProfilelD into the database when inserting and/or updating so we select from the
Storage value drop down menu, CardProfilelD. Because a number does not make any
sense for a operator of the system, we would like to present the information from the
Description column to the operator, therefore we select Description from the Display
value drop down menu.

e B e e e Ve s e

Ernail PontCount 0
Class  Grugent ' GlebalCounter |11
Cepartment Guest Student PifareSh

Employee
DG8 | Anonymous Visitor
Personalized Visitor
Unknown

CardPrafile w "';
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14.4

Data Requirements

Databuase fagond

Sodenibumber  TH35
Semn | Female .
Ininialy T,
Lainame Mo
Firthlama ey
Bcdveny 102 CF Strert
TipCods Q844
Place |SanFiemsice -

wiX

Coumtry | Linted Stztes -
Pruna (71561055

Mobdie

Emal

S Q1002 =

Depaamens | Phasscphy =]

DR
Gttt =ik
CandPugiia -3

When producing your cards, you want to make sure that all the data that is needed is
entered and entered correctly to eliminate cards being wasted. CardExchange ® Producer
Professional Edition and higher offers great functionality to set specific requirements for
the available columns from the connected database. In this section we will explain how to
define the requirements for your connected database.

When using a Professional or higher edition, the Data Requirement option is a section
available in the Database Connection Wizard.
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|1} Database Connection Wizard

Welcome to the Database Connection Wizard
Specify data columns settings

Visible
Editable

| [] Phone -
: [] Phota

i L] Place Editor selection | Requirements

[ PrintCount

i ] PrintDate Required column for inserting/updating record
: '; Sexe [] Required column for taking a photo
[ 7] Required column f ing a si

L[] Track? quired column for capturing a signature
[ Track3 Regquired column for printing record

: —I LipCods Ml (7) Column is not required for printing

= Class e .

! [ Department ) Skip record when column is null or empty
- ?_.: LB @ Halt batch when column is null or empty
| StudentMumber

! E at;tj | [] Prompt for value before printing

I [ AccessLevel i

L Applicstion

[ cardProfile

[ Print Report

| Cancel | | <Back | [ New> | | Frist

When adding a database and using a Professional or higher edition, on the fifth page of
the wizard, where you specify the data column settings, you see a tab called Requirements.
The Editor selection tab is available starting from Premium and higher editions and is
explained in the Drop Down Menu's section of this Help file.

When selecting the Requirements tab you find three check boxes that can be selected.
These section effects the handling of the data creates the @ indicator right from the text
box in the Data Edit Window of the Main Interface of CardExchange® Producer.

Selection 1 - Required column for inserting/updating record

When selected, the user will have to enter or select a value before the record can be
updated to the database.

Selection 2 - Required column for taking a photo
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Because photo fields are not visible in the Data Edit Window but only in the card preview,
this check box needs to be set to make sure that the operator is informed that a photo
needs to be added before updating or inserting.

Selection 3 - Required column for capturing a signature

Just like the photo fields, signature fields are not visible in the Data Edit Window, this check
box needs to be set to make sure that the operator is informed that a signature needs to be
captured before updating or inserting.

Required column for printing record

Besides the requirements for the data, these requirements do not always reflect the needs
for print the record. It can be that a record is needed for showing in the Data Edit Window
but because the field is not used on the card, it has not to effect the card production. In this
group you can define the specific printing requirements for the selected column. First of all
you can select the option Column is not required for printing. When this option is
selected the card will be produced even if the column does not contain data or the
requirement is set to Required for inserting/updating.

Second option is to Skip the record when column is null or empty. When this
requirement is selected, the record will not be printed and the system will continue printing
the next record.

And the third option is to Halt batch when column is null or empty. When this option is
checked and the column does not contain any data, the system will just stop the whole
batch production.

Prompt for value before printing

Last but not least, it is also possible not to stop the whole batch production process but
prompt for a value.
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‘_,.'j Database Connection Wi;'_ard | 5T |
| Welcome to the Database Connection Wizard
| Specify data columns settings
I
' Visible
Editabl
| [ Photo E i
i [ Place Editor selection Requirements
I PrintCount
i [ PrintDate Required column for inserting/updating record
[] Sexe [ Required column for taking a photo
i'i:| Trackl - : -
'j Track? [7] Required column for capturing a signature
i [ Track3 Regquired column for printing record
E! i b (Z) Column is not required for printing
| L Class
!'[7] Department i@ Skip record when column is null or empty
| | | DOB () Halt batch when column is null or empty
[ StudentMumber
i"[C] Status 5 =
!_!3 Major 3 Prempt for value before printing
[ {ccesslevel s |
- [1] Application
- [1] CardProfile
+[1] CardStatus
A Layout
[ Print Report
[ Concel | [ <Back | [ Nea> | [ Fusn |
|

When the checked, every time the batch hits a record that has not all values needed for
printing, it will prompt a dialog where the operator can select or enter the information
needed for producing the card.
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Sexe | Male
Place [E-tasﬂ'la
Country | Argentina
Class |cLom
Departmert | Systems Engineering
CandStatus [ Mew
CardFrofile | Student
Application [
Accesslevel [
X

When the values are selected or entered and the operator clicks on OK, the selected or
entered values will be stored into the database and the card will be produced.
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15 Authorizations

General Hos pital

User roles and Authorizations are created and setup for a reason, and that reason is
security. From the Premium Edition of CardExchange® Producer, we offer advanced user
authorizations with login functionality.

Because of the fact that CardExchange® Producer is capable of handling multiple high
level functions, such as advanced inline encoding, we need to consider that in a lot of cases
we are working with information that is programmed into cards that may not be available
for users of the CardExchange ® Producer system. This can also be true for security issues
related to database connections. CardExchange® Producer can be connected to
applications such as Access Control, Payment, Time Attendance, etc. In most of these cases,
the application provider has set strict rules regarding access to information that can be
viewed and used within the CardExchange ® Producer application. To meet the demand for
more efficient management of CardExchange ® Producer, Exchangelt has introduced a
strict policy regarding the security of the CardExchange® Producer application.
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In order to create more control for the Administrators of CardExchange® Producer, we
offer the ability to create user authorization levels. This helps limit user infractions and
protect areas within CardExchange ® Producer that the common user should not be
utilizing. This high level security allows you to protect the software connections and
functionality from user errors.

During the installation of CardExchange® Producer, CardExchange® Producer creates a
special file that contains all the security information called the UserAuth.dat file. This file is
located in the Data folder of CardExchange® Producer. Every time CardExchange ®
Producer will be started, a backup is created automatically to AppData folder and contains
the settings when closing CardExchange ® Producer the last time.

When the UserAuth.dat file is missing, CardExchange ® Producer will start up in locked
mode. Why can cause CardExchange® Producer to be locked?

There can be several reasons for having this situation, but the most important one is fraud.
If somebody tries to get access to information that he or she is not allowed to see or access
and delete the UserAuth.dat file on purpose, the system will automatically generate a
response by locking itself.

In the event you have a locked CardExchange® Producer license you will have to send the
Identification Code to support@cardexchangesolutions.com. As soon as we receive this
code, we will generate the Unlock Code that can be entered into the User authorizations
file unlock window and send it back to the corresponding email address.

When the unlock code is entered and valid, CardExchange ® Producer will start again and
the user authorizations can be created again by the user and/or the supplier that has setup
the CardExchange ® Producer edition.

We will now continue with explaining the setup and use of the User Authorizations within
CardExchange® Producer.

| N

E Print Dala Photgs Jignatures Biometric |0 scan Configuration Wiew Jervice center

At Evport templatas w [=Te]
L . 0y & J & =
y 3 - & L — s
L i T &fimport templates S b, =[] Enable logirs feature
Advanced Card Cards - New Card  Database [ Account
| options manager - card "2 Duplicate template. | designer  setup setup

Setting up User Authorizations does not make any sense if you are not using a login
mechanism therefore first select the Enable logins feature as indicated with the red
rectangle. When selecting a dialog will prompt for confirmation:
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CardExchange ’

I @ Are you sure you want to enable logins feature?
ke

Yes

H Na il

When you confirm this feature, the Account setup button will become available as
indicated with the blue arrow. When you click on Account setup, the User Account Setup

Wizard will start.

a User-account definition wizard

Welcome to the user-account definition wizard

Groups management

i
L] User

Group information

Group name: I.ﬂ'-.dmin i

Group description: |befau|'t administrators group |

Authorizations general settings

Mumnber of days to expire user passwords [0 never expires): 0
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In the section Create User Authorization we will explain how to create the user groups,

profiles, and users. To disable the User Authorizations, uncheck the Enable logins
feature check box, a dialog will pop up:

Card Exchange

@ Are you sure you want to disable logins feature?

Xes ][ o ]|

And select Yes to disable the functionality.
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15.1

Create User Authorizations

i‘i User-account definition wizard -

|
Welcome to the user-account definition wizard

Groups management

Group information

Group name: | Admin

Group description: i-[}efaul't administrators group

Authorizations general settings

Mumber of days to expire user passwords [0 never expires): 0

Creating User Authorizations starts with creating and/or managing groups. In this first
page of the wizard you find two important areas; The Group information group, indicated
with the red rectangle, and the Authorizations general settings, indicated with the blue
rectangle. The explorer on the left side shows all the available and created groups.

Important! There are always two groups available; the Admin and the User group. None of these groups
can be removed.

With the Authorizations general settings group you can indicate when the passwords
need to expire. For example, putting in 30 means that after 30 days all users, when they
login, are requested to change their password. When leaving it to 0, passwords will not
expire.
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In the Group information section you see the Group name and the Group description. It also
contains the Add and Remove button. To Add a new group, click on the Add button.

ﬁ User-account definition wizard - - E

Welcome to the user-account definition wizard %

Groups management

Group information

Group name: Card Production

Group description: ﬁlluwed to produce cards only

[ Phete Production
[ User

Authorizations general settings

Mumnber of days to expire user passwords [0 never expires): 0

When you have entered Group name, make sure you chose logical names, and entered a
Group description, the new created group will appear in the explorer on the left side as
indicated with the blue arrow.

In this example we have created groups for card production, data entry, and photo
production. There are no limitations on the amount of groups you can create.

If you want to delete a created group, just select the group in the explorer on the left side
and click on remove. Confirm with Yes to delete! Deleting a group does not delete your
users!
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When you are done adding groups you can proceed to the next level of the wizard by
clicking Next.

User Management

iﬁ User-account definition wizard - - E

|
Welcome to the user-account definition wizard %
|

Users management

User information

[] Administrator Lzer name: Production
[] Guest - ;
— Full name: Production
[l UserData Password: sesss

[ UserPhato

Confirm password: ——

{User must change password at next login
] User is disabled

Assigned GroupMame GroupDescription
[ Adrnin Default administrators g...
Card Production Allowed to produce car...
[ Data Entry
[ Photo Production
[ User Default users group
I

In this page of the wizard you can create new or edit existing users of the system. On the
explorer on the left side you can find all the available users, on the right side you can find
all the user information.

When you click on Add, to create a new user, you will need to provide a User name, this is
the name used to login to CardExchange ® Producer, enter a Full name of the user, and
enter a Password and Confirm the password.

Just like in the Group Management page of the wizard, we also have two special users;
Administrator and Guest. The Guest account can be removed but the Administrator account
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cannot! What you can change is the password of the Administrator and we advice to do so
but keep in mind changing the password means that you need to remember the password.
There is no option to retrieve or reset the Administrator password... yet.

The default user name for the Administrator account is Administrator and the Password
is Administrator too! For the Guest the password and user name are both Guest.
Passwords are case sensitive!

Important! The Administrator has always access to all defined groups and users!

U8 User-account definition wizard - g

Welcome to the user-account definition wizard
| Er._i"

Users management

Liser information

[l Administrator User name: Production
L] Guest - )
R Full name:  Production
[ UserData Password: _n-u

] UserPhoto

Confirm password: ssess

iUser must change password at next logind
[T} User ic disabled

Acsigned  GroupMName GroupDescription
[ Adrnin Default administrators g...
Card Production Allowed to produce car...
| Data Entry
[ Photo Production
[ User Default users group

In the area indicated with the red rectangle, you find two special options. If you want the
user to generate their own password, just check the box User must change the password
at next login. This can be handy if you have a lot of different users to create but you do not
want to send out all these different passwords. When you select this option, you can simply
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use a standard password which first needs to be changed before the user can login to the
system. If you have, like in this example, a group account it is better not to use.

Disabling the user is also a handy option. By checking this box, the user cannot login to the
system anymore but is not removed from the system. If later the user needs to get access to
the system again, simply uncheck the User is disabled box and access is granted again.

;I;\ User-account definition wizard - ﬁ
T
-9

Welcome to the user-account definition wizard

Users management e L

Lser information

[] Administrator Lzer name: Production
L] Guest -
o ELEESI - Full narme: Production
[l UserData Password: sesss

[ UserPhato

Confirm password: ——

[#]:User must change password at next login!
[ Useris disabled

Assigned  GroupMame GroupDescription

il Admin Default administrators g...
il Card Production Allowed to produce car...
[ Data Entry

[F Photo Production

[ User Default users group

In the section indicated with the blue rectangle you can specify per user to which group it
will be assigned. Each user can be assigned to one of multiple groups. In this example, it
makes sense that the Production user is assigned to the Card Production group but you can
imagine that a some users need to have access to multiple groups.

When you have created or edited all your users of the system and assigned them to the
correct groups, you can proceed with the Authorizations management on the next and
final page by clicking Next.
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Authorizations management

[(rrrepemrey

Welcome to the user-account definition wizard ﬁ

Authorizations management

L1 & UniversitCardExchange University

i iar [ & UniversityiUniversity of Los fAngles w6
LT & Production [] @ Business\Department Of Finance v
[+] & Data Entry [] @ MemberiLondon Old Timer Club vE
=] 88 Photo Production [] @ MemberiMercedes Service Card vB
L 8 UserPhoto [] @ MemberiBeach Club v7
81 User [] @ Loyalty\Movie Discount Card w3

L] & tarless Coffee Card vB

In this last page of the wizard can assign and create the profiles per defined group or
specific, per user. In the explorer on the left side you can see all the created groups. If you
click on the expand sign I+l you can see the assigned user of the group.

On the right side, indicated with the blue arrow, you see nine separate tabs dividing the
available CardExchange® Producer functionality. When you click on each available tab, the
corresponding functionality will be shown. For example, in the select tab, Card templates,
all on the system available templates are shown. Each tab and each functionality has an
colored indicator. There are basically three options

® No access to functionality
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This means that the functionality is not available in the interface. It is not greyed out, it is
totally removed.

© Access to functionality
This means that the functionality is available for the user of the system.
@ Administrator or selected users and groups only

This means that all the functionality or selections of the functionality is only available for
the Administrator.

For example:

B o et veard

Welcome to the user-account definition wizard
Authorizations management

8 Admin

Cl|g: Card Production |
L] & Production

83 Data Entry

[=] &% Photo Preduction

L[ 8 UserPhoto

&7 User ] ® Photo options

[] ® Use FaceFind

[] @ Ask for confirmation
L] ® Use Image Tools

[] # Take photo
L1 @ |mport photo
[] & Edit photo

[] @ Export photo
D.Herrme

| Cancel | [ <Bage || Nes: | [ Fnish |
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For the group Card Production there is no need to do anything with the Photo functionality,
Signatures, Configuration, etc. within CardExchange ® Producer. By clicking on the @ you
can completely change the group to no access, even though the specif functionality in the
group is indicated with .

W e v

Welcome to the user-account definition wizard

Authorizations management

[+] 8 Admin

Cl|g: Card Production |
L[ & Production

[ 89 Data Entry

5] 8 Photo Production

LT & UserPhoto

[+] 82 User

[] @ Data folder sharing
p | @ Account setup
[] @ Enable logins festure

| Cancel | [ <Badk | | MNes: | [ Fnish |

When the functionality is indicated with @, only the Administrator will be able to see the
functionality. Besides creating the policies for the groups, each separate user can have
some different rights besides the group profile. Simple select the user name from the
explorer on the left and set the correct authorizations for this user.

When you have defined all the groups, users, and assigned to the functionality allowed for
this group and/or user, you can click on Finish to store your account definitions and close
this wizard.
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15.2 Users Login Access

When User Authorizations is enabled, every time CardExchange ® Producer starts, the user
have to login. If it is a new account, it can be that the Administrator has set the option to
change the password at first login. When that is the case, the the standard login window
will appear as show below:

8 CardExchange - (Login) ﬁ

Lser name: Production

Password: T

o) (O]

When the user enters his User name and password, and the Administrator has set the option
to change the password at first login, the message as shown below will appear:

Card Exchange ﬁ

0I You are required to change your password at this logon,

-

To confirm this action you have to click OK and the Change Password window will appear:
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‘8 CardExchange - (Change password) i

LIser name: : Production |
Password: | T |
Mew password: senes

Confim password:  ssess

Enter a new password and confirm the new password and click on OK. If the User name and
Password match, CardExchange ® Producer will load.
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When CardExchange® Producer is loaded, you can directly see that things have changed.
First of all, the ribbon has only the Print and Service center tab available as indicated with
the red rectangle.
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% Employee Example - CardExchange® Producer Ultimate

|

B b T T L e

e Ll L

When you are an Administrator and you need to do some maintenance on the users
computer, just simply select Logout and enter your Administrator User name and
Password to make changes.
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16 Contactless Encoding

C

—
—
—
—
—
—
—
—
—
—
—
—
—
| —

A contactless smart card is any pocket-sized card with embedded integrated circuits that
can process and store data, and communicate with a terminal via radio waves. There are
two broad categories of contactless smart cards. Memory cards contain non-volatile
memory storage components, and perhaps some specific security logic. Contactless smart
cards do not contain an ordinary read-only RFID, but they do contain a re-writeable smart
card microchip that can be transcribed via radio waves.

A contactless smart card is a card in which the chip communicates with the card reader
through an induction technology similar to that of an RFID (at data rates of 106 to 848
kbit/s). These cards require only close proximity to an antenna to complete a transaction.
They are often used when transactions must be processed quickly or hands-free, such as on
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mass transit systems, where a smart card can be used without even removing it from a
wallet.

The standard for contactless smart card communications is ISO/IEC 14443. |t defines two
types of contactless cards (*A™ and "B") and allows for communications at distances up to
10 cm.

A related contactless technology is RFID (radio frequency identification). In certain cases, it
can be used for applications similar to those of contactless smart cards, such as for
electronic toll collection. RFID devices usually do not include writeable memory or micro
controller processing capability as contactless smart cards often do.

There are dual-interface cards that implement contactless and contact interfaces on a
single card with some shared storage and processing. An example is Porto's multi-
application transport card, called Andante, that uses a chip in contact and contactless
(ISO/IEC 14443 type B) mode.

Like smart cards with contacts, contactless cards do not have a battery. Instead, they use a
built-in inductor, using the principle of resonant inductive coupling, to capture some of the
incident electromagnetic signal, rectify it, and use it to power the card's electronics.

CardExchange ® Producer Business Edition supports inline encoding and reading for two
different type of contactless technologies;

e MIFARE® Classic,
¢ and reading of HID® Proximity cards.

CardExchange® Producer Enterprise Edition adds support for inline encoding of;
e MIFARE® DESFire,

In this section of the Help file we will explain how to use these technologies with
CardExchange® Producer. It is however important to have at least basic knowledge of
these technologies used by CardExchange® Producer.

Please visit http://www.nxp.com for more information about MIFARE® technology.

16.1 MIFARE® Classic

CardExchange ® Producer supports inline encoding and reading of MIFARE® Classic 1K
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16.1.1

and 4K cards. What information should be read or written can be configured by means of
the MIFARE® Wizard, which will be the subject of this chapter. For a full understanding of
the MIFARE® Wizard, it is essential to have knowledge about the functionality of the
MIFARE ® Classic chip. Please, refer to the MIFARE® Classic documentation published by
NXP for more information

Please visit http://www.nxp.com for more information.

It is possible that the MIFARE® Wizard does not offer all functionality you need to achieve
your goals. For example, you might need functionality of the Classic protocol that is not
configurable via the wizard, or special transformations of the database data before they
can be written to the chip. For this type of situations, we can offer a solution by means of an
External Plug In. Please, contact sales for more information about External Plug Ins.

Creating Classic Encoding

% Emplayee Example - CerdEschange® Producer Ultimate

Print Ciata Photos Sgnatures Beametnc D scan Corfiguration Wiexs Senvice-cenber

L;’u L:: ":L L; it Export templates g__r 27 %E r:

A8 impart temgates

i Ensbie logens Jesture
Aivanssd Card Cards  New = : Card Cand- Database Mapgings
options manager b card = Puplicate template § de o Refinition wizand  setup window

To encode MIFARE ® Classic encoding we have to set the system up for this. Encoding is
setup via the Designer so click on Card Designer to start the Designer.
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Select the MIFARE ® tab as indicated with the red rectangle.

Insert Page layout Data MIFARE® View Service center (1)

l i New -~ . o) New

[ o] Select »< g Select

Click on New, as indicated with the red arrow to start the MIFARE® Classic Setup Wizard
and follow the steps as described in the sub sections of this topic.

It is possible to select an existing Classic setup by clicking on the Select button. It is
important to notice that, compared to using DESFire, for Classic you will need to create
separate setups for reading and/or writing to the Classic chip. Read definitions are mostly
only created if the UID (Unique ID) of the Classic card needs to read and stored into the
database or printed on the card. In this section of the Help file we will explain how to
create a definition for writing to a Classic chip.
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16.1.1.1 Step 1: Selecting Memory Size

Page layout Data MIFARE® View Senvice center (1)

2 New = | 1) New
ﬂﬂeled = ; ﬂSElect
o R o J Res

Clicking on new will directly launch the MIFARE® Classic 1K setup wizard, if you wish to
select another card type/size then instead click on the small arrow next to new.

% Basic Example.cedx - CardExchange® Producer Ultimate (Configuration Mode)

Home Insert Page layout Data MIFARE® View Service center
-,l MNew = 1 sjNew - | 1) New

=] MNew MIFARE® Classic 1K read definition | o Select

i] Mew MIFARE® Classic 4K read definition |

:]  MNew HID Proximity read definition E

You can select to create a definition for a MIFARE® 1K or 4K card. As you can see, you can
also select HID Proximity. This is because we also use the same wizard for defining HID ®
Proximity encoding. See our HID ® Proximity section of this Help file for more information.

The most common used MIFARE® Classic chip is the 1K card, which we will use. The 4K chip
basically works the same with exception of the size of the sectors starting from sector 16
and up, and it has two MAD sections.

In this case we select MIFARE® 1K and click Yes to confirm and proceed with Step 2.
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16.1.1.2 Step 2: Define General Settings

Mifare definition wizard

X

Welcome to the Mifare definition wizard

Define general settings

-

General settings

Card Type:  Mifarelk

Feader type: | OMMIKEY CardMan 5211 »

Serial port: |1
Baud rate: ..91500
PC/SC version: 2

Reader pin code:  |0000000000000000

MAD settings
[¥] Check whether the MAD is already activated
Reguirements:  MAD multiapplication '-.rers'ru:l- D
[¥] Activate the MAD
[¥] Multiapplication card
[¥] Read and update the MAD automatically

Gancel < Back

Test

The General settings group box allows choosing the reader type, the serial port to which
the reader is connected and the baud rate to be used. CardExchange® Producer supports a
lot of readers for encoding MIFARE® Classic. For a current list of supported encoders

please visit our website https://cardexchangesolutions.com/producer-encoders.

PC/SC readers are only available when installed on your system. If the reader is not
available, please make sure it is installed properly. You can click on the Refresh button to
reload the list with available readers. You are able to test if the connected reader is
working and responding correctly. Click on the Test button to open the MIFARE® Reader

Test window.
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Mifare Reader Test Lﬂ_h',l

. The reader is working propery
Test
. Mo card detected

Chip =eral number:

Message: Could ot read the cr'up sefial number.
The smart card has been removed, so that further
communication is not possible

% A

When pressing the Test button, CardExchange ® Producer will try to connect with the
reader and, if a card is present, it will try to read the UID. If the test succeed and the reader
is working and a card is present on the reader, you will have two green lights.

The card type cannot be changed after the definition has been created, as the definition
includes all information about the structure of the card memory. When reading the UID
from the first four bytes of block 0 of sector 0, the first byte is treated by default as the least
significant byte. For example, the byte series 161 198 51 70 is interpreted as 1,177,798,305.
This behavior can be changed by checking the option Invert chip serial number in the
Advanced Mappings, as explained in Step 5. If checked, the first byte will be treated as the
most significant byte and the same byte series will interpreted as 2,714,121,030.

The MAD settings group box makes it possible to activate the MAD-related functionality.
Checking the first check box causes the general-purpose byte of the sector trailer of sector
0 to be read and interpreted. This byte contains information about the MIFARE®
Application Directory.
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MAD Requirements L EE |

|| Require that @ card has a MAD available
(7 card has no MAD available

|| Require that i@ card is a muttiapplication cand

(7 card is @ monoapplication card

[¥] Require that @ card has MAD version 1
(7 card has MAD version 2

[ ok ][ cancel |

Three types of requirements can be defined by clicking on the L button right from the
Requirements text box:

e whether the card has a MAD or not,
e whether the card is a multi- or a monoapplication card,
e and whether the MAD is version 1 (Mifare 1K) or version 2 (Mifare 4K).

The second check box makes it possible to Activate or change these MAD properties. If it is
checked, the MAD will be Activated. The user can choose whether it should be a multi-
application card or not. The MAD version written depends on the card type specified for
this definition.

The last check box allows specifying whether the MAD should be read and updated
automatically. If the card has a MAD or if the MAD is activated in the definition and the
user does not check this option, he cannot use any MAD-related functionality other than
setting the general purpose byte of sector 0 and he will have to define a data item to write
the correct entries into the MAD.

Click Next to proceed with the creation of the Classic Definition and go to Step 3.
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16.1.1.3 Step 3: Define Data Items

Mifare definition wizard X )
Welcome to the Mifare definition wizard
Define dataitems
™ H%a%;; ms. | Data-item properties
[] Access Control Data-item name:  Payment
R 1) Value type: Eﬁr}f_ = _
Sectorr 9 -
Blocks 0 -
Size in blocks: 9 -

[TIncludes sector trailers

| | Read kem

e ) [k ] N> ] [ e

The navigator object on the left-hand side of this pages shows a list of all Data Items that
have been defined. Data Items can be added and removed by using the respective buttons
indicated with the red rectangle. By selecting a data item, its properties can be viewed and
edited in the Data-Item Properties group on the right-hand side.

The Data Item name may include any character and can be freely chosen as long as the
name is unique. The Data Item name is used in the card designer to uniquely identify the
Data Item.

The Value Type determines which kind of data is read from or written to the data blocks.
The options Text, Binary, Hexadecimal, and BCD treat the blocks as read/write blocks,
whereas the option Value treats the blocks as value blocks. In the latter case, the size of the
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data item cannot be changed and is one by default. In the former case, data items can be
an arbitrary number of blocks in size, as long as it does not exceed the size of the memory
on the chip. The difference between the first three types is not in the way the data is stored,
but in the way the data to be stored is provided. Text items expect strings and will store
the ASCII codes of the individual characters. Binary items expect binary data to be copied
into data blocks. Hexadecimal items expect strings that contain the hexadecimal
representation of the binary data to be copied into the data blocks. BCD items expect
integers and will store them as binary coded decimals.

The Sector and the Block number indicate where on the MIFARE® Classic card the first
block of data of this item is located. Data Items are allowed to span various blocks, but
always consist of a whole number of blocks. If a write item does not supply sufficient data
for all indicated blocks, the data is supplemented with zeros.

By default, items that span various blocks will skip sector trailers when distributing the data
over the subsequent blocks. If for example the item size is four blocks and the item is
written to sector 3 block 1, the data will be distributed over sector 3 block 1 and 2 and
sector 4 block 0 and 1, skipping the sector trailer of block 3. However, if the information to
be written to the sector trailer is contained in the data item, the option Includes sector
trailers should be checked to force the data item to include the sector trailers.

Click Next to proceed with the creation of the Classic Definition and go to Step 4.
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16.1.1.4 Step 4: Configure Blocks and Sectors

Mifare definition wizard ]

Welcome to the Mifare definition wizard
Configure blocks and sedors

Bl mm | Sectors9-11

] All sectors Data AID: 4444
[*] All MAD sectors

[=] All sectors with data
?'lﬂ All sectors of Access Con.. Key B: FFFFFFFFFFFF
- [H] Sector 4

Key A:  FFFFFFFFFFFF

Modify sector trailer

Data blocks of sectors 9-11

Login key: A -

[+] All sectors without data o
Access conditions: 000 - E]

Trailers of sectors 9-11

Login key: A -

New key A:  ADAIBOFFAABO

Mew key B: FFFFFFFFFFFF

Access conditions: |U o1 - |E]

| Comcel | [ <Back | [ Net> || Fsn |

The navigator object on the left-hand side shows all blocks and sectors grouped in various
ways and in a hierarchical manner. It allows the user to select a single data block, but also
entire sectors and groups of sectors. On the right-hand side the settings for the selected
sector or group of sectors and the selected block or group of blocks can modified, and
can be viewed provided that all sectors or blocks in the group share the same setting. If
any modification is done, it will apply to all selected sectors and blocks. For example, if in
the above screen shot the access conditions are changed for the data blocks, this setting
will apply to all data blocks of sector 10. After that, it is possible to select block 0 of sector
10 and change the access conditions for this block only, without affecting blocks 9 and 11.
In general, it is advisable to start a definition with settings shared by many blocks and work
down to the exceptions to the general rule.
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The first group of settings are defined on the sector level and contain the keys to be used
to logon to the sector(s). The keys are entered in hexadecimal format. If the fields do not
contain a valid hexadecimal string or contain the wrong key values, processing the
definition will result in an error. If one of the keys is not used, it is not necessary to enter a
specific value and the default value FFFFFFFFFFFF can be left unchanged. This group also
contains a field called Data AID, that can only be edited when the selected sectors are
referred to by one or more data items and when you are reading and updating the MAD
automatically. This is the so-called Application Identifier, which is defined on a sector
level to allow for optimal flexibility. It should be noted, however, that the Data AID
essentially refers to the data of the Data Items defined for that sector and not to the sector
itself. CardExchange ® Producer might be allowed to write application data to another
sector than specified in the definition.

If one of the selected data blocks is the target of a Data Item, it has to be indicated
whether the logon to the sectors of those blocks is to be done with key A or key B. This is
a property that can be set for each block individually and is therefore found in the second
group of settings, which contains all block-level settings.

Between the sector-level and the block-level properties, a check box allows the user to
indicate whether he wants to modify the sector trailers of the selected sectors. If any of
those has a trailer that will be written to by a Data Item, this option cannot be selected.
Otherwise, the user should provide the necessary information for writing to the sector
trailers, which is: the key to be used to logon to the sector before writing the sector trailer,
the new key values to be written and the access conditions for both the data blocks and
the sector trailer itself to be written.

The login key for the sector trailers, the new key values and the access conditions for the
sector trailers are grouped in the third block of settings, which contain all trailer-level
settings.

The access conditions for the data blocks can be set for each block individually on
MIFARE® Classic 1K. For MIFARE® Classic 4K, the access conditions are shared between
five data blocks and cannot be set for individual blocks. The small buttons | = | right of the
combo boxes allow the access conditions to be entered in hexadecimal format.

Access conditions @

Flease. erter the access conditions far the
selected sectors in hexadecimal format {e.g.
FFO7B0).

FFO720

| ok | | Cancel |
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Setting the access conditions this way will always affect all blocks of the selected sector,
even if only one of those blocks has been selected. A six-digit (three-byte) hexadecimal
string that represents a valid set of access conditions should be entered. Byte nine of the
sector trailer is not considered to be part of the access conditions and will always be set to
zero, except for sector 0 if MAD is used.

Click Next to proceed with the creation of the Classic Definition and go to Step 5.

16.1.1.5 Step 5: Configure Applications

Mifare definition wizard

Configure applications

Welcome to the Mifare definition wizard

S

L Applicatinn selection

o] 4444

MAD registration
Register in MAD
[T Card-publisher application

MAD inspection
Test whether  sector iz free E]
Iftestfails, search for other sectors -

Search options

Keep sectors together
Make login keys application bound

If search fails, throw an exception

The last wizard page is only visible when reading and updating the MAD automatically.
On the left hand side the user can select an entire application and then define application-
specific settings on the right hand side. The first option determines whether the application
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should be registered in the MAD. Registration can be done for both writing and reading
applications, although the latter case is somewhat awkward. At most one of the registered
applications can be designated as card-publisher application. If this is done, a pointer the
first sector of this application is written to the info byte in sector 0 block 1, as specified by
the MIFARE® Classic protocol. Otherwise, the info byte will not be modified.

For each application, various tests can be performed on the MAD before any data item is
read or written. If the test fails, the user can choose to throw an exception, to skip this
application or to search for sectors that do fulfill the requirements. If the latter option is
chosen, the search options in the second block have to be set correctly. If Keep sectors
together is checked, CardExchange ® Producer will only search for contiguous sectors that
fulfill the requirements.

By default, CardExchange ® Producer uses the login keys that have been defined for the
sector to which the application is actually written. In other words, by default, the login keys
defined in the previous screen are sector bound. Generally, this is the desired behavior
when writing data to empty sectors, because in that case the keys are known for each
sector individually, provided that the sector is still free. When reading an application, the
login keys are usually application bound, that is, it is known which keys belong to a the
application, but it is not known in which sector that application resides. By checking the
corresponding check box, the login keys can be made application bound. Note that the
information written to the sector trailer, including the new key values, is always
application bound. If an application is written to another sector than specified in the
definition, the trailer data will also be moved to the alternative sector.

When clicking on Finish, the wizard will prompt whether you want to hide the keys.

Hide keys >
The keys of this MIFARE definition are still shown in a readable
format. If you want to hide them for users that open the wizard in

the future, please check the box below. This operstion cannot
be undane.

[]¥es. | want ta hide the keys

Cancel

If you check the box and click ok, the keys will not be readable anymore the next time
you open the wizard. We recommend waiting with hiding the keys until after finishing the
test phase, when you are sure that all keys are correct. Once the keys are hidden, they
CANNOT be made visible anymore.
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It is still necessary to map the data of the Data Items to database fields, card objects,
storage items, etc. This can be done under the data tab of the explorer menu in the card
designer and we refer you to the corresponding section for more information. Once your
Classic definition is configured, the Data Items will be available in the data tab of the
explorer menu, as shown below:

[ % Bemc Bampleceds - EdIJ.E.udh.lllgte Prodice Lllum;be !Cw:l':gu:tmnMrl:dcl = =] =
ﬁ Home Irezrt Fage'lopout Doty MISARE® Wiew  Zeracecerder B
i 'Jé- A Men = .1} ‘lr:l't'-" - 1 [ElPew
gr o Select s A edect W Select

{ FRamar ' o B

Pages | Dudlne e
MIFARE® Classic resd ilnms = -
totend The Building Company

\-\.

= Photo {Firstname} {Lastname}

| {Depanmer‘rt.}

{iaquinn qi}

Databiass (olumin

st Issue No: 1
S J Exp:res 27/03/2018

MIFARE® Classlc wrtte Hemn

| Thara ane ra unraad sews lEme TR

If reading from a MIFARE® card, the MIFARE ® read item is available as an object from the
drop down under the properties windows.

You can also drag the MIFARE ® read item directly onto the card design if it is to be
printed.
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%' Properhec e == O o

Manual entries MIFARE® Expressians Nornbles: || Finchans
Contant | Pasition | Text | Border | Coers | Visibiity | Database columrs

Fooed value *

Home Phane
IC Humber
Initals
Lastname
Middle Mame
Mobile Phone
Phato
Sex
State/Province
Titie
Web Page
ZIPPostal Cade
Manual-entry objects
Department
BOR
MIFAREZ Classic read items
SectnriRead

Close

When writing data to MIFARE® classic cards, the MIFARE ® write items are available under
the data tab.
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If you select the item you wish to setup you can then choose the object to encode into that
item from the properties window:
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% Properties i = O x

Manual entries I MiFﬁ.RE@ - Expressions | -\-'ariames . Functions

Content Positior; | Text | Bord-er | Colors | Vi;ibility | Da‘tal;ase columns

1D Number v

TRUO TEAT TICTT =

Extra Text Field 5

Fax Number

Firstname

Home Phone
ID Mumber

Initials

Lastname
Middle Name
Mabile Phane
Phota
Sex
State/Province
Title
Web Page
ZIP/Postal Code
Manual-entry objects
Ciepartment

Cloze

The created definition always contains the possibility to read the MIFARE® Classic UID, it is
possible to map this to a text object on the card or to a storage item.
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N Properties

Manual entries . MIFARE® .

Expressicns Variables

== =l x

Functions

Content | Position | Text | Border | Colors | Visibility | Database columns

10000000000

MIFARE® Classic UID

Formatting options

Letter case: Maintain criginal

Prefix:

Suffix:

Farmat: Ir:teger . rT'!'IO

Reverse byte order

W

[] Always visibla
[] Always visible
| €&

[7

Concatenate @)

Cloze

Last but not least, as discussed in Step 2, the UID can be formatted with a Reversed byte
UID number. When selecting the MIFARE® Classic UID from the drop down menu you will
have access to some advanced Format options as indicated with the red rectangle. For
the UID you can assign a minimum number of digits, you can set the UID to Hexadecimal,
Reverse the byte order, and set it to Seven-byte UID.

The last option is there because in the past MIFARE® Classic cards had a four-byte UID.
When they started running out of unique UID numbers, NXP decided to start supplying
Seven-byte UID numbers.
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16.2 MIFARE® DESFire

CardExchange ® Producer supports inline encoding and reading of MIFARE® DESFire
cards. What information should be read or written can be configured by means of the
DESFire Wizard, which will be the subject of this chapter. For a full understanding of the
DESFire Wizard, it is essential to have knowledge about the functionality of the MIFARE ®
DESFire chip. Please, refer to the MIFARE® DESFire documentation published by NXP for
more information

Please visit http://www.nxp.com for more information.

It is possible that the DESFire Wizard does not offer all functionality you need to achieve
your goals. For example, you might need functionality of the DESFire protocol that is not
configurable via the wizard, or special transformations of the database data before they
can be written to the chip. For this type of situations, we can offer a solution by means of an
External Plug In. Please, contact sales for more information about External Plug Ins.

Please, note that currently the following limitations exist with respect to MIFARE® DESFire
encoding:

e The supported encoders are listed on our website:

https://cardexchangesolutions.com/producer-encoders.

e The supported file types are Standard data files and Value files.

e Value files are only supported when using one of the supported OmniKey
encoders.

e MIFARE® DESFire EV1 is only supported for certain encoders.
e Key diversification is only supported for AES keys.

e If a MIFARE® SAM is used for authentication, this should be a MIFARE® SAM AV2
and it should be inserted in a supported OmniKey encoder.

Note: £V refers to the hardware version of the MIFARE® DESFire chips.

Note: SAM stands for Secure Application Module. It is a chip on which the DESFire keys can
be stored in such a way, that nobody involved in the encoding process has access to the actual
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key values, not even when the CardExchange® Producer software or computer would be
hacked. AV2 refers to the hardware version of the MIFARE® SAM.

16.2.1 Read and Write Items

~ DESFire definition wiza
Welcome to the DESFire definition wizard |’i§?‘“®\“
Dafinethe DESFire master-keysettings jg).-jl
Master-key settings
|¥] Do you want to format this card?

| Poyou want to disable formatting for this card?

|| Doyou wank to enable random 10 for this card?
(7] Do you wane to change the mastes ley?

Cirrent master key: 03 01 00 00 00 00 00 00 06 00 00 00 00 00 00 00

Current crypto DES/3DES > E]
Mew master key: 02 01 00 00 0 00 DO 00 0B 00 00 00 80 00 00 00
Mew crypto method:  AES * e

[¥] Do you want to change the master- key settings]
V| Allow future changes of the key settings
] Allow for creating applications without authentication
| Allow reading the application directory without authentication
(7] Allow future changes of the master key

[E’_"'“’d ]['GBWE f| Hext > II Firiigh

With the DESFire Wizard it is possible to define DESFire read items and DESFire write
items. With read items, you can read data from DESFire and print it on the card or store it
in the database. With write items, you can encode data from the database or other data
sources on DESFire. Read and write items can be intertwined in a single DESFire definition,
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in which case it is important to realize the order of the different actions that make up the
print process.

e Execute External Plug Ins with the evaluation moment ‘Before moving the card
into the printer'.

e Move the card into encoding position.

e Execute External Plug Ins with the evaluation moment ‘Before reading from
MIFARE®’

e Read data from the MIFARE®.

e Execute External Plug Ins with the evaluation moment ‘Before writing to
MIFARE®'

e Write data to MIFARE®.

e Execute External Plug Ins with the evaluation moment ‘After reading/writing to
MIFARE®'

e Print the card.
e Execute External Plug Ins with the evaluation moment ‘After printing the card'.
e Write data to the database (Storage Items).

e Execute External Plug Ins with the evaluation moment ‘Before writing to the
database’.

It is possible to read data from the chip, manipulate it with an External Plug In and write it
back to the chip.

16.2.2 Creating DESFire Encoding

%4 Emptayee Example - CerdExchange® Producer Utimate

Prirt Ciata Photos Signatures Brametrc L scan Cordiguration Miexw Service center

b & 4 &l Fxpoet templates 4 =
e - L F az mpart templates i 7 Mk r:
Aikeanscd Cargd Cards  Mew ¥ 5 Car Carel. Databiass Mappings
optians marager | v card ‘T Duplicate semplaes f fegignar Rdefinition

Enabie logens Jeature

wizand  Setup window
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16.2.2.1 Step 1: Define Reader Settings

To encode MIFARE® DESFire encoding we have to set the system up for this. Encoding is

setup via the Designer so click on Card designer to start the Designer.

Serdcs cerder

The Building Company

{Firstname} {Lastname}

{Departme nt.}

i o x

J Exp:res 27/03/2018

{4squuinN Qi)

IIIIH\IIIIIIIIIII\IHIIH\\\IJII\HIH\IIIHI\NIKIH\I\Ililﬂ\lﬂ“ll\ﬂ\

Issue No: 1

i e R i L !

Click on New, as indicated with the red rectangle to start the MIFARE® DESFire Setup
Wizard and follow the steps as described in the sub sections of this topic.
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Welcome to the DESFire definition wizard ) !
Definethe DESFirereadsr settings : -:i%l’;l”'
Reader settings
Eeader type: CMMNIKEY Cardlian 5x21-CL 0 with SAM -
Sesial port: 1
Baud ratel i

| Tes

SAM setlings
V] Do=sthe SAM AVZ madule reguire host authentication?

Key number 1

Key version: 1

Key value SESS55875 449730 F5BCON CCBO FEB4 9L ES

The first wizard page allows for choosing the contactless reader and setting the SAM-
authentication settings in case a Secure Authentication Module is used. Use the Reader
type drop down menu to select the contactless reader you want to use for reading/writing
the DESFire card.

PCSC encoders are only shown in the menu, if they have been connected to the system and
are accessible by CardExchange® Producer. The contactless readers “with SAM" are only
listed if a supported OmniKey encoder is attached to the system and a MIFARE® SAM
AV2 card is inserted in the contact slot of the reader.

For some readers, it is necessary to specify the Serial port to which the reader is connected
and the Baud rate at which the reader operates. For ProActive readers, you can either
specify the correct serial port, or set the serial port to zero in order to have the
CardExchange® Producer search for the first available ProActive reader.
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You can use the Test button to check whether the reader is operational and whether it
recognizes a card placed on the reader. In case the card is recognized correctly, the chip
serial number or unique identifier (UID) will be shown (see screen shot below). Otherwise,
an error message will be shown in the Message box.

Chip sevial number IE0T0305T74644454
Message:

In case you have selected a reader "with SAM", you have to specify whether the SAM
requires host authentication (Does the SAM AV2 module require host authentication?).
If so, specify the correct Key number, Key version and Key value of the hos-authentication
key on the SAM. The key value should be a 16-byte hexadecimal string, with optional
spaces between successive bytes, as in the above screen shot.

Click Next to proceed with the creation of the DESFire Definition and go to Step 2.

16.2.2.2 Step 2: Define Master Key Settings
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| Destine deiion v [ .
!

Welcome to the DESFire definition wizard
Definethe DESFire master-keysettings

i @_.{1
(a55)

Master-key settings

\¥| Do you want to format this card?
| Do you want to dicable formatting for this card?
| Do you wank to enable random 10 for this card? u
Cigrent master key: 03 0L 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Current crypto DES/3DES v @
Mew master key: 02 0L 00 00 00 00 00 00 00 00 00 00 00 00 00 0D
New crypto method:  AES v ]
7| Do you want to change the master- key settings?
V| Allow future changes of the key settings
(] Allow for creating applications without authentication
7| Allow reading the application directory without authentication
V| Allew future charges of the master key

[ Lancel ]l « Back ]I Ned » ]| A

This wizard page allows for defining PICC-level settings. The acronym PICC refers to
Proximity Integrated Circuit Chip and is used to designate the entire chip, in contrast to
specific files of applications on the chip. Enabling the option Do you want to format this
card? (only available on DESFire EVT) will remove all files and applications from the card
before starting the encoding. It does not reset the PICC master key and key settings.
Formatting the card is only possible if you know the PICC master key and if the PICC
master-key settings allow this operation. The option is mainly meant for reusing cards in a
test situation.

Please, note that formatting the card does not recover the memory space used by the files and applications.
Repeatedly formatting a card will end up in exhausting the available memory space.

The option Do you want to disable formatting for this card? (only available on DESFire
EVT) disables the possibility to format the card in the future irreversibly.
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The option Do you want to enable random ID for this card? (only available on DESFire
EV1) offers en extra security layer for the card. It makes sure that in the future, the chip serial
number or UID of the card can only be read after a successful authentication with either the
PICC master key or one of the application keys. Once this option is set, selecting the card
will return a random 4-byte UID, instead of the real 7-byte UID.

Special care has to be taken when reading cards that have the Random ID already enabled.
If you want to store the DESFire UID in the database or use it for key diversification, you
need instruct CardExchange ® Producer to perform an authentication and retrieve the Real

UID. This can be done with the | | button next to the Random-ID option. It will open the
following dialog box and allows you to specify the key and key value to be used for
authentication. This key should not be diversified, as diversified keys can only be
calculated when the real DESFire UID is known.

oo o

7| Gel thes LID § the card has 2 random 1D

Authenbcaton settings

fopiication 1D CO000D

Crypto method: DES/IDES -
Kery rumber 0

Ky 00 D0 00 00 00 00 02 00 00.00 00 00 00 00 00 00

ok [ Come

When selecting the option Do you want to change the master key?, CardExchange ®
Producer will change the PICC master key after encoding all files and applications, but
before changing the PICC master-key settings. The new master key, as well as the key’s
crypto method, will need to be specified. Without this option, only the current master key
and its crypto methods need to be specified.

When selecting the option Do you want to change the master-key settings?,
CardExchange® Producer will change the PICC master-key settings as specified, after
optionally changing the master key. Both for changing the master key and the master-key
settings, it is necessary that the original master-key settings allow for such a change.

Click Next to proceed with the creation of the DESFire Definition and go to Step 3.
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16.2.2.2.1 Specifying Key Values

Each key value is entered as a 16-byte hexadecimal string with optional spaces between
successive bytes, except when choosing the 3K3DES (three-key triple DES) encryption
method, in which case the key has 24 bytes. The crypto methods 3K3DES and AES are only
available for DESFire EV1. Note that AES is the recommended crypto method, as it
complies with the internationally recognized security standards. 3K3DES is known to give
technical problems with the OmniKey encoders and is NOT recommended.

By the default, the key specified in the key-value text boxes are the DESFire keys
themselves. However, CardExchange ® Producer offers the possibility to use diversified or

randomized keys. Next to the crypto-method drop-down menu, a | button allows for
choosing between these options.

Koy gemeretion e —

Ky generstion type
& Fioad loay
Divversfied key

Bandomized key

Divershcaban mput
un «+

Diversified keys are a protocol in which the actual DESFire keys are different on all cards,
thus offering an extra security layer. The actual keys can be calculated by using a master key
and a diversification input. The diversification input contains the card’s UID, which ensures
that the results of the calculations are different for every card. When diversified keys are
enabled, CardExchange® Producer expects you to specify the diversification master key,
rather than the DESFire key itself.

In case of diversified keys, it is necessary to specify the diversification input. The
diversification input always starts with the DESFire UID and can be followed by any data the
user desires (like the application AID and/or the key number). Note that key diversification
has only been implemented for AES keys and follow the application note AN10922
published by NXP. In this document the byte 0x01 that precedes the diversification input is
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16.2.2.3

not considered part of the diversification input, but it is important to realize that
CardExchange ® Producer does actually add this byte to construct the CMAC input
parameter D.

When randomized keys are enabled, CardExchange ® Producer will use a random key
value rather than the one you typed. This option should only be used for new keys, as the
result will never coincide with an existing key, and you should only use it if you are sure that
you never want to use that key again. It is a way to lock the possibility to make certain
changes to the card, in addition to the key settings.

Using the MIFARE® SAM AV2 secure application module is another case in which you will
not supply the real DESFire keys either. Instead, you will need to use the key-value box to
supply encoded instructions about how to authenticate with the SAM. You have to specify
the following information:

e Byte 0 contains either the SAM key number or the application key number.
e Byte 1 contains the key version.

e Byte 2 contains the authentication mode, which can have the following values (other
options are not supported by the DESFire-definition wizard):

o 0 when the key is not diversified and byte 0 contains the SAM key number.
o 2 when the key is not diversified and byte 0 contains the application key number.

Key diversification can be used in combination with the SAM AV2 module. CardExchange ®
Producer will always use the MIFARE® SAM AV2 mode diversification and set the
corresponding bits of the authentication mode automatically.

Step 3: Defining Data Items

All data transfers between DESFire files and CardExchange ® Producer is done through
DESFire items. A DESFire item is considered to be a meaningful piece of data that is readily
available in the database (in case of write items) or can be printed or stored in the
database without further transformations (in the case of read items). DESFire items can
combine data of several DESFire files into a single value, whereas multiple DESFire items
can be stored in a single DESFire file. DESFire items can convert data back and forth
between binary and other representations of the data, like ASCII text, integer values, binary
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coded decimals and hexadecimal strings. The possibility to define DESFire items makes the
DESFire-definition wizard particularly flexible.

| Welcome to the DESFire definition wizard fffﬁ’ﬁ.
| Defineyour DESFire data items. I @@}j
24
JESF ire dem: Banic settings
C iiiCandNumbet s tem name: dfCardhiumber
- diCardholderName tem fype Ein_ar:.r_cu.d- El:‘.l- .I-i-f.‘l.'.il.‘ﬂa-k -

Length in bytes: 8

Processing ophions
"] RBead

| [¥] Write

I [ Write verify

|

Advanced settings
H "] Hexadecimal input string

7] Right align ‘
[7] Reverse bytes
| Traler digits:

(ool ] [k ] [ Mtz | [ 5 |

With the Add and Remove buttons DESFire items, indicated with the red rectangle, can be
added and removed. There is no other limit with respect to the number of items you define
than the amount of memory available on the DESFire chip.

Each item is characterized by an Item Name, which can be any text string that explains the
meaning of the data.

The Item Type determines what data transformations are performed between the binary
data in the DESFire files and the External Data mapped to the DESFire items. These are
the available options, with an explanation of the data transformations in case the DESFire
item is a write item:
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Text The input data is ABC becomes 41 42 43 00 00 00 00 ...
interpreted as ASCII
encoded text and
the ASCII values are
stored in the
DESFire file.

Binary The input data must
be binary data and
will be encoded as
such in the DESFire
file, without any
data transformation.

Hexade The input data is 412143 becomes 41 42 43 00 00 00 00 ...

cimal interpreted as a
hexadecimal string
and can only
contain the
hexadecimal
characters and
spaces. The input
data will be
transformed to
binary data byte per
byte.

Binary The input data isan 474243 becomes 23 52 06 00 00 00 00 ...
integer eight-byte integer

(or smaller) that will

be encoded ina

binary fashion with

the least significant

byte first.

Binary The input data inan 474243 becomes 41 42 43 00 00 00 00 ...
coded eight-byte integer
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decimal (or smaller) that will
be encoded as BCD
with the most
significant digit first.

ASCIl The input data inan 474243 -> becomes 34 31 34 32 34 33 00 ...
coded eight-byte integer
decimal (or smaller) that will

be encoded as ASCII

text with the most

significant digit first.

For all representations, the data is padded with zero bytes if the size of the data item is
bigger than the amount of data presented. On the other hand, if more data is presented
than what fits in the data item, the data is silently truncated. This will not cause any error
message. In general, CardExchange® Producer is very flexible with respect to discrepancies
between the presented data and the item type. For example, if you present binary data to a
data item, the data will be encoded as such, no matter whether you selected the binary
item type or not. On the other hand, if you present text data to one of the integer item
types, it will try to convert that text to an integer. Exceptions will only be thrown if
CardExchange ® Producer does not succeed in doing a silent conversion.

The size of the data item is specified by means of the length in bytes. Be aware that
integers are limited to eight bytes in size, so for any data that exceeds this size, the data
representation should be text, binary or hexadecimal. If needed, an External Plug In can be
used to transform database data to a representation that can be handled by the DESFire
wizard.

The Processing options determine whether a DESFire item is a read or a write item. For
write items, it is possible to perform a write verify to ensure that the data is really
encoded onto the DESFire chip. It is possible that a single item is both a read and a write
item. In that case the item is first read and then written. This makes only sense if a External
Plug In performs some data manipulation in between the read and the write actions.

There are a number of Advanced settings, whose availability depends on the chosen item
type.
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e The option Hexadecimal input strings is only available for binary integers, binary
coded decimals and ASCII coded decimals. If this option is selected, the input data
will be considered as hexadecimal data instead of decimal data. So, if the presented
data to a binary integer is for example 16, CardExchange ® Producer will interpret
this as the decimal value 22 and encode it as 16 00 00 00 ...

¢ Right align is available for all item types. When selected items will be preceded
with zero bytes, rather than padded, to make the data fit in the item. For example, if
the item size is 5, ‘ABC’ will be converted to 00 00 41 42 43.

e Reverse bytes reverses the order of all bytes in a data item. For example, if the item
size is 5 and right align is not selected, 'ABC’ will be converted to 00 00 43 42 42.

If the selected item type is a binary or ASCIl coded decimal, the option Trailer digits
specifies what hexadecimal digits should be encoded after the actual data. For example, if
the number 414243 is presented to a BCD-item and the Trailer digits are set to 'FFF’,
CardExchange® Producer will encode 41 42 43 FF FO 00 ... In practice, binary or ASCII
coded decimals should either have a fixed length, be right aligned or have a non-decimal
trailer digit.

Click Next to proceed with the creation of the DESFire Definition and go to Step 4.
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16.2.2.4 Step 4: Define Your Applications

i . DESFire definition wizard

|
Welcome to the DESFire definition wizard

Defineyour DESFire applications

- =

DESF ire apphcations Basic settings
DEEE ]| Application ID:
[ Fazan 150 File ID:
[ Faza22
DF Name:
Mumber of keys:
Crypto method:

Processing oplions

[¥] Change keys

Key settings

Einal key settings:

Current of initially created key settings:

F22220

¥ oo

Example

4

DES/3DES v

[¥] Create if not found

[7] Change key settings

Firash

This page allows for defining which applications should be created or already exist on the

DESFire card.

DESFire Applications can be added and removed with the Add and Remove buttons
indicated with the red rectangle. They are characterized by their Application ID, which is a
six-digit (three-byte) hexadecimal string. For DESFire EV1 cards, it is possible to specify an
ISO file ID (two hexadecimal digits) and a DF name (maximum sixteen characters text).
The latter two properties are not used by CardExchange when reading applications, but
they can be encoded to be compliant with ISO standards. Finally, you need to specify the
Number of keys to be defined for this application and the Cryptographic method (DES-

triple DES, three-key triple DES or AES).
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With regard to the DF Name, there is a hidden option in case you want to use a DF name
that does not consist of readable ASCII text. In that case, it is possible to specify the DF
name with a hexadecimal string. To indicate that you are using this option, you should start
the DF name with &H or Ox, followed by the hexadecimal string.

The Processing options allow for specifying whether an application should be created if it
does not exist on the DESFire chip yet, Create if not found, which is normally checked for
DESFire definitions with write items that operate on blank cards. When an application is
created, all its keys are set to zero and it will be necessary to check Change keys in order to
set the keys to the desired values. Normally, applications can be created with the desired
final key settings, but sometimes, these key settings are too restrictive. In practice, you only
need to use the option Change key settings if the application master key needs to be set
to a non-zero value and you do not want to allow future changes of the application master
key. In that case, you create the application allowing future changes of the master key, then
change the master key, and then change the key settings to not allowing future changes of
the master key.

The initial and final keys and key settings can be set by clicking the respective button with
three dots. The Current or initially created key settings should contain zero keys for new
applications and the actual keys for existing applications, as far as these are known and
needed. When creating a new application, the initial key settings should be selected such,
that the configured actions in the DESFire wizard can be executed. That means that you
should not restrict future changes of the master key if you still need to change the master
key. For existing applications, CardExchange® Producer will try to read the current key
settings from the card and only use the selected ones if that fails or is not allowed.
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[¥] Aow future changes of the application key settings

[T Allow creation and delstion of files without authentication
[7] Alow reading the file directory without authentication

[¥] Alow future changes of the application master key

Authentication key for changng application keys

o Autherticate with application master key

) Authenticate with the key to be changed

1 Al keys within this application (except the master key) are frozen
Key 0: 04 01 00 00 00 00 00 0O 0O 03 00 00 00 00 00 00
Key 1: 04 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Key 2 04 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Key 3 04 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00

The Final key settings window is exactly the same, with the only difference that now you
specify the desired keys and key settings after writing the application and changing the
keys.

Note: it is not common to create applications, change keys or change key settings, if a DESFire
definition only contains read items.

Note: key values can be diversified, randomized or be read from a MIFARE® SAM AV2. This is
configured in the same way as already described for the PICC master key, as can be seen the
section Specifying key values above.

Click Next to proceed with the creation of the DESFire Definition and go to Step 5.
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16.2.2.5 Step 5: Define Your Files

Welcome to the DESFire definition wizard
Defineyour DESFire files

Basic settings

EileID: o

150 file 1D: 0000

File fype: Standard data file
Size in bytes: 8

Processing opticns
[#] Creste if not found

"] Change file settings
[F] Use read/write ey

File settings
Current or inihally created file settings:

Final file settings

On this page of the wizard you will define for each application which file should be
created, read and/or written. They can be added and removed with the Add and Remove
buttons, as indicated with the red rectangle, and are characterized by a File ID (a one-byte
hexadecimal value) and optionally an ISO File ID (a two-byte hexadecimal value, EV1 only).

CardExchange supports two file types:

e Standard data files, which contain an arbitrary amount of bytes in an arbitrary
format, and

e Value files, which contain a four-byte integer value.
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Currently, value files are only supported for OmniKey encoders, but that might change in the
future.

The length of a standard data file must be specified (Size in bytes). The length of a value

file is always four, but for a value file, other settings are configurable by clicking on the L]

button.
P ™
Value-file settings E
Lower limit: 0
Upper limit: 2147483647

[7] Enable "LimitedCredt” feature

|| Enable "Free GetValue" feature

Lok || Concel |

The most common application of a value file is the MAD-3 standard, which requires that
application FFFFFF file 01 is a value file that contains the value 3. The above screen shot
reflect the settings that the MAD-3 file requires. Especially, the Free GetValue feature
needs to be enabled for MAD 3.

An important difference between standard data files and value files is that it is possible to
write data to existing standard data files. Any data you map to a value file will only be
written if the file is created, and will be neglected if the file already exists on the DESFire
chip.

There are three Processing options:

e Create if not found makes sure that the file is created if it does not exist yet, and is
normally checked when writing data to newly created applications.

e Change file setting makes it possible to change the file settings after writing the
data to it. For value files, this option will normally not be needed, as you cannot
write data and you can create the file directly with the correct final file settings. For
standard data files, it might be necessary to have the initial file settings less
restrictive than the final file settings, for example if the final file settings forbid
writing data to the file.
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e The DESFire file settings allow for defining a read key, a write key and a read/write
key, which might be the same key, but they can also be different. If the read/write
key is different from the read or write key, CardExchange will use the read or write
key by default for authentication. In rare cases, it might be possible that you need to
write to or read from existing applications while only knowing the read/write key. In
that case, select the option Use read/write key to ensure that CardExchange®
Producer uses the read/write key.

In the File settings section, you can specify the current or initially created file settings.
For new files, CardExchange® Producer will create the file with these settings. For existing
files, CardExchange ® Producer will try to read the file settings from the chip, but if that is
not possible, it will assume that the specified current file settings apply.

r.. - . — | Tk
Current or initially created ﬁkw

File settings
Commurication mode Enciphered| -
Arcess mode: 1230 [

L oK ]'imlil

Two file settings need to be defined: the Communication mode and the Access mode.

The Communication mode is either Plain, Maced or Enciphered (do not use the option
Plain2). Please, refer to the DESFire documentation for more information about this option.
Effectively, Plain means that the data in the file is freely accessible, Maced means that the
data is not encrypted, but that it is digitally signed and only accessible after a valid
authentication. Enciphered means that the data is fully encrypted and that authentication
with the correct key is required to decrypt the data.

The Access mode defines what functions the application keys have for this file. The first
digit specifies the read key, the second digit the write key, the third digit the read/write key
and the final digit the change-access-rights key. The digits can be either 0 to D to refer to
one of the application keys, E to indicate that the action can be done without
authentication (free access), and F to indicate that the action is forbidden (deny access).
The button with the three dots allows for setting the access mode in a more intuitive way.
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If you selected Change file settings, you also have to specify the Final file settings, which
is done in the same way.

Click Next to proceed with the creation of the DESFire Definition and go to the last step
of this wizard, Step 6.
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16.2.2.6 Step 6: Map Items to Files

= ugnmmwg

I
Welcome to the DESFire definition wizard &ﬁ?j 1

)

| Map your DESFire items to the corresponding DESFine files

JESF ire mappings Basic settings
[? F27390 Data tem: dfCardNumber -
F"EJ File offsetin bytes: 0

™ !M

Ao [¥] Map gntire DESFire tem

=[] Byte 0-63
DFZEZE'I DESFire-item fragment ‘
IDm Start byt 0
H ;22222 1 - &b - - i |
}Dm Length in byte ?
|'I:| o
el [ Add ] [ Remove ]

Now, your DESFire items, applications and files have been defined, the only thing that
remains to be done is mapping the bytes of the DESFire items to the bytes of the DESFire
files which is done at this last wizard page.

On the left-hand site, all DESFire files are listed. By selecting the DESFire file and clicking
the Add or Remove button, indicated with the red rectangle, you can add file fragments to
each file. For each file fragment, you select from which Data item it will contain data and
with the File offset in bytes you indicate where in the file the file fragment starts. If you
select Map entire DESFire item, the entire DESFire item will be mapped to the file, starting
at the indicated offset position. On the contrary, you have to specify which part of the
DESFire item needs to be mapped, by setting the Start byte and the Length in bytes.

© 2020 CardExchange Solutions, Inc.



Contactless Encoding| 427

In many cases, you will want to map an entire DESFire item to an entire file. In that case,
you add a single file fragment to the file, set the File offset in bytes to zero and select
Map entire DESFire item, as in the above screen shot. The length of the DESFire file and
item will need to be the same. The DESFire definition has now been configured.

When clicking on Finish, the wizard will prompt whether you want to hide the keys. If you
click yes, the keys will not be readable anymore the next time you open the wizard. We
recommend waiting with hiding the keys until after finishing the test phase, when you are
sure that all keys are correct. Once the keys are hidden, they CANNOT be made visible
anymore.

It is still necessary to map the data of the DESFire Items to database fields, card objects,
storage items, etc. This can be done under the data tab of the explorer menu in the card
designer and we refer you to the corresponding section for more information. Once your
DESFire definition is configured, the DESFire write Items will be available in the data tab
of the explorer menu, as shown below:

W Basic Bramplesec - CandBchange® Froducer Ultimete [Configuration fode) = o k.
“ Home Inzert Page layout  Cnks MIFARE® Ve Serace cemie 0
ol ke - I L R o 5 ew
= e ~ =" -
a & e o Seel - g el
Bdie S, Bt
| =i
Pages | Qutine | Data
MIFAREE DESHre write ftems

Wb The Building Company

Y

i
}irmwe o Remore & famoue

= Photo ,f; {Firstname} {Lastname}

{Department}

|

{aquinN qj}

II\HHII\H\IWI\II\I\I\I U FAER R

|

Il

| Datatsse: colarmng

i Mlmnsd entries

| Varlables

i Starage e

| MIFARE® Classic read fems
| MIEARES Classic wilte itemi

il

Issue No: 1
J Expw&*s 27/03/2018

f_T‘w'- ELER BRE L B TR L

You can now choose the MIFARE® DESFire UID as a data source object from the drop
down under the properties windows,
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W Properties H s m] x

Merusl sntrss© | MIFARE® Expressions Vanabdes Fupchions
Lontanl  Fosition | Text | Border | Golors | Visiility | Database columns
a

| MiZARES DESFire IR

Fornatting optuns
Letier case Wbz onigel
Prefns | Abvmys visibiz
Suffon | Ehsmrys sible
Farmet ‘ian_e_

[ Beyerse byte order

Concatenate 0

The UID can be formatted with a Reversed byte UID number. When selecting the MIFARE®
DESFire UID from the drop down menu you will have access to some advanced Format
options as indicated with the red rectangle. For the UID you can assign a minimum

number of digits, you can set the UID to Hexadecimal, Reverse the byte order, and set it
to Seven-byte UID.
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If the DESFire definition contains any read items, it is possible to map those read items to

a text object on the card or to a storage item.

B e i Beames nia | wewse |k S
| = e ay, At A
= a = S8 Qe

| Pamane Y N

I-H-rifda- Dy
o _ The Building Company

' /
== Photo e

Tt atons dulaiias

Manid simie

Vislaties

e feen

MITARES (e remd drvs
MIFARL® Ciaves warie fiean

{Firstname} {Lasthame}
\ {Department}

[agqunn dl]
R0 ST

~ Issue No: 1
L Expires: 27/03/2018

W hrprde i

Memiwrres | WEALL

R
Framubing apisn
Losiw zus | Wiiwian prigea
Frrin

txme

Parrar [

[T Bt e i

T T e

it

Spemes | aewswi |
Lariet  Oomime | Ted | border | Lz | Verbibiy | Cutelens csharrs

a x

Frwim

|7 sy wpine

L1 iyl

| Ezmomsarass 03 |

© 2020 CardExchange Solutions, Inc.




430

CardExchange® Producer Help

16.3

16.3.1

When writing data to MIFARE ® classic cards, the MIFARE ® write items are available under
the data tab.

Just select the desired write item and then choose the source for the encoding from the
drop down in the properties window.

HID® Proximity

CardExchange ® Producer supports inline reading of HID ® Proximity Cards. What
information should be read can be configured by means of the HID® Proximity Wizard,
which will be the subject of this chapter. For a full understanding of the HID ® Proximity
Wizard, it is essential to have knowledge about the functionality of the HID ® Proximity
chip. Please, refer to the HID ® Proximity documentation for more information

The HID definition created offers the possibility to read the following data:

e Card number

Country code

Facility code

Number of bits

Raw data

State code

Create HID Encoding

% Emplayee Example - CerdBechange® Producer Uitimate

Prirt Ciats Photos Signatures Heametr I scan Configuration Wiew Service-center

Lu L:, j:h_ L{. &t Expoet template=s g___r 27 E b

&8 Import temglates

i Enabiz logens Jeature
Arheanced Card Cards  Mew M Card Cared- Database Magpings
aptians maragar b card = Huplicate tempiots cesignar definifion wizand sefup window

To encode MIFARE ® DESFire encoding we have to set the system up for this. Encoding is
setup via the Designer so click on Card designer to start the Designer.
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It is important to know that we use the MIFARE® Classic definitions to create HID definitions
files. Therefore the procedure looks similar in the beginning for HID as it is with Classic. The
main difference is the fact that we cannot write to HID Proximity cards, only reading!

Click on the small arrow next to new under Read Mifare® Classic section, then choose the
option for New HID Proximity read definition.

% Basic Example.cedx - CardExchange® Producer Ultimate (Configuration Mode)

R~ Home Insert Page layout Data MIFARE® View Service center
\l A New | =| | [=]New = 1 ) New

31 Mew MIFARE® Classic 1K read definition 13. Select
-l Mew MIFARE® Classic 4K read definition g R
1] Mew HID Proximity read definition = DESFire
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16.3.1.1 Define General Settings

Mifare definition wizard m
Welcome to the Mifare definition wizard
Define general settings

General settings

Card Type:  HIDProximity

Readertype: | DigiOn24 Prox -
Serial port: |I v]
Baud rate: lgﬁm v]

PC/SC versions | 2

Reader pin code:  |0000000000000000 |

Test

MAD settings
| Check whether the MAD i already activated
Requirement [none)
[ ] Activate the MAD
[ Multiapplication card

[ Read and update the MAD automatically

1]
fut

Gancel < Back Niexd Rinish
[ Cancel | | [ Fnsh |

The General settings group box allows choosing the reader type, the serial port to which
the reader is connected and the baud rate to be used. CardExchange® Producer does not
support a lot of readers for encoding HID ® Proximity. Currently we only support the
OmniKey readers listed on our website.

https://cardexchangesolutions.com/producer-encoders

PC/SC readers are only available when installed on your system. If the reader is not
available, please make sure it is installed properly. You can click on the Refresh button to
reload the list with available readers. You are able to test if the connected reader is
working and responding correctly. Click on the Test button to open the MIFARE® Reader
Test window.
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Mifare Reader Test lﬁ

. The reader is working propery
. Mo card detected

Chip =eral number:

Test

Message: Could ot read the cr'up sefial number.
The smart card has been removed, so that further
communication is not possible

% A

When pressing the Test button, CardExchange ® Producer will try to connect with the
reader and, if a card is present, it will try to read it. If the test succeed and the reader is
working and a card is present on the reader, you will have two green lights.

When you have selected and tested the reader, you are done with the wizard and you can
click Finish.

Compared to DESFire or Classic encoding, the HID definition does not contain any Data
Items. The HID definition contains a set of items collected inside a MIFARE® item. Once
your HID Proximity definition is configured, the MIFARE Item will be available as a Data
source for objects such as text items or storage items, as indicated below with the red
rectangle:
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% Properties

Manual entries MIFARE® Expressions Variables

|0

| MIFARE® DESFire UID

O X

Funt¢tions

Content | Ppsition | Text | Border | Colors "..l’is.ibiﬁt;.r Database columns

Sex

State/Province

Title

Web Page

ZIP/Pastal Code
Manual-entry objects

Department

DOB

MIFAREZ Classic read items

| Card number

Country code
Facility code
Mumber of bits
Raw data

State code

MIFARE® DESFire read items
Myltem

Close

The HID definition created offers six different flavors to chose from:

e Card number
e Country code
e Facility code

e Number of bits
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e Raw data

e State code
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17

Assist

1. h & L WCardExchange

b CoraParbag s B e
e

B oo Veas By o Taome.

New CardExchange® Visitor Mgmt Software

WrCardExcEige
VISITOR

Introduction

With the release of CardExchange® Producer we bring a unique innovation to your desktop
by offering everything that you need to produce cards in a fast and secure way at hand.

Help, Forum, Videos, etc, it is all available in this section of your CardExchange® Producer
product. When you enter the Assist section by selecting the corresponding tab, you will
directly see an Outlook style interface showing on the left the available news items and on
the right the content of this news item.

CardExchange ® Producer uses this section to keep you informed about new updates and
release plans so you will always be able to run the latest version. But also the reseller who
has sold the product to you will keep you informed about his latest and greatest.

Take a look at the separate subjects in this section of the Help file and see how this is going
to benefit you!
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Have access to online help file directly by clicking on the Help button indicated with the
red rectangle.

CardExchange™ Producer Help
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it s ok ..

Our online Help files are always up to date and contain always examples with each
available functionality. On the left side you see all the available and selectable subjects,
and on the right the content of the selected subject. Of course you need to have an online
internet connection. When no internet connection is available, the internal Help file will be
loaded:
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17.2
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Following the struchure of Momosoft® Office, the Home tab reflects all the most common funcbonality neadod
mant

Chipboard funconalty for easy Copy, Cut, and Pasting. In the Font groop you can sasdy sof the font type, sire,
color, and outfine the boxt.

CardExchange® offors almost unbmsted possibilibes to outine youwr toxt and objects. Also bordars can be easidy
sat and colors can chosen,

Tha mam objects for inmerting are also avaiable from the Home tab in the Insert group. Last bat not least, tha
Proportiey window & calied from the Home tab too.

1t in also possible to minimize the ribbon & you need mome space on your design because you are using 2 smaller
scraen
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ad | ey n . f fiTe
iy Rt w L = 4 . o
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Fight mouse cfick on one of tha available tabe to opan the contoxt menu and saloct Minimize the Ribbon,
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N

M you only sea tha waders of the tabs and mora space s offerad. Cliclong on the tab =il have the Ribbon

informaton expand. After selecting tha funchonality it will close agan. =

—— |

We always strive to have the internal Help file updated to with the latest release but

unfortunately we cannot guarantee this.

Forum

We Employee Erarnple - CardEschangeS Producer Uthnrate

Drintk Ozt

Fedresh Help § Forum § Video  Remot=
kodinls suppoid

Phatar

IO E & 5

Lignatures Biamatne D ezan Crfagiratca Whceox Saruize rortar
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Unique for our industry is our end-user forum. On this forum you can find information from
and by other users of CardExchange ® Producer.
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Take a look at all the recent topics and search for solutions you need. Is your solution not
available, just register yourself and post it on the forum. Besides other high level users of
CardExchange ® Producer, our support are directly answering forum questions.

Are you looking for answers and solutions? This is the place to be. Don't forget, by posting
your questions you are not only helping yourself, you are also helping other users of
CardExchange ® Producer!

17.3 Video Tutorials

e Employee Erample - CardExchange® Producer Ulthinrate

Drint Oats Phiactar Signatures Biamatnie D ezan Crfagiirats Wi Saruize reritar

0OIEI2A = Eh ' @ WMCadExchange

Redresh Help” Forung Video Bemot= | Activebion Register Sipport. Compare sbougt
wiksials Banpoit window, Brende  conbiac edibons  CardlEsrlancs SOLUTIONS

Sometimes it is handy to see how things are done instead of reading text or other
information. Therefore CardExchange ® Producer offers a large selection of How-To Videos
on our YouTube channel.
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For customers with an active CardExchange® Assist Premium software support plan, we
offer the possibility to directly launch a remote support session with us from the Assist tab.

You will need to contact our support department first to arrange this with an available

technical support representative.
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After clicking the remote support button, the disclaimer will be displayed. If happy you can
click on accept.

Bl ciassist - X

. Allow Remote Control % ‘

s73-186-272

Your Name Here

Support Required

Cancel

[ ] !!.E-.‘jd:y‘ to connect (secure connection)

You can then specify your name and a description for the remote session if desired. Once
the technical support representative is ready they will initiate the connection automatically.

17.5 Upgrade Your License

W Employee Erarnple - CardEschangeS Producer Uthnrate
Drintk Otz Phaitan Signatures Bimpatne D ezan Crfagiratca Whceox Saruize cortar
2 vt
09 @A IS|E D ©® WiCardExchange
Fedresh Help. Forum . Video Remot= | Activebon §Register Suppori.  © Compare Aboit
hubopials - sunpedd window [l Wense  conbract edibons  CardEsclancs SOLUTIONS

In the section Activation and Registration we have explained how you activate your new
CardExchange ® Producer license. When you decided that you want to upgrade to a higher
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edition, and you have ordered the upgrade, you have probably received a new serial
number and activation code via email from your reseller.

To get to the higher edition, you will have to activate the new license first. To activate your
upgrade, click in the Activation Window button indicated with the red rectangle and the
CardExchange® Producer License Activation Wizard will start.

b

21npoid ‘3poIu3 ‘PEuun]

5
il

CardExchange® License Activation Wizard ﬂ

Welcome to the CardExchange® License Activation Wizard. In this
wizard you will be able to activate and register your
CardExchange® license. By registering your license you make sure
that you are being informed about updates and new releases,

Please provide your serial number and activation code in the fields
below. If you have received an activation file (*.AUT) or an activated
license file (*.LIC), click on the advanced button and select your file.

Serial number:
32187 |

Activation code:

2334D-33535-66AD6- 1626F-33322-08%FA-FB12
Machine |D:

10-40734

| Advanced >>

IMPORTAMT! ¥our license can only be activated on a single
computer. Do not activate your license on a computer that is only
used fortesting, The demo version offers all CardExchange®
functionality free for 42 days.

| Cancel | | <Back | | Acivate | finish

Enter the serial number and activation code into the text boxes and click on Activate to

start the process.
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N CardExchange® License Activation Wizard

It is recommended that you register your CardExchange® license,
By registering your license you make sure that you will be informed
about new functicnality and upcoming releases.

o] Yes, | want to register my CardExchange® license

Company name: itardExchangE Solutions

Contact person: , Mr CardExchange

Address: I‘J West CardExchange Read

|
E-rnail address: | ce@cardexchangesolutions.com |
|
|

ZIP code: 195585

Citys Cardach ange |

Country; I CardExchange |

Phone number: gﬁﬁz 5488 1251

Fax number (opticnal): || |

Printer brand: i{]’ther W |

Company type - Other v

Preferred language: EEng[{sh Vl
Alias for forunm: ' Mr CardExchange |

| Cancel | < Back | Nets | Firish

If needed you can make changes to your previous registration information, if not, click Next
to proceed.
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N CardExchange® License Activation Wizard

After activating your license, CardExchange® offers 30 days of
Ultimate Trial Functionality. This enables you to familiarize yourself
with our higher editions. If you do not want to use this option,
please uncheck the box below, Trial functionality can be disabled
any time via the main CardExchange® window,

Yes, | want to have 30 days Ultimate Trial Functionality

Would you like to be contacted?

Please contact me by e-mail

Please contact me by phone

When would you like to be contacted?

16 September 2013 B~

Subscribe to our Mewsletter to be notified of any updates and
important information regarding your software

33npold ‘3p0IU3 I3ULD:

| Cancel | | <Back | | Newt> | Finish

If you would like to be contacted, just select how and when, and your reseller will contact
you on the preferred date selected. You can also change your subscription to our
newsletter.

Click Next to proceed to the Final page of the activation process.
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N CardExchange® License Activation Wizard

Your activation process is complete, Please click Finish to close the
activation wizard and launch CardExchange®,

As you are getting familiar with CardExchange®, you may have
some guestions. Please feel free to visit cur online help videos as
weell as our custorner forum at forum.cardexchangesolutions.com.

Thank you for choesing CardExchange®,

22Np0Id '2p0aU3 ‘Paul

Cancel <-Back Mest = i Finish !

When you click on Finish, the dialog below will pop up:

CartiExchange - - [

@ The upgrade will only take effect after restarting CardExchange. '

Click on OK to confirm and restart CardExchange ® Producer.
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17.6 Update Your Registration Info

W Employee Ezample - CardBichange Peoducer Utenate

Dript Oata Phgtan Signalures Branyatne 1D ezan Confagurats Yo Sarvice contar

002 Zl=Elh @ O ‘WhCardExchange

Fedresh Help. Forum . Video Remot= | Activsbaorl Fegicter Buppori. Compare Aboit
hukoials - sunpoit window il fenge eonbiact editons  CaidEschangs

When you have registered your software, you can always update your registration
information. Click on the Register License button indicated with the red arrow and
CardExchange® Producer License Activation Wizard will start.

b CardExchange® License Activation Wizard ﬂ

It is recommended that you register your CardBxchange® license,
By registering your license you make sure that you will be informed
about new functionality and upcoming releases.

[+ ¥es, | want to register my CardExchange® license

Company name: éCardExchangE Solutions

Contact person: I Mr CardExchange

E-rnail address: |ce@cardexchangesolutions.com
.

Address: :9 West CardExchange Read
ZIP code: 5585
City: _C_ardE;ch ange

:'_:' Country: iﬂie;rdExchange
E Phone number: 952 5488 1251
I':II'I Fax nurnber (optional): .| _
\ ﬁ Printer brand: E-;}Eher v I
f j _'I:I Company type: Other W I
% E Preferred language: ;IIIEn.g,_[ish vl
ﬁ Alias for forum: MrCard Exc han_g_;e
i W cece B tines W G
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The registration process is a part of the activation process and therefore the same process
is used. It does not effect your license information, only your registration information.

Now change the information you want to change and proceed to the Next page when
done.

N CardExchange® License Activation Wizard

After activating your license, CardExchange® offers 30 days of
Ultimate Trial Functionality. This enables you to familiarize yourself
with our higher editions. If you do not want to use this option,
please uncheck the box below, Trial functionality can be disabled
any time via the main CardExchange® window,

Yes, | want to have 30 days Ultimate Trial Functionality

Would you like to be contacted?

Please contact me by e-mail

Please contact me by phone

When would you like to be contacted?

16 September 2013 B~

Subscribe to our Mewsletter to be notified of any updates and
important information regarding your software

2INpoid ‘3p0IU3 P3ULD

| Camcel | | <Back | | MNet> |  Fiish

If you would like to be contacted, just select how and when, and your reseller will contact
you on the preferred date selected. You can also change your subscription to our
newsletter.

Click Next to proceed to the Final page of the Registration process.
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N CardExchange® License Activation Wizard

Your activation process is complete, Please click Finish to close the
activation wizard and launch CardExchange®,

As you are getting familiar with CardExchange®, you may have
some guestions. Please feel free to visit cur online help videos as
weell as our custorner forum at forum.cardexchangesolutions.com.

Thank you for choesing CardExchange®,

Cancel <-Hack Mest = . Finish I

17.7 Support Contract

™ CardFechange ® Viitor Business

Home Lrata Fhotos Signatures Sharmatics Configuration Wisw Asslst

SO b © O WiCardExchange

Refresh Help Forumn Wideo  Romote  Ackation Reglster Compare bowi
niterials support window  loense aditions CandExchange® Gabeway SOLUTIONS

If you have purchased a CardExchange® Assist Premium support contract, you can activate
it by clicking the Support contract button under the Assist tab.
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W™ CardExchange® Visitor Support Contract Activation — L X

s mmsmsss  memsasow

Welcomea to the CardExchange @ Visitar Support Contract
Activation Wizard. In this wizard you will be able to activatz and
register your Cardbxchange ® Visitor Support Contracth,

Please prowide your senal number and activation code in the fields
below. If wou have received an activatian file (*AUT) or an activated
licensa file (* LIC), click on the advanced button and select your fila.

Serial numbar;

Activation code:

Machine ILx
10-221D0C

1 Hd;.ranced > J

A
m
i)
=)
= |
=
O
Al
"]
LA
]
<
0

e
3

jjoddn

IMPORTANT! Your support contract will be activated on the serial
t

=, Do not
Exchange®

j0id

number of this CardExchange ® Visrtor Edition ic
activale this support contract if this is not the Car
Visitar license you want support forl

| Cancal < Back Activate Flnish

D

449

You will be prompted to enter your serial number and activation code that you received
when purchasing the support plan.
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W CardExchanga® Yiitar Support Contract Activarion = (] S

CardExchange® Assist Support License Agreement

NOTICE TO USER; BY ACTIVATING THIS SUPPORT LICENSE AGREEMENT, YOU ACCEPT THESE
TERMS.

Thiz Support Licerses Agreememt ["SLA"), as a part of the CardExchange® Assist Program, is a legal
azreement between you (the puchaser andfor user} ["LICENSEE") -and CardExchange Solutions Inc., a
California corporabion (*CARDEXCHANGE") for the Software identified above and defined hereunder, By
activating this SLA, you agree to be bound by the terms of this agreement, PLEASE READ THIS
CONTRACT CARERULLY,

IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO NOT ACTIVATE THIS AGREEMERNT. You
nave received a seral number and activation code to activate your Support License Agreement. if this
informanen was mailad o you, retum the media envelope alang with the rest of the package 10 the
location where you obialned i within 20 days from purchace, Please note that, ar any tme, if we
datarming that you have abused, breached or violated the lattar, spirit, or intent of any of these tarms,
conditions, and guidelines, we reserve tha right in our sole discretion to terminate or suspend this
agreament wichout notice, penalty, or lablity of any kind 1o us.

1. DEFIMITIONS

1. "SLA" is the This Agresment is executed for providing Support services to the LICENSEE who has
activared the Support Level Agreement [“SLA"}, with CARDEXCHAMGE for use of a Licensed
Support Program

2. For the purpose of this Agreement, the Support Services and the terms shall be applicable as w
“LICENSEE" only after activating this Agreement

3. "Astivated” means an active SoHware license Agreement [SLA} offering CERssist Premium
Denehiz as avallable on CARDEXCHANGE's website.

4. "Current version™ means the version that Is highest in version number, i.e. when version 9 is
current, version 8 is not eligible for a Support Level Agreement,

2. TERM

1. Suppart License Agraemeant price: are subject to change without notice. The mast actual prices

1 1 have 1ead the contract and fully accept its terms and conditions

| Gancel <Bock | | New

Clicking on Activate will display the license agreement.
A copy of the terms can be found here.
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Contact person:
Email address
Address;

ity

State {optional):
ZIF cods:
Cauntry:

Phone number,
Printar brand:
Company hype:

Alias for forum;

| v CardBxchango @ YVisitor Suppor Contract Activation - a =

It is recommended that you register your CardFachange & Gateway license. By registering your ficense you make surs
that you will be informed about new funcfionality and upcoming releases

+  Yes, | want to reglster my CardExchange® Gateway license

Compary name

l‘C.aI:iEx-:i'nange Solstions

Craig Bechellk

:su ppcrtl@ rardaxrhangesalutions com
20 Sand Creck Road, Sute H

Brenturood

A 34513

us

+1{925) 529-4999

Cithor

Other -

Cralg Bechelli

Cancel | o Back | Mext » Frmeh

Once you have checked the box to agree the terms and conditions you will be prompted to
register (Registration is mandatory for software support plans).

If you have already registered your CardExchange ® Producer license then the current
registration details will be displayed.
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¢ 0 Cardbschange® Vsior Support Cantract Activation — O x

After aclivaiing your license, CardExchanga® Yisiior gives you the opportuniy to hawe 3 30-day trisl of our Business
edition for free. This allows you to discover the functicnality inciuded in our higher editions. H you da not want to
have this option, please uncheck the bor below, Trial functionality can be disabled at any time via the main
CardExchange ® Visdor window,

s, | want to hawve 30 days Business Trial Functionality

Wil wou like ta ba contarted?
i_' Pieasa contact ma by e-mail

[ | Please contact me by phone

Wien would you liks to be confacted
[] Subserita to our Mewsletter to be notified of any updates and important irformation regarding your software i

| cancal || dBaJ:_i:_-} Naxt > Finsi

- A AEEE O AEETEE T AT B ARSI S §EEEEIEE EETEE AN EEESEEETE R 1N SN O B WA SEmESE O SImEE

Clicking on next will allow you to subscribe or unsubscribe from our newsletter.
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§ W Cardbscharge 8 Vistor Support Contract Activation — O 4

Y¥our activation process s completa. Please oick Finish to close the activation wizard and launch CardExchange®
Wisitor

Az you are getting famniliar with Cardexchange @ visitor, you may have some questions. Mleasa feal frea to visit our
T website at bt pdtawe carderchengesolutions com to access online help files, support options, contact information
and mare.

Thank you for cheosing CardExchange ® Goteway

Cancal || < Back | Mt Firnisky

- A AT R R B EE ITESIEETE N AEEAECIEETEE R IEESEEETE U OEE EESNE 1D SR EETWI 0w aEm

You then just need to click finish to complete the activation.

W CardExchange® Visitor Y

The upgrade will only take effect after restarting Cardbxchange ® Visitor,

-

oK

17.71 Support License Agreement

CardExchange® Assist Support License Agreement

NOTICE TO USER: BY ACTIVATING THIS SUPPORT LICENSE AGREEMENT, YOU
ACCEPT THESE TERMS.

This Support Licenses Agreement ("SLA"), as a part of the CardExchange ® Assist
Program, is a legal agreement between you (the purchaser and/or user) (“LICENSEE") and

CardExchange Solutions Inc., a California corporation ("CARDEXCHANGE") for the
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Software identified above and defined hereunder. By activating this SLA, you agree to be
bound by the terms of this agreement. PLEASE READ THIS CONTRACT CAREFULLY.

IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO NOT
ACTIVATE THIS AGREEMENT.

You have received a serial number and activation code to activate your Support
License Agreement. If this information was mailed to you, return the media envelope

along with the rest of the package to the location where you obtained it within 30
days from purchase. Please note that, at any time, if we determine that you have

abused, breached or violated the letter, spirit, or intent of any of these terms,
conditions, and guidelines, we reserve the right in our sole discretion to terminate or

suspend this agreement without notice, penalty, or liability of any kind to us.

1. DEFINITIONS

1. "SLA" is the This Agreement is executed for providing Support services to the
LICENSEE who has activated the Support Level Agreement ("SLA"), with
CARDEXCHANGE for use of a Licensed Support Program.

2. For the purpose of this Agreement, the Support Services and the terms shall
be applicable as to “LICENSEE" only after activating this Agreement.

3. "Activated" means an active Software License Agreement (SLA) offering
CEAssist Premium Benefits as available on CARDEXCHANGE's website.

4. "Current version" means the version that is highest in version number, i.e.
when version 9 is current, version 8 is not eligible for a Support Level
Agreement.

2. TERM

1. Support License Agreement prices are subject to change without notice. The
most actual prices are always available in CARDEXCHANGE's web store.

2. This Support Level Agreement does not include installation or configuration
support.

3. Support Level Agreements (SLA) are only available for current versions of
CARDEXCHANGE's software products and custom services.

4. Support Level Agreements (SLA) are exclusively activated on the
CardExchange® Product and Edition. This SLA cannot be transferred to
another product serial number after activation.

5. The term of this Agreement shall commence on the date of activation and
shall remain in force for one (1) year. This Agreement will NOT automatically
be renewed! 30 days before the expiration of this agreement, the LICENSEE
will be notified of renewal options. LICENSEE renewal of this agreement
before expiration this agreement expires, offers a discount of 10% on the
annual fee.
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6.

When this Support Level Agreements (SLA) is renewed before the
Anniversary date, the renewed agreement will be in force for one (1) year
plus the remaining time left of the moment of renewal until the Anniversary
date.

In the event that LICENSEE fails to renew the Annual Support Level
Agreement fee on or before the Anniversary Date, this Agreement shall be
deemed automatically terminated.

3. SUPPORT SERVICES

1.

EXCHANGE will provide LICENSEE with support services as described in our
Premium feature overview within business hours on Monday through Friday
between 7am and 8pm US Eastern Time, except on holidays.

. The support services under this SLA do not include any customizations,

modifications. It also does not include configuration and installation of the
software other than configuration to make the software work as indicated by
the software manual. EXCHANGE offers separate installation packages
pricing as well paid professional services.

4. RESPONSIBILITIES AND LIMITED WARRANTY

1.

The LICENSEE will conduct in a courteous and professional manner with
CARDEXCHANGE.

. The LICENSE will use the provided tools provided by CARDEXCHANGE to

maximize efficiency of this Agreement.

. The LICENSEE will use the channels for communication provided by

CARDEXCHANGE like support phone numbers, ticketing system, email
addresses, etc.

The LICENSE will provide accurate information about the company and
contact person during the activation process of the SLA.

. The LICENSE will update the contact information when changes in the

organization or contact person changes.

CARDEXCHANGE warrants that the Support Services will be provided in
conformance with the terms of this Agreement and CARDEXCHANGE does
not make any other warranties, whether expressed or implied, whether
regarding the performance of the Licensed Program or the services provided
under this Agreement.

LICENSEE agrees that CARDEXCHANGE has not warranted recovering any
data or other information contained in the Designated System.
CARDEXCHANGE shall not be liable for any loss of profits, loss of use,
business interruption, loss of data, cost of cover or any indirect, special,
incidental, exemplary, punitive or consequential damages of any kind in
connection with or arising out of the furnishing, performance or Use of the
Licensed Program or services performed hereunder, whether alleged as a
breach of contract or tort conduct, including negligence even if advised of
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the possibility of such damages. Subject to the foregoing and
notwithstanding anything to the contrary elsewhere contained, in no event
shall the maximum aggregate liability of CARDEXCHANGE in connection
with this Agreement exceed the Software Level Agreement fee paid by the
LICENSEE in the six (6) months preceding the claim.

8. Neither party shall be in default or otherwise liable for any delay in or failure
of its performance under this Agreement if such delay or failure arises by any
reasons beyond its reasonable control, including any act of God, any acts of
the common enemy, the elements, earthquakes, floods, fires, epidemics,
riots, failures or delay in transportation or communications or utilities, or any
act or failure to act by the other party or such other party’s officers,
employees, agents or contractors; provided, however, that lack of funds shall
not be deemed to be a reason beyond a party’s reasonable control.

5. WARRANTY DISCLAIMER

1. CARDEXCHANGE AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES,
WHETHER EXPRESS, IMPLIED, OR OTHERWISE, INCLUDING WITHOUT
LIMITATION THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

2. OUR SOFTWARE IS PROVIDED ON AN "“AS IS BASIS. YOU ASSUME THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE SOFTWARE.
SHOULD THE SOFTWARE PROVE DEFECTIVE, YOU ASSUME THE ENTIRE RISK
OR COST ASSOCIATED WITH SUCH DEFECT AND ANY SERVICE AND REPAIR.

CARDEXCHANGE AND ITS LICENSORS DO NOT WARRANT THAT THE
SOFTWARE IS FLAWLESS OR WILL OPERATE WITHOUT INTERRUPTION. THE
SOFTWARE IS NOT DESIGNED, INTENDED, OR LICENSED FOR USE IN
HAZARDOUS ENVIRONMENTS  REQUIRING  FAIL-SAFE  CONTROLS.
CARDEXCHANGE SPECIFICALLY DISCLAIMS ANY EXPRESS OR IMPLIED
WARRANTY OF FITNESS FOR SUCH PURPOSES.

6. LIMITATION AND RELEASE OF LIABILITY

1. In no event shall CARDEXCHANGE, its licensors, or its suppliers be liable to
you for any consequential, special, incidental, or indirect damages of any
kind arising out of the delivery, performance, or Use of the software, even if
CARDEXCHANGE or its licensors have been advised of the possibility of such
damages. You agree that the liability of CARDEXCHANGE and its licensors
for any claim, whether in contract, tort, or any other theory of liability will not
exceed the amount of the license fee paid by you.

7. EXCLUSION OF ALL DAMAGES
8.
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL
CARDEXCHANGE, ITS LICENSORS, OR ITS SUPPLIERS BE LIABLE FOR ANY

© 2020 CardExchange Solutions, Inc.



Assist| 457

CONSEQUENTIAL, INCIDENTAL, DIRECT, INDIRECT, SPECIAL, PUNITIVE, OR OTHER
DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR ANY

INJURY TO PERSON OR PROPERTY, DAMAGES FOR LOSS OF BUSINESS
INTERRUPTION, PROFITS, LOSS OF BUSINESS DATA, FOR NEGLIGENCE, OR FOR ANY OTHER
LOSS WHATSOEVER) ARISING OUT OF OR IN ANY WAY RELATED TO THE USE OF OR
INABILITY TO USE THE SOFTWARE, WHETHER BASED IN CONTRACT, TORT, NEGLIGENCE,

STRICT LIABILITY OR OTHERWISE, EVEN IF CARDEXCHANGE, ITS LICENSORS, OR
ANY SUPPLIER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THIS

EXCLUSION OF DAMAGES SHALL BE EFFECTIVE EVEN IF ANY REMEDY FAILS OF ITS
ESSENTIAL PURPOSE.

9. ASSIGNMENT AND AMENDMENT

LICENSEE may assign its obligations under this Agreement to a third party individual
or entity subject to the prior written consent of CARDEXCHANGE. No amendment to  this
Agreement shall be valid unless the same is in writing and signed by both parties. Both
parties agree that they are not bound to any oral representations and warranties
made concerning the services under this Agreement.

10.APPLICABLE LAW AND DISPUTES

1. This SLA, and any further agreements resulting therefrom, including any
question regarding the existence, validity, or termination thereof, shall
exclusively be governed by and construed in accordance with California law
without regard to any choice of law rules thereunder.

2. All disputes arising in connection with this agreement, or any further
agreements resulting therefrom, including any question regarding the
existence, validity or termination thereof, shall be submitted to the exclusive
jurisdiction of the Contra Costa County, California, courts.  The parties
further agree that this Agreement was entered into in Contra Costa County,
and is to be performed in Contra Costa County.

11.PRIVACY POLICY
1. USE OF DATA

When you download, use, or activate our Software or Support License Agreement
(SLA), browse our website, or participate in our online forums, your IP address, the time

and duration of your visit and use, the web browser you are using, the pages you
view, and other information like how you are using the software, are sent to our servers.

This information can be used to compile statistical reports about how you use our
products and our website in order to improve our products, services, and support. If you

choose to register for our forums, a valid email address is required. Our forums are
moderated, and we reserve the right to remove anything we deem inappropriate and to
restrict or delete any user account being used inappropriately.
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17.8

2. FRAUD/PIRACY

We aim to keep your information safe. Credit card fraud, identity theft, and software
piracy will not be tolerated. We may release any information necessary to comply with

the law, protect our software licenses, and foremost to protect our valued
customers. We will also work with law enforcement and fraud/credit agencies to ensure the

safety of your information.

Should you have any questions concerning this SLA please contact us via:

Email: sla@cardexchangesolutions.com
Web: http://cardexchangesolutions.com/sla

First Edition © CardExchange Solutions Inc. 2016

About
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CardExchange

SOLUTIONS

Sometimes when you need support you will be asked which edition and version you are
running of CardExchange® Producer. All this type of information can be found in the
About CardExchange® Producer section. Just click on the button indicated with the red

rectangle, and the window below will be presented:

About CardExchange® Producer
CardExchange® Producer Ultimate 9.5.1.61 |

Add-ons: Plug-in
Serial number: 89189
Client code: 2
Machine ID: 10-221DC

€ 2005-2016 CardExchange Solutions
All rights reserved
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In this window you can find the edition and version you are running. This can be important
to see if you are running the latest version with regards to solved bugs.

You also can see your serial number which enables us or your reseller to request your
activation code, if needed. It also contains the Client code of your license. The Client code
indicated who has supplied your license. Last but least, it shows the Machine ID, the digital
fingerprint of your computer for your CardExchange ® Producer license.

%% Employee Ezamnale - CardExchange® Producer Utenake

Confguralian gy Sarvice cartar
‘k\
= | e I . @ WCardExchanoe
Bedresh belp. Forum . Wideo Remolz | Achvabaon ister Support  § Compare Sbout
uborinls “sisppord O Rﬁ-'ﬁ: conbiact editrons EarcEichanos SOLUTIONS

When you are running a GO Edition for example, and you would like to know what type of
functionality is offered in other editions of CardExchange® Producer.

Just click on the Compare editions button indicated with the red rectangle and it will bring
you to the Compare editions section on our website:

[ LY S T T 4 n B =
B Codusarge™icien. W Ceslunag” bew 5 Celeraey™inied . B0 Cosibubsn Ve 8 Crdurkiser Dean . G Hoew Tergrs © 0 diash@ephnmses. [ Tt Umpgs - 3 Sy - Toppes -§

CARDEXCHAMNGE PRODUCER COMPARE EDITIONS

Here you can see all the offered functionality available for each separate edition.

17.9 Contact Information

e Employee Erample - CardExchange® Producer Ulthnrate
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All CardExchange® Producer Resellers and Distributors have a long history in the ID Card
Printing market and can advice and help you to make the right choices. But unfortunately it
is not always known for the user of our software who supplied the software and were to go
to for support.

At the section indicated with the red rectangle you always find one button indicated that
contains the Company Logo of the CardExchange ® Producer partner that supplied you the
software and if you click on the button, it will directly bring you to their home page so you
can find all their contact information.

When applicable, in the same section you can find a second button next to this that will
take you directly to the web shop of our partner so you can buy upgrades, supplies, etc.

Together with all the other functionality offered in our Assist section, we strive to offer high
quality with high service without limitations.
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w External-functions wizard

Add or remove external-function calls

General properties
MName: |ManualText

DLL file;  |woid.dll

General properties
Call when prninting
Call using a button

Call when showing preview

Evaluation moment

Before moving the card into the printer
Before reading from the smartcard

Before writing to the smartcard

After reading from/writing to the smartcard
After printing the card

After writing to the databaze

Add B=move

Welcome to the external-functions wizard i

External Plug-Ins is CardExchange ® Producer most powerful and flexible custom

functionality offered! An External Plug-In is basically a wrapper that can contain any

possible functionality you can imagine. Most common is the embedding of third party
SDK's. For example, want to embed a specific bio-metric fingerprint scanner, or a driver-
license scanner, etc., we can simply embed the functionality of the readers into an External
Plug-In and make the functionality available inside CardExchange ® Producer. External
Plug-Ins are developed by CardExchange Solutions and have quick turnarounds with low

cost and offer unlimited possibilities to get into project business without spending

thousands and thousands in customization.

How does it work?
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18.1

When you have specific need for, for example, a finger print scanner, first contact your
CardExchange® Producer Reseller. Inform them about what reader you want to use, if there
is an SDK available, what you want to accomplish, for example, do you want to store the
finger print image but also the template, etc.

The reseller will contact CardExchange Solutions for a quote and will get back to you with a
price and time frame. When you decide to proceed with the External Plug-In, in most cases
you will have to make a reader and the SDK available for CardExchange solutions and ship
this to us or have your reseller ship it to us. Don't know your reseller? Please take a look in
the Service Center and see who you reseller is to contact.

Configure External Plug Ins

When you have ordered and received a External Plug-In you will have to configure
CardExchange ® Producer to be able to use this Plug-In. To get access to the Plug-In
functionality, you will first have to access the Card Definition Wizard.

W4 o8 - CardEvchange® Producer Erterprise (Senafl Business Serser)

Prink Data Prosos Signatures Beometric [ scom Configuration View fswEr

a A, 2 Ly Erport templates . s
. Ifu Frammy s | ¥ . g

mpori tempiates " Jr o)

Aelvanced Card Cards  hlew = i Card Carg Mappirgs Data iolder
options manager = card Duplicate template dezigner defevtion wizard wandonu chaning

Enalria logins fastore

To call the Card Definition Wizard you have to click on the Edit card definition button in the
Configuration tab. If you do not see this button, please change the configuration settings as
described in the Advanced Options section of this Help file.
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[ Setngs
Layeut and magnatic encading
@) 7 Do you wart ta define a cord loyout? Templstes’ Harvard Uriversty cedy (L] Cose b ]
¥} Do you wenf to enable prnbing 7 [¥] Pt front [ PRotere frort
"] Do you want tn anable magnatic encoding? [7] Prirt back: L] Rotate hack
Frint back: ude first [7] Send to printer as bimag
Datshase connedions -
@ ¥ Do you want ta conmect 10 a dufabisse? Studerts ad L) Cese [ER |
|| Corvactiess encodng
[T Do you wart bo ensble contactiess 7] Do you want to put the cad on the smet-cand rmadar manualy?
Read CSlk I [
[ B -
E | Ceste | Ed
Eqamal —
€ [ Do you wenl to use extemal funclions or phug#ns 7
(o] [ ook [ Meer |[ e | |

When the Edit card definition button is pressed, the Card definition wizards opens and you
need to select "Do you want to use external functions or plug-ins?" and click on Edit to start
the wizard.
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"% External-functions wizard -

Welcome to the external-functions wizard .
Add orremove etemal-funcioncalls ."':h

General properties

mm J Mame:  Add Name

DLL file:  Select PlugIN

]

General properties
[#] Call whien printing
|| Calll using a button

{7} Call when sherwing preview

Evalaation moment
Before moving the card into the pranter
Before reading from Mifare
@ Before writing to Mifare
After reading fromy/writing to Mifare
After printing the card
After writing 1o the database

| Add || Remove

General Properties

e Name - Enter a name for the External Plug-In, for example Fingerprint Scan

e DLL File - Browse and select the External Plug-In file you received

e Call when printing - Select if the plug-in needs to be called during the print process

¢ Call using a button - Select if the plug-in needs to be made available via an button in
the Main Interface

¢ Call when showing preview - Select if the plug-in needs to be executed every time the
preview is reloaded

Evaluation moment

Check one of the available evaluation moments. For example, if you have an external plug-
in that calculates a special value based on the CSN of a MIFARE® Classic 1K card you use
before writing to MIFARE® so the calculated value is available for storage or printing in the
template.

Click on Finish to store the settings.
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"% Card Definition Wizard

|| ] Defintiona | 2 Mapsings

||

Auwadzble card Rens: Type of data bo be deolayed in the selecied cand tem:

[Coned ] [cbads || e | [ ]

Click on Next in the Card Definition Wizard and select the External-function input tab and
connect it to the preferred mapping.

IMPORTANT! External Plug-Ins can have input as well output funtionality!

18.2 Void Plug Ins

Void plug-ins

The CardExchange ® Producer external plug-in framework has a hidden feature, which is the
possibility to define a void plug-in. Void plug-ins offer two possibilities that are otherwise
not possible: controlling when a .NET Function is executed and using a single manual entry
for multiple card items.

Description
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A void plug-in is created by defining a plug-in that does not reference a real plug-in DLL. If
CardExchange ® Producer detects that no real plug-in is selected, it creates an internal
plug-in with one input parameter, called "Definition", and one output parameter, called
"Result". When executed, the plug-in copies the value of the input parameter to the output
parameter.

By mapping a .NET function to the Definition parameter of a void plug-in, it is possible to
combine the advantages of .NET Functions with the advantages of plug-ins, that is, you can
develop your own .NET functions and you can still control when the function is executed by
using the settings in the plug-in wizard.

By mapping the Definition parameter to a manual entry, you can use the result of a single
manual entry in multiple mappings. That makes it possible to have a single manual entry
whose value is both printed on the card and stored in the database.

For manual entries, you will often want the void plug-in to be executed whenever you call a
preview. However, when the void plug-in is used in combination with a .NET function, you
will often prefer to execute it during the print process only, or when clicking a button.

Example

To illustrate how void plug-ins work, we will create a card definition with a single manual
entry that is both printed on the card and stored in the database.

1. To start, add a new card definition that consists of a card layout with a data text object
called "ManualText" and a data definition with a storage item called "ManualText".

2. Select "Do you want to use external functions or plug-ins" in the card-definition wizard
and click the Edit button to configure the plug-in.

3. Add a plug-in called "ManualText" and type "void" in the DLL-file field. Then click
Finish.
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-
w Dxternal-functions wizard

Welcome to the external-functions wizard

A&dd orremove external-function calls

General properties

| Mame:  Void plug-in

DLL file:  woid

General properties

[Hcall when printin g

[ call using a putton

[¥] Call when showing preview

Evaluation moment
Befare moving the card into the printer
Befare reading from Mifare
(@) Befare writing to Mifare
After reading from/writing to Mifare
After printing the card

After writing to the database

%

Add

H Remove |

Einish

e

4. Click Next to go to the mappings window and map the visible item called "ManualText"

to the plug-in output "ManualText.Result". Then map the plug-in input
"ManualText.Definition" to "Enter manually".

© 2020 CardExchange Solutions, Inc.



468

CardExchange® Producer Help

L] Card Debinifion Wizerd [yt

[=] Manu=iText [Marmml Tee Result]

 MarualTest Definion (Froer manally) |

Type of data tn be dapiayped n the sdacied card f=m:
Erter marually *
Additiona rfamation

Yalus:

Manual-erry wirdaw
[¥ Make this walus edtanie n the manuaterin wodow

[Descnphon 1o ba shown in the manua-antry wandaw:

Defrptian

Prompt for value
|7 Prompt for vabue bafors prnorg
| Vedue cannot b rul dr smaty

|! Show prestous valie

[ Conod [ ook || e

Iml

5. Select the Storage items tab and map the storage item "ManualText" to the external

function output.

- Cﬂl‘dﬂ:ﬁni&m\'ﬁnd__‘: — T — = pE
[] petrytinrs | T Mepoinga |
Aya
. Additiona irfamation
" Marual Text Defmitian (Ender menuslly |
[ Gwod || shack | tes: | [ o |
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6. Cick Finish to close the card-definiton wizard and open the manual-entry window. You
will see, that there is a single manual entry.

1\. Marwinl Emry - CardEschangs® gt Unimare
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7. Print the card. You will now see that the manual entry is stored in the database.
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